ABSTRACT
DWEKAT, ZYAD AHMAD. Construction and Evaluation of a Service Leve

Agreement Test-Bed. (Under the direction of Drs. Mladen A. Vouk and George N.
Rouskas)

Differentiated Services (DiffServ) enable quality-of-service provisoning by coupling
traffic aggregates with a specific forwarding path treatment. Per-Hop forwarding
Behavior (or PHB) describes the forwarding path behavior required in network nodes,
while the Per-Doman Behavior (or PDB) describes the behavior experienced by a
particular st of packets as they cross a DiffServ domain. PHB and PDB implementations
with treffic conditioners, provisoning drategies and hbilling modds are building blocks
used in Services Level Agreements (SLA).

The goa of the project was to construct an SLA test-bed usng soft DiffServ routing
nodes. This test-bed, and the associated tools, is intended for in-depth <udies of SLA
trandation and mapping dgorithms. The specific objectives of the work reported in this
thess were to condruct the test-bed, and then verify, vadidate and evduate different
elements of the SLA test-bed. Specificaly, proof-of-concept experiments were conducted
to show that one can implement a generd Services Level Agreement (SLA) based on
DiffServ, to show how to trandate SLA requirements into red test-bed parameters, and
then run experiments, collect data and make performance measurements. The study is
empiricd and involves implementation of some of the qudity of service (QoS) rdaed
IETF drafts and RFCs in a five-node soft DiffServ-based SLA testbed. This includes
implementation and empirical evauatiion of Expedite Forwarding (EF) PHB, Assured
Forwarding (AF) PHB, Virtud Wire (VW) PDB, and of Assured Forwarding PDB.

Virtud Wire PDB was implemented usng both the Priority Scheduler and a Weighted
Far Queuing Scheduler. The effect of Best Effort packet sze and rate on the protected
EF traffic was investigated empiricdly. This provided proof of concept data on how
successful can a VW implementation be in protecting Voice over IP (VolP) streams. We



used both emulated VoIP sreams, and red VolP phones in highly congested traffic

environments.

Assured Rate PDB was implemented using appropriate traffic conditioning, buffer
management and scheduling techniques. The issue of what to do with non-conforming
AF treffic was investigated empiricaly - whether to drop the non-conforming packets or
to downgrade them to Best Effort. It was noticed that srict dropping of the non
conforming packets will sometimes underutilize the channd, while downgrading them to
Best Effort will cregte areordering problem.
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1. Introduction

1.1. Motivation and Goals

Moativation for the work presented in this thess sems from two current trends. One is an
increesng inclination towards voice over IP (VolP) solutions, both within organizations,
and on a broader scde. For example, NC State University has been conducting a campus-
wide building-scale (50+ VoIP telephones) pilot tests with H323-based VolP solutions.
H323 and VoIP offer a number of opportunities, both in service expanson (such as
video-phone services), more rapid deployment of services and service change requests,
and cost savings. Although individua VolP services do not generdly require a lot of
bandwidth, what they require needs to be guaranteed. So far the results of the NC State
teds have been very encouraging. Some of the issues reman open. This includes the
ability of the typica data networks to actualy provide some guarantees for VolP and
video sarvices, and the avalability of a typica campus, or metropolitan or wide-area
network.

Another trend is towards introduction of some form of qudity of service into the next
generation network on the NC State Campus, in the Research Triangle Park metropolitan
areg, and in the North Carolina as a whole. Some of the service level agreements (SLA)
that arise in that context involve the desre of the University of North Carolina campuses
to @ have a certan leve of guaranteed bandwidth, and b) an ability to share unused
excess bandwidth in a relidble fashion. The problem becomes quite complex when one
dats conddering the geographicd disperson of some of the universty outreach units,
and the necessty to provide both reiable and fair service A workable solution may
involve supporting an array of service leves, from Best Effort (BE), to severd levels of
Assured Forwarding or equivdent, to Expedited Forwarding or equivdent. A naturd
candidate for implementation of such services is the Differentisted Services (DiffServ)
solution [12] [15] [17].



The current work is concerned with implementation and evauation of a testbed, and its

dements for evaduation of gened Savice Levd Agreement implementation using
DiffServ. The god was to asess whether a full implementation of DiffServ @ can
provide sufficient flexibility for sudying generd SLA implementations, b) can provide
guarantees that may be needed for QoS-sendtive gpplications such as voice over IP
(VolP), and c¢) whether implementation of assured forwarding services is viable and
sugainable in the context of the test-bed. This is of specid interest when studying SLAs
that may involve dynamic downgrade of certan flow streams, and may thus involve the
packet re-ordering problem [10]. Specific objectives involve implementation and
asessment of guaranteed and assured forwarding services (both per-hop and per-
domain), and of a proof-of-concept evauation of the peformance of these
implementations, in the context of a very dealed and findy tunable implementation of
DiffServ on Linux-based networking nodes.

1.2. Why Differentiated Services?

Traditionaly, network service providers offer customers two types of service dther a
form of dedicated circuit-based service or a shared best-effort service. The former usualy
caies some guarantees. The latter offers admost no guarantees. Mogt  service
differentiation has been in the pricing dructure (individud vs business rates) or the
connectivity type (did-up access vs. leased line, etc). However, in recent years,
increased usage of the Internet has reduced network over-capacity, and in proliferation of
goplications that require some form of bandwidth, delay or jitter guarantess. As a reault,
sarvice providers are finding it necessary to offer ther cusomers dternative levels of
sarvice. As wdl as meeting new customer expectations, this dlows service providers to
improve their revenues through premium pricing and competitive differentistion of
service offerings, which in turn can fund the necessary expangon of the network [10].

1.3. What is DiffServ?

The Differentigted Savices architecture offars a framework within which sarvice

providers can offer each customer a range of network services which are differentiated on



the basis of performance in addition to pricing tiers used in the past [12] [15] [17] [21].
Customers request a specific performance level on a packet by packet basis by marking
the DiffSarv fidd of each packet with a specific vaue . This vaue specifies the Per-Hop
Behavior (PHB) to be alotted to the packet within the provider's network. Typicdly, the
cusomer and provider negotiate a profile (policing profile) describing the rate a which
traffic can be submitted at each service level. Packets submitted in excess of this profile
may not be dlotted the service leve requested. An especidly interesting feature of
differentiated services is its potentid for scaability. This dlows DiffServ to be deployed
in very large networks that share a per-domain behavior (PDB) and/or policies. The
scaability is achieved by forcing as much of the complexity as possible out of the core of
the network and into the edge devices. Individuad edge devices process lower volumes of
traffic, and lesser numbers of flows, than the core, but offer richer services on per-micro-
flow bags.

1.4. Some | ssues

Although many IETF RFCs and Drafts describe the DiffServ basic architecture, none of

these publication describe, or recommend, a certan implementation for DiffServ
savices. As a result, the implementation of DiffServ components, such as Per Hop
Behavior (PHB) and Per Domain behavior, is an open issue Ieft to the implementers. The
work reported here tries to explore this area It tries to find an acceptable way to
implement some of the DiffServ PHB’s and PDB’s, and use them as building blocks to
congiruct a generic sort of Serive Level Agreements (SLA).

The gpproach is to build a DiffServ test bed and then conduct a st of SLA experiments.
The SLA testbed is based on the implementation of soft DiffServ router in Linux done,
in pat, by Naraamhan [18]. Present work extends some of the functiondities of this
implementation in the Buffer management and packet scheduling aress. It dso carried out
a thorough verification test of the soft router [41] components, such as classfier, buffer
manager, packet scheduler, etc separatdly, and as part of a sysem of routers. This soft
router was used as the building block for a DiffServ-based SLA test discussed in this

thesis. Some of the reasons for congruction of this tet-bed are @) it was more flexible

3



than a commercdly avalable routers, b) it has more features than commercidly
available equipment in the area of dgorithms of interest, ) it is easy to change both the
exiging dgorithms and add new ones, d) it is easy to instrument so that data specific to
an experiment can be collected, €) it is congderably less expensve than a amilar suite of
commercia routers.

1.5. Thesis Layout

In chapter 2 this theds introduces the generd architecture of the differentiated services
and the specifics of the soft, Linux-based, implementation on which the experiments were
run on. Chepter 3 taks about provisoning of differentiated services based on the IETF
RFCs and the drafts currently proposed. It dso discusses some of the efforts made in
implementation of DiffSev services. Chepter 4 discusses the implementation of per-hop
Expedited Forwarding (EF) and per-domain Virtud Wire support usng a Linux-based
five node soft DiffServ router testbed developed a NC State. In evduating the
implementation, both generated and red VoIP streams were used. Chapter 5 presents an
implementation and experimenta evauation of Assured Raie PHB and PDB. Chapter 6
offers conclusons and suggestions for future work,. References are in Section 7, and the
Appendices contain some specific information related to the experiments and the
solutions discussed in the thesis.



2. DiffServ Architecture

2.1. Model

The differentiated services architecture is based on a smple idea [10][12][15][19][21].

Traffic entering a network is classfied, and possbly conditioned, a the boundaries of the
network, and then it is assgned to different core behavior aggregates. Thus, in theory,
DiffServ flows are policed and marked a the fird DiffServ sendtive ingress node,
according to a negotiated Service Level Agreement (SLA) or contract which adso
gpecifies the traffic profile. Then, subsequent nodes (e.g., core routers) ded only with
aggregated traffic. This diminates the need to recognize and store information about each
individuad flow in the network core. On exit from the network different traffic flows are
de-aggregated and didtributed to end-user nodes. The main purpose of DiffServ is to
provide a scdable framework for offering a range of services in the Internet with Quality
of Service (QoS) support and without the need to maintain per-flow dae in every
network node in the core (e.g., router).

The actuad marking of the traffic flows is achieved through the type-of-service (TOS)
field of the IP packet. In the DiffServ incarndtion, this field contains a 6 bit codepoint
cdled the DiffServ codepoint (DSCP). The DSCP field determines the per-hop behavior
(PHB) that the flow should receive. The PHBs define the forwarding behavior for the
flow a tha paticular network node [15][21]. The out-of-profile packets are ether
dropped or marked with a different PHB by the ingress router. The ingress router
classfies traffic into aggregates based on DSCP. This is then policed according to the
aggregate profiles. In an atempt to satisfy some QoS requirements for the flows. The
QoS, and more generdly SLA, requirements may be specified in quantitative or datistical
terms of, for example, throughput, delay, jitter, and loss, or may otherwise be specified in
terms of some relative priority or cost of access to network resources.

As mentioned before, DiffServ enabled network achieves scdability by aggregeting

traffic flows into more managesble flows, and processes these aggregates instead of



individud flows. In its mog basc form, DiffServ provides service differentiction in one
direction of traffic flow, and therefore it is asymmeric. Symmetric DiffServ is
achievable, but requires additional resources.

2.2. DiffServ Domain

A DiffServ Domain [10][12] is a contiguous set of DiffServ nodes which operate with a
common service provisoning policy, and set of PHB groups implemented on each node.

A DiffServ doman has a wel-defined boundary consisting of DiffServ boundary nodes
which dassfy and possbly condition ingress traffic to ensure that packets which trangt
the domain are appropriatly marked to sdect a PHB from one of the PHB groups
supported within the domain. Nodes within the DiffServ doman sdect the forwarding
behavior for the packets based on their DiffServ codepoint. That vaue is then mapped to
one of the supported PHBs using ether the recommended codepoint to PHB mapping, or

alocaly customized mapping.
oy C
A
C
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Figure 1. lllugration of a DiffServ Domain



Figure 1 illugrates a DiffServ domain. It shows that a domain condsts of a st of
DiffServ capable nodes governed by a common policy for provisoning services. Each
DiffServ domain has an ingress DiffServ node that provides fine-grained cdassfication.
This node sdects a PHB to be associated with the flow and conditions the flow if
necessary. DiffServ domain consgs basicaly of boundary nodes and interior nodes.
DiffServ boundary nodes interconnect the DiffServ doman to other DiffServ or non
DiffServ -cgpable domains. DiffServ interior nodes only connect to other DiffServ
interior or boundary nodes within the same DiffServ doman. Both DiffServ boundary
nodes and interior nodes must be able to apply the appropriate PHB to packets based on
the DiffServ codepoint. In addition, DiffServ boundary nodes may be required to perform
traffic conditioning functions as defined by a traffic conditioning agreement (TCA)
between their DiffSarv domain and the peering doman that they connect to. DiffServ
boundary nodes act both as a DiffServ ingress node and a DiffServ egress node for
different directions of traffic .

Traffic enters a DiffSav domain a a DiffServ ingress node and leaves a DiffServ
domain a a DiffServ egress node. A DiffServ ingress node is responsble for ensuring
that the traffic entering the DiffServ domain conforms to any TCA between it and the
other domain to which the ingress node is connected. A DS egress node may perform
traffic conditioning functions on traffic forwarded to a directly connected peering
domain, depending on the details of the TCA between the two domains [18].

2.3. Per-Hop Behaviors (PHB)

The PHB is the means by which a node dlocates resources to behavior aggregates. The
obsarvable behavior of a PHB may depend on certain condraints on the traffic
characterigtics of the associated behavior aggregate (BA) or the characteristics of other
BAs. PHBs may be specified in terms of their resource (eg., buffer, bandwidth) priority
relative to other PHBs, or in terms of ther relative observable traffic characterigics (e.g.,
delay, 10ss).



The PHBs are implemented in nodes by means of some buffer management and packet

scheduling mechaniams. In generd, a vaiety of implementation mechanisms may be
suiteble for implementing a particular PHB group. A PHB is sdected a a node by a
mapping of the DiffServ codepoint in a recaved packet. Standardized PHBs have
recommended codepoint. These PHBs may be used as building blocks to dlocate
resources and should be specified as a group (PHB group) for consastency. PHB groups
will usudly share a common condraint goplying to each PHB within the group. PHB
groups should be defined such that the proper resource alocation between groups can be
inferred, and integrated mechanisms can be implemented which can smultaneoudy
support two or more groups. All codepoints must be mapped to some PHB and
codepoints that are not mapped to a standardized PHB should be mapped to a Default
PHB.

2.4. Basic Components

The following DiffServ dements are based on the architecture of the soft, Linux-based,
DiffServ router implementation [18] that was used in the test-bed constructed to conduct
experiments reported in this work. A “logicd” DiffServ router is illustrated in Fgure 2. It
conggts of the following basic logical components:

Classfiers
Traffic Conditioners,

Meters
Buffer Manager

Shapers
Link Schedulers



Traffic Buffer Link
Olassfie | 47| Conditionin [~ Manager " scheduler [ AT Shaper
Meter

Figure 2. Basic components of a DiffServ Router

2.5. Clasdsifiers

A classfier sdlects packets based on certain fields of the packet header and according to
certain rules The packets are identified to belong to some flow defined by a flow ID.
They are then passed on to a traffic conditioner defined for that particular flow. There are
two types of packet classfiers defined in the DiffServ architecture —behavioral aggregate

dassfier and multi-field classfier.

25.1. Behavioral Aggregate Classifier
A BA cdassfier classfies packets based on the DSCP fidd only. Since it separates
packets based on just the DSCP fidd, it becomes difficult to classfy packets by
cusomer, paticularly if they come through the same interface. Hence, it is impossible to
enforce the TCAs on a per-customer bass usng a BA dassfier. Multi Fidd classfiers
are preferred for such cases.

2.5.2. Multi Fidd Classifier
A Multi-Fdd (MF) classfier classfies packets based on combinations of various fidds
of the IP packet header. These fidlds may be the dedtination address, source address,
DSCP, protocal ID, source port number and the destination port number. At minimum, a
boundary router must support behavioral-aggregate classfication. In addition, routers
may support varying degrees of multi-fidd dasdfication. This pemits fine-grained
classfication.



2.6. Meters

A meter is a monitoring interface that enables collection of datistics regarding traffic
caried a various DiffServ levels. These gdatigtics are important for accounting purposes
and for tracking compliance to service levd agreements negotisted with customers.
Specificaly, counter information on how many packetsbytes were trandferred in-profile
vs. out-of-profile would be ussful on a customer-by-cusomer basis. This same
information should be provided for the coarser granularity DSCPs dl the way down to
the finer granulaity flon-by-flow profiling where gpplicable. Boundary routers use
cassfiers to identify cdasses of traffic submitted for transmisson through the DiffServ
network. Once traffic is clasdfied a the input to the router, traffic from each cdlass is
typicaly passed to a meter. The meter is used to measure the rate a which traffic is being
submitted for each class. This rate is then compared againg a traffic profile, which is part
of the TCA. Based on the results of the comparison, the meter deems particular packets to
be conforming to the profile or non-conforming. Appropriate policing actions are then

gpplied to out-of-profile packets.

2.7. Traffic Conditioner

A traffic conditioner (TC) is used to make sure the traffic conforms to the negotiated
profile. The traffic conditioner may be amarker, dropper or shaper. A traffic profile
represents the tempora properties of the traffic stream. The traffic conditioner uses a
meter and determines whether the packet isin profile or out of profile. It may decide to
drop or re-queue an out of profile packet and normally queues an in-profile packet. The
condition-action parameters are decided by the service provider and may be different at
each DiffServ router.

2.7.1. Marker
The marker is used to set the DS Code Point based on certain rules [18]. These rules
depend on the classfication of packet and/or if it conforming or non-conforming to its
traffic profile.
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2.7.2. Shaper
Shapers ddlay packets passng through the router such that they are brought into
compliance with a traffic profile. Boundary routers are not required to provide shaping
functiondity, but may do so for the following reasons.

1. Ingress routers may use shaping as a form of policing - when submitted traffic is
deemed nonconforming, it must be policed to protect the DiffServ network. One
form of policing is to dday submitted traffic in a shgper until it conforms to the
profile specified in the TCA. Thisis usudly referred to as policer shaping.

2. Egress rouers may shape behavior aggregate traffic before it is submitted to a
subsequent provider's network. This preventative measure avoids policing action in
the subsequent network. Thisis usudly referred to as egress shaping.

2.7.3. Droppers
Droppers are used to discard nonconforming packets. This is the smplest form of
policing that may be supported by ingress routers.

2.8. Buffer Manager

The main function of a buffer manager isto manage the queues. The two main aspectsto
buffer management are :

- Queue Sdlection

- Congestion Control

2.8.1. Queue Selection
The issue here is regarding selection of a queue for the packet. The Strategies adopted
for this include Class Based Queuing (CBQ) and Microflow Based Queueing. The man
god of CBQ is to aggregate traffic into classes. Use of this class-hierarchy enables link
shaing too. When the dasdfication is more fine-grained and thus we have more classes,
it becomes a microflow-based queuing.
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2.8.2. Congestion Control
The other aspect of buffer management dedls with the issue of controlling congestion.
An active queue management drategy heps in controlling congestion. The buffer
manager controls the length of the queues by dropping packets a appropriate times.
Queues are an integra part of any network as they are required to handle traffic burgts.
But long queues can increase the delay in a network. Hence the need for effective queue

management Srategies.

2.9. Link Scheduler

A scheduler is an dement which gates the departure of each packet that arrives a one of

its inputs, based on a scheduling agorithm. It has one or more input and exactly one
output. Every input has an upstream dement to which it is connected, and a st of
parameters that affects the scheduling of packets received a that input A scheduler
should meet the following requirements :

Isolation of Hows : The scheduler should be able to isolate mishehaving flows.

Low Dedays : The scheduler should not introduce additiond delaysin the packet.
Utilization : The scheduler should not waste its resources.

Fairness : The scheduler should not unduly favor one connection over the other
when there are additiond resources available.

Smplicity : The scheduling agorithm must be fast, smple and easy to
implement.

Scalahility : The scheduler must scale well for alarge number of connections,

2.10. Soft Linux-Based DiffServ Test-Bed

Based on implementation of soft DiffServ router in linux work done by Narasmhan
[18], we extend some of the functiondities of his implementation, such as Buffer
management and packet scheduling, and carried out a thorough verification test for the
router [41] by teding and verifying the functiondity of each component, such classfier,
buffer manager, packet scheduler, etc., separately. Then we used this router as the
building block for a DiffServ test bed where we conduct our SLA experiments.
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The DiffServ Tet Bed was built usng five (5) soft DiffServ Routers connected to

smulate an ingress edge router , a set of core routers and egress edge router as shown in

Figure 3.

Note that two traffic generators were part of the test-bed, NetCom SmartBits' A and B,
each with four 10/100 Mbps Ethernet interfaces. The five routers were configured into

eleven sub nets. Each Linux router has three or more networking cards. Routers were
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Figure 3. Basc DiffServ Test Bed Configuration
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directly connected to each other, or through switches. The interconnection of routers
with the SmartBits was desgned to Smulate as many traffic sources and snks as
possble. The basc DiffServ test-bed was extended with SLA supporting scripts and
processes (e.g., EF and AF PHBs and PDBs) the suitability of which is the subject of the

present work.

2.11. Ns Simulator

2.11.1. Introduction
Ns-based [45] scripts were written to smulate our DiffServ test bed and repeat and
vaidate some of the EF experiments usng the smulaion. Sample ns script is shown in
gopendix D. Ns is a very popular smulator in networking research. Ns is opersource
freeware, and it is congtantly maintained and updated by its large user base, and a amdl
group of developers. According to [45]:

“Ns is a discrete event simulator targeted at networking research. Ns provides
substantial support for simulation of IPv4, UDP, TCP, routing, and multicast protocols
over wired and wireless (local and satellite) networks. More recently MPLS and |pv6
modules have become available. Ns began as a variant of the REAL network simulator in
1989. It has evolved substantially since then. In 1995 ns development was supported by
DARPA through the VINT project at LBL, Xerox PARC, UCB, and USC/IS. Currently ns
development is support through DARPA with SAMAN and through NSF with CONSER,
both in collaboration with other researchers including ACIRI. Ns has always included
substantial contributions from other researchers, including wireless code from the UCB
Daedelus and CMU Monarch projects and Sun Microsystems.

Ns is an object oriented simulator, written in C++, with an OTcl interpreter as a front
end. The smulator supports a class hierarchy in C++, and a similar class hierarchy
within the OTcl interpreter. The two hierarchies are closely related to each other; from
the user's perspective, there is a one-to-one correspondence between a class in the

interpreted hierarchy and one in the compiled hierarchy. The root of this hierarchy isthe
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class TclObject. Users create new simulator objects through the interpreter; these objects
are instantiated within the interpreter, and are closely mirrored by a corresponding
object in the compiled hierarchy. The interpreted class hierarchy is automatically
established through methods defined in the class TclClass. user instantiated objects are
mirrored through methods defined in the class TclObject. There are other hierarchiesin
the C++ code and OTcl scripts; these other hierarchies are not mirrored in the manner
of Tcl Object.

Ns uses two languages because simulator has two different kinds of things it needs to
do. On one hand, detailed simulations of protocols requires a systems programming
language which can efficiently manipulate bytes, packet headers, and implement
algorithms that run over large data sets. For these tasks run-time speed isimportant and

turn-around time (run simulation, find bug, fix bug, recompile, re-run) islessimportant.

On the other hand, a large part of network research involves dightly varying
parameters or configurations, or quickly exploring a number of scenarios. In these cases,
iteration time (change the model and re-run) is more important. Snce configuration runs
once (at the beginning of the simulation), run-time of this part of the task is less

important.

Ns meets both of these needs with two languages, C++ and OTcl. C++ isfast to run but
slower to change, making it suitable for detailed protocol implementation. Otcl runs
much slower but can be changed very quickly (and interactively), making it ideal for
simulation configuration. (via tclcl) provides glue to make objects and variables appear

on both languages.”

2.11.2. Ns Capabilities
Ns can Create :
Traffic sources like web, ftp, telnet, cbr, stochagtic traffic.
Vaious queuing disciplines (drop-tail, RED, FQ, SFQ,DRR, etc) and QoS (eg.,
IntServ and DiffServ).



Terredrid, sadlite and wirdess networks with various routing agorithms (DV, LS
PIM-DM, PIM-SM, AODV,DSR).

Ns can Visudize:
Packet flow, queue build up and packet drops.
Protocol behavior: TCP dow dart, sef-clocking, congestion control, fast retranamit
and recovery.
Node movement in wireless networks.
Annotations to highlight important events.
Protocol state (e.g., TCP cwnd).

2.11.3. Ns DiffServ implementation

The ns DiffServ architecture [45] provides QoS by dividing traffic into different
categories, marking each packet with a code point that indicates its category, and
scheduling packets according to their code points. The DiffServ module in ns currently
defines four classes of traffic, each of which has three drop precedences. Those drop
precedences endble differentia treatment of traffic within a sngle class. A sngle class of
traffic is enqueued into one corresponding physca RED queue, which contains three
virtud queues (one for each drop precedence). Different RED parameters are used for the
virtua queues, causng packets from one virtua queue to be dropped more frequently
than packets from another. A packet with a lower drop precedence is given better
treatment in times of congestion because it is assgned a code point that corresponds to a
virtua queue with relatively lenient RED parameters.

According to [45] “The DiffServ module in ns has three major components:

policy: Policy is specified by network administrator about the level of service a class of
traffic should receive in the network.

edge routers. Edge routers marks packets with a code point according to the policy
specified.

core routers. Core routers examine packets code point marking and forward them

accordingly.
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The DiffServ functionality in ns is captured in a Queue object. A DiffServ gqueue
(dsREDQueue) derived from the base class Queue, contains the abilities:
- to implement multiple physical RED queues along a single link;
- to implement multiple virtual queues within a physical queue, with individual set of
parameters for each virtual queue;
- to determine in which physical and virtual queue a packet is enqueued, according to

policy specified.

Sx different policy models are defined in ns, which are:

- TSWV2CM (TSW2CMPolicer): uses a CIR and two drop precedences. The lower
precedence is used probabilistically when the CIR is exceeded.

- TSW3CM (TSW3CMPalicer): uses a CIR, a PIR, and three drop precedences. The
medium drop precedence is used probabilistically when the CIR is exceeded and the
lowest drop precedence is used probabilistically when the PIR is exceeded.

- Token Bucket (tokenBucketPolicer): uses a CIR and a CBS and two drop
precedences. An arriving packet is marked with the lower precedence if and only if
itislarger than the token bucket.

- Sngle Rate Three Color Marker (ssTCMPoalicer): uses a CIR, CBS and an EBS to
choose from three drop precedences.

- Two Rate Three Color Marker (trTCMPalicer): uses a CIR, CBS PIR, and a PBSto

choose from three drop precdences.
Scheduling modes supported are Weighted Interleaved Round Robin (WIRR), Round

Robin (RR), and Priority (PRI). For Priority scheduling, priority is arranged in
sequential order with queue 0 having the highest priority.”
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3. Service Provisioning

3.1. SLAs, SLSsand TCSs

Service, as defined by IETF [10], is the overdl treatment of a defined subset of a

cugomer's traffic within a DS-domain, or end-to-end".

Although PHBs ae a the heart of the differentiated services architecture, it is the
service obtained as a result of marking traffic for a specific PHB, which is of vaue to the
customer. PHBs are merely building blocks for services. Service providers combine PHB
implementations  with  traffic  conditioners, provisoning drategies and  billing modds
which enable them to offer services to thelr customers. Providers and customers negotiate
agreements with respect to the services to be provided a each customer / provider
boundary. These take the form of Service Levd Agreements (SLAS).

At each differentiated service customer/provider boundary, the technicd aspects of the
sarvice provided is defined in the form of an Service Leve Specification (SLS) which
gpecifies the overdl features and performance which can be expected by the customer.
Because DS sarvices are unidirectiond the two directions of flow across the boundary
will need to be consdered separately. An important subset of the SLS is the Traffic
Conditioning Specification, or (TCS). The TCS specifies detailed service parameters for
each sarvice level. Such parametersinclude:
1. Dealed service peformance parameters such as expected throughput, drop
probability, latency.
2. Condraints on the ingress and egress points a which the sarvice is provided,
indicating the “scope’ of the service. Service scopes are discussed later.
3. Traffic profiles which must be adhered to for the requested service to be provided,
such as token bucket parameters.
4. Dispostion of traffic submitted in excess of the specified profile.
5. Marking services provided.
6. Shaping services provided.
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In addition to the detals in the TCS, the SLS may specify more generd service
characteristics such as:

1. Avaladility/Rdiability, which may indude behavior in the event of falures
resulting in rerouting of traffic

Encryption services

Routing condraints

Authentication mechanisms

Mechaniams for monitoring and auditing the service

o g M WD

Responghilities such as location of the equipment and functiondity, action if the
contract is broken, support capabilities
7. Pricng and billing mechaniams

3.1.1. Qualitative and Quantitative services[10]
Some sarvices can be clearly categorized as quditative or quantitative depending on the
type of performance parameters offered. Examples of quditative services are asfollows:
1. Treffic offered a service levd A will be ddivered with low latency.
2. Trafic offered a service level B will be delivered with low loss.

The assurances offered in examples 1 and 2 are reaive and can only be verified by

comparison.

Examples of quantitative services are as follows:

3. 90% of in profile traffic ddivered a service levd C will experience no more than
50 msec latency.

4. 95% of in profiletraffic delivered a service level D will be ddivered.

3.1.2. The Scope of a Service[10]

The scope of a sarvice refers to the topological extent over which the service is offered.
For example, assume that a provider offers a service to a customer which connects to
their network at ingress point A. The service may apply to:

1. dl traffic from ingress point A to any egress point
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2. dl traffic between ingress point A and egress point B
3. dl traffic from ingress point A to a set of egress points

3.2. An Expedited Forwarding PHB [21]

The PHB (per-hop behavior) is a basc building block in the Differentiasted Services
architecture. IETF defines a PHB cdled Expedited Forwarding (EF). EF is intended to
provide a building block for low dday and low loss services by ensuring that the EF
aggregate is served at a certain configured rate.

The dominant causes of delay in packet networks are speed-of-light propagation delays
on wide area links and queuing delays in switches and routers. Since propagetion ddlays
are a fixed property of the topology, delay and jitter are minimized when queuing ddlays
ae minimized. In this context, jitter is defined as the variation between maximum and
minimum delay. The intent of the EF PHB is to provide a PHB in which suitably marked
packets usudly encounter short or empty queues. Furthermore, if queues reman short
relative to the buffer space available, packet lossis dso kept to aminimum.

To ensure that queues encountered by EF packets are usudly short, it is necessary to
ensure that the service rate of EF packets on a given output interface exceeds their arivd
rate a that interface over long and short time intervas, independent of the load of other
(non-EF) traffic. This specification defines a PHB in which EF packets are guaranteed to
receive sarvice a or above a configured rate and provides a means to quantify the
accuracy with which this service rate is delivered over any time interval. It dso provides
a means to quantify the maximum delay and jitter that a packet may experience under
bounded operating conditions.

Note that the EF PHB only defines the behavior of a single node. The specification of
behavior of a collection of nodes is defined by Per-Domain Behavior (PDB) which we
will be describe later.
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Intuitively, the definition of EF is ample: the rate a which EF traffic is served @ a given
output interface should be at least the configured rate R, over a suitably defined interva,
independent of the offered load of nontEF treffic to that interface.

Two difficulties arise when we try to formdize thisintuition:
- it is difficult to define the appropriate time scde a which to measure R. By
measuring a short time scales we may introduce sampling errors, a long time scaes

we may alow excessvejitter.

- EF traffic dearly cannot be served a rate R if there are no EF packets waiting to be
served, but it may be impossble to determine externdly whether EF packets are
actudly waiting to be served by the output scheduler. For example, if an EF packet
has entered the router and not exited, it may be awaiting sarvice, or it may smply

have encountered some processing or transmission delay within the router.

3.2.1. EF Support Requirements
A node that supports EF on an interface | a some configured rate R MUST satisfy the

following equations:

dj <= fj +E, 3.1
wheref; is defined iteratively by
fo = 0, d(): 0
|
f, =max(a;,mn( dj_l,fj_l))+E' fordlj>0 (3.2
where:

- d; is the time that the last bit of the jth EF packet to depart actudly leaves the node
from the interface |.

- fj is the target departure time for the jth EF packet to depart from |, the "ided" time
at or before which the last hit of that packet should leave the node.

- g is the time that the last bit of the jth EF packet destined to the output | to arrive
actudly arrives at the node.

- | isthe sze (hits) of the j-th EF packet to depart from I.
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- |, is measured on the IP datagram (IP header plus payload) and does not include any
lower layer (e.g. MAC layer) overhead.

- Risthe EF configured rate at output | (in bits'second).

- Eais the error term for the treatment of the EF aggregate. Note that E, represents the
word case deviation between actuad departure time of an EF packet and ided
departure time of the same packet, i.e., E provides an upper bound on (d; - f;) for al
j.

- do and  do not refer to a real packet departure but are used purely for the purposes
of the recurson. The time origin should be chosen such that no EF packets are in the
system at time O.

E. may be thought of as "figure of merit" for a device. A smdler vaue of E means that
the device sarves the EF aggregate more smoothly, at rate R over rdatively short
timescales, whereas a larger vadue of B implies a more bursty scheduler which serves the
EF aggregate & rate R only when measured over longer intervas.

3.2.2. Implementation Examples[21][46]

A priority queue is widdy consdered as the canonicd example of an implementation of
EF. A "pefect" output buffered device (i.e. one which ddivers packets immediately to
the appropriate output queue) with a priority queue for EF traffic will provide both a low
delay and low E . We note that the main factor influencing E, will be the inability to pre-
empt an MTU-sized non-EF packet that has just begun transmisson at the time when an
EF packet arives at the output interface, plus any additional dday that might be caused
by non-preemptive queues between the priority queue and the physica interface.

Another example of an implementation of EF is a weighted round robin scheduler. Such
an implementation will typicdly not be adle to support vaues of R as high as the link
gpeeds because the maximum rate at which EF traffic can be served in the presence of
competing traffic will be affected by the number of other queues and the weights given
to them. Furthermore, such an implementation is likdy to have a vaue of E; tha is
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higher than a priority queue implementation, dl ese being equd, as a result of the time

spent serving non-EF queues by the round robin scheduler.

3.2.3. Figureof Merit (E) for different implementations [21][46]
Let us condgder an ided output buffered node where packets entering the device from an
input interface are immediately delivered to the output scheduler. In this modd the
properties of the output scheduler fully define the vaues of the parameters E, .

Strict Non-preemptive Priority Queue

A Strict Priority scheduler in which dl EF packets share a single FIFO queue which is
served at drict non-preemptive priority over other queues satidfies the EF definition with
the latency term E = MTU/C where MTU is the maximum packet size and C is the speed
of output link.

WF2Q

Another scheduler that satisfies the EF definition with a smal latency term isWF2Q.

A class-based WF2Q scheduler, in which  dl EF traffic shares a dngle queue with the
weight corresponding to the configured rate of the EF aggregate saidfies the EF
definition with the latency term E = MTU/C+MTU/R.

Deficit Round Robin (DRR)

For DRR [7], both E can be shown to grow linearly with N*(r_max/r_min)*MTU,
where r min and r max denote the smdlest and the largest rate among the rate
assgnments of dl queues in the scheduler, and N is the number of queues in the
scheduler .

Sart-Time Fair Queuing (SFQ) and Sdf-Clocked Fair Queuing (SCFQ)

For SCFQ [14] E can be shown to grow linearly with the number of queues in the
scheduler.

23



3.3. Assured Forwarding PHB Group [15]

3.3.1. Introduction

There is a demand to provide assured forwarding of IP packets over the Internet. In a
typicd application, a company uses the Internet to interconnect its geographically
digributed sites and wants an assurance that IP packets within this intranet are forwarded
with high probability as long as the aggregate traffic from each Ste does not exceed the
subscribed information rate (profile). It is dedrable that a Ste may exceed the subscribed
profile with the undersanding that the excess traffic is not ddivered with as high
probability as the traffic that is within the profile. It is aso important that the network
does not reorder packets that belong to the same microflow, as defined in [27], no matter
if they arein or out of the prafile.

3.3.2. Aswred Forwarding PHB
Assured Forwarding (AF) PHB [15] group is a means for a provider DS domain to offer
different levels of forwarding assurances for IP packets received from a customer DS
domain. Four AF classes are defined, where each AF class is in each DS node alocated a
certain amount of forwarding resources (buffer space and bandwidth). IP packets that
wish to use the services provided by the AF PHB group are assigned by the customer or
the provider DS domain into one or more of these AF classes according to the services

that the customer has subscribed to.

Within each AF class IP packets are marked (again by the customer or the provider DS
domain) with one of three possible drop precedence vaues. In case of congegtion, the
drop precedence of a packet determines the relative importance of the packet within the

AF class.

A congested DS node tries to protect packets with a lower drop precedence value from
being lost by preferably discarding packets with a higher drop precedence vaue.

A DS node MUST NOT reorder AF packets of the same microflow when they belong to
the same AF class regardiess of their drop precedence. There are no quantifiable timing
requirements (delay or delay variation) associated with the forwarding of AF packets.
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3.3.3. AF PHB implementation
An AF implementation MUST dtempt to minimize long-term congestion within eech
class, while dlowing short-term congestion resulting from burgts. This requires an active
gqueue management dgorithm.  An example of such an dgorithm is Random Early Drop
(RED) [13].
An AF implementation MUST detect and respond to long-term congestion within each
class by dropping packets, while handling short-term congestion (packet bursts) by
queuing packets.
The dropping dgorithm MUST be insengtive to the short-term traffic characteridtics of
the microflows usng an AF class. The dropping adgorithm MUST treat dl packets
within asingle class and precedence level identicaly.

3.3.4. AF PHB Services Examples[15]

The AF PHB group could be used to implement, for example, the so caled Olympic
service, which conssts of three service classes:

bronze, slver, and gold. Packets are assigned to these three classes so that packets in
the gold class experience lighter load (and thus have grester probability for timely
forwarding) than packets assgned to the gSlver class  Same kind of rdationship exists
between the slver class and the bronze class. If dedred, packets within each class may
be further separated by giving them ether low, medium, or high drop precedence.

The bronze, silver, and gold service classes could in the network be mapped to the AF
classes 1, 2, and 3. Similarly, low, medium, and high drop precedence may be mapped to
AF drop precedencelevels 1, 2, or 3.

The drop precedence level of a packet could be assigned, for example, by using a leaky
bucket traffic policer, which has as its parameters a rate and a sze, which is the sum of
two burst vaues: a committed burst Sze and an excess hurst sze. A packet is assgned
low drop precedence if the number of tokens in the bucket is greater than the excess burst
gze, medium drop precedence if the number of tokens in the bucket is greater than zero,
but at most the excess burst size, and high drop precedence if the bucket is empty. It may
aso be necessary to st an upper limit to the amount of high drop precedence traffic from
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a cusomer DS doman in order to avoid the dtudion where an avaanche of
undeliverable high drop precedence packets from one customer DS doman can deny
service to possibly deliverable high drop precedence packets from other domains.

Another way to assgn the drop precedence level of a packet could be to limit the user
traffic of an Olympic sarvice class to a given pesk rate and didribute it evenly across
each level of drop precedence.

This would yied a proportiond bandwidth service, which equaly apportions available
cgpacity during times of congesion under the assumption that customers with high
bandwidth microflows have subscribed to higher pesk rates than customers with low
bandwidth microflows.

The AF PHB group could aso be used to implement a loss and low latency service
usng an over provisoned AF dass, if the maximum ariva rate to that class is known a

priori in each DS node.

3.4. Per Domain Behaviors (PDBs)

The differentiated services framework enables quality-of-sarvice provisoning within a
network domain by applying rules a the edges to create traffic aggregates and coupling
each of these with a specific forwarding path treetment in the domain through use of a
codepoint in the | P header .

The DiffServ WG has defined the generd architecture for differentiated services and
has focused on the forwarding path behavior required in routers, known as "per-hop
forwarding behaviors' (or PHBS).

The next gep is to formulate examples of how forwarding path components (PHBS,
classfiers, and traffic conditioners) can be used to compose traffic aggregates whose
packets experience specific forwarding characterigics as they trandt a differentiated

svices domain.
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The WG has decided to use the term per-domain behavior, or PDB, to describe the
behavior experienced by a particular set of packets as they cross a DS domain. A PDB is
characterized by gpecific metrics that quantify the trestment a set of packets with a
particular DSCP (or set of DSCPs) will receive asit crosses a DS domain.

A PDB specifies a forwarding path trestment for a traffic aggregate and, due to the role
that particular choices of edge and PHB configuraion play in its resulting attributes, it is
where the forwarding path and the control plane interact. The measurable parameters of a
PDB should be suitable for use in Service Level Specifications a the network edge.

3.5. The Virtual Wire (VW) Per-Domain Behavior [19]

3.5.1. Introduction
A Virtud Wire (VW) PDB is intended to send "circuit replacement” traffic across a
DiffSarv network. That is, this PDB is intended to mimic, from the point of view of the
originaing and terminating nodes, the behavior of a hard-wired circuit of some fixed
capacity.

This PDB should be suitable for any packetizable traffic that currently uses fixed circuits

(e.g., telephony, telephone trunking, broadcast video didtribution, leased data lines) and
packet traffic that has smilar ddivery requirements (eg., [P teephony or video
conferencing).

Virtud Wire (VW) can be congructed in any domain supporting the DiffServ EF PHB

plus appropriate domain ingress policers. Although one dtribute of VW is the ddivery of
a peak rae, in VW this is explicitly coupled with a bounded jitter atribute. Network
hardware has become sufficiently rdiable that the overwheming mgority of network
loss, latency and jitter are due to the queues traffic experiences while trangting the
network. Therefore providing low loss, latency and jitter to a traffic aggregate means
ensuring that the packets of the aggregate see no (or very small) queues.
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Cregting the VW PDB involves.

- Configuring individud nodes so tha the aggregate has a wdl-defined minimum
departure rate.

- Conditioning the entire DS domain's aggregate (via policing and shaping) o that its
arivd rae a any node is dways les than tha nodes configured minimum
departure rate.

3.5.2. VW Jitter Bound [19]
The VW PDB has two mgor atributes. an assured peak rate and a bounded jitter, and it
uses the EF PHB to implement a transit behavior with the required attributes.

00 0

Boundary router

Figure 4. Time of a CBR sream & ahigh to low bandwidth trangtion

Figure 4 shows a Congant Bit rate CBR dream of g9ze S packets being sourced at rate
R. At the domain egress border router, the packets arrive on a link of bandwidth B (= nR)
and depart to their destination on alink of bandwidth R.

jitter

window
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Figure5. Details of arrivd / departure rdationships

Figure 5 shows the detailed timing of events a the router. At time T o the last bit of
packet O arrives so output is started on the egress link. It will take until time for packet O
to be completely output. As long as the last bit of packet 1 arrives a the border router
before , the dedtination node will find the traffic indistinguishable from a Sream carried
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the entire way on a dedicated wire of bandwidth R. This means that packets can be
jittered or displaced in time (due to queue waits) as they cross the domain and that there

isajitter window at the border router of duration

D=SR-SB=(SR)* (+-1)/n (3.3

that must bound the sum of dl the queue waits seen be a packet as it trandts the
domain. As long as this sum is less than , the dedtination will see sarvice identicd to a
dedicated wire. Note tha the jitter window is (implicitly) computed reative to the firg
packet of the flight of packets departing the boundary router and, thus, can only include
variable delays. Any trandt delay experienced by dl the packets, be it propagation time,
router forwarding latency, or even average queue waits, is removed by the rdative
measure 0 the sum described in this paragreph is not sengtive to delay but only to delay
variation. Also note that when packets enter the domain they are dready separated by so,
effectively, everything is pushed to the left edge of the jitter window and theré's no dack
time to dsorb dday variation in the domain. However by smply deaying the output of
the first packet to arrive a E by one packet time (SR), the phase reference for dl the
traffic is reset s0 that al subsequent packets enter at the right of ther jitter window and

have maximum dack time during trangit.

The preceding derives the jitter window in terms of the bandwidths of the ingress circuit
and intracdomain links. In practice, the ‘givens ae more likdy to be the intra-doman
link bandwidths and the jitter window (which can be no less than the EF bound
associated with each output link that might be traversed by some VW flow(9)).
Rearranging equation based on this gives R, the maximum amount of bandwidth that can
be dlocated to the aggregate of al VW circuits, as a function of the EF bound (i.e, jitter
window):
(n-1

n

R= (3. 4)

Olwn
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Note that the upper bound on VW traffic tha can be handled by any output link is
amply the MTU divided by the link’s EF bound.

3.5.3. VW Jitter Sources[19]
There are three potential sources of queue wait for aVW packet:
1. it can queue behind non-EF packets (if any)
2. it can queue behind another VW packet from the same customer

3. it can queue behind VW packet(s) from other customers

For case (1), the EF ‘priority queuing mode says that the VW traffic will never wait
while a nonEF queue is serviced so the only ddlay it can experience from non-EF treffic
is if it has to wait for the finish of a packet tha was being sent a the time it arrived. For
an output link of bandwidth B, this can impose aworst-case delay of SB.

Case (2) can only happen if the previous packet hasn't completely departed at the time
the next packet arrives. Since each ingress VW stream is drictly shaped to a rate R, any
two packets will be separated by a least time SR s0 having leftovers is equivaent to
saying the departure rate on some link is <R over this time scale. But the EF property is
precisely that the departure rate MUST be >R over any time scde of SR or longer o this
can't heppen for any legd VWI/EF configuration. Or, to put it another way, if case (2)
happens, either the VW policer is sat too loosely or some link’s EF bound is set too tight.

Cae (3) is a ample generdization of (2). If there are a total of n customers, the worst
possble queue occurs if dl n arive smultaneoudy a some output link. Since each
cusomer is individudly shaped to rate R, when this happens then no new packets from
any dream can arive for a least time SR. At the end of this time, there can only be
leftover packets in the queue if the departure rate < nR over this time scae. Conforming
to the EF property means tha any link capable of handling the aggregate traffic must
have a departure rate > nR over any time scde longer than S(NR) so, again, this can't
happen in any legd VW/EF configuration. For case (1), a packet could be displaced by
non-EF traffic once per hop so the edge-to-edge jitter is a function of the path length. But

3C



this isn't true for case (3): The grict ingress policing implies that a packet from any given
VW siream can meet any other VW stream in aqueue at most once.
This means the word case jitter caused by aggregating VW customers is a linear

function of the number of cusomers in the aggregate but completdly independent of
topology.

3.54. VW Exampleuses[19]

An enterprise could use VW to provison a large scde, interna VolP teephony system.
Say for example that the internd links are al Fast Ethernet (100Mb/s) or faster and
aranged in a 3 levd hierarchy (switching/aggregation/routing) so the network diameter is
5 hops. Typica telephone audio codecs deliver a packet every 20ms. At this codec rate,
RTP encapsulated G.711 voice is 200 byte packets & G.729 voice is 60 byte packets.
20ms at 100 Mb/s is 250 Kbytes (~150 MTUs, ~1200 G.711 calls or ~4,000 G.729 calls)
which would be the capacity if the net were carrying only VW telephony treffic.

Worse case jitter from other traffic through a diameter 5 enterprise is 5 MTU times or
0.6 ms leaving between 19 ms (optimigtic) to 10 ms (ultra conservative )for VW. 10ms at
100Mb/s is 125Kbytes so using the most conservative assumptions we can admit ~600
G.711 or ~2000 G.729 calls if the ingress can simultaneously police both packet & bit
rate. If the ingress can police only one of these, we can only admit ~75 cadls because
each packet might be aslong asan MTU.

3.6. Assured Rate Per-Domain Behavior [20]

3.6.1. Introduction
The Assured Rate PDB is intended to carry traffic aggregates that require assurance
for a gpecific bandwidth level.
The AR PDB is auitable for carrying traffic aggregates that require rate assurance but
do not require dday and jitter bounds. The traffic aggregete will dso have the
opportunity to obtain excess bandwidth beyond the assured rate. The PDB can be
crested usng the DiffSe'v AF PHB dong with suiteble policers at the domain ingress

nodes.
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This PDB enaures that traffic conforming to a committed information rate (CIR) will
incur low drop probability. The aggregate will have the opportunity of obtaining excess
bandwidth beyond the CIR but there is no assurance. In addition to the CIR, the
edge rules may aso include other traffic parameters such as the peek information rate
(PIR) to place additiond condraints for packets to which the assurance gpplies or to
further differentiate packets which exceed the CIR.

3.6.2. Assured Rate PDB Specification [20]

The specification for this PDB cong st of two parts:

1. A st of Edge rules that classfies packets arriving @ the domain ingress into a traffic
aggregate, performs metering/policing on the aggregate and associates a  packet
marking with the aggregate. Traffic shaping does not need to be performed on the
aggregate as it enters the domain.

2. Per-node PHB treatment for the traffic aggregate as it weaves its way from the
domain ingress to the domain egress.

Edge Rules

As packets enter the domain they will be classfied into a traffic aggregaie based on
the gpecified filter a the doman ingress interface of the border router. The filter
MUST be associated with  a traffic profile that specifies committed information rate
(CIR) AND a description on how it is to be measured. For example, the measurement
may be based on acommitted burst Sze (CBS) or an averaging timeinterva (T1).

The policer causes each packet arriving into the domain to be marked with one of up to
three levels of drop precedence, which we cdl (in the increesing order) green, yellow,
red. The packets to which the assurance applies, MUST be marked green. The excess
packets MUST be marked as ether yellow or red. The details of packet colouring are
dependent on the specific policer utilized at the ingress router.
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Red color packets SHOULD be ddivered with equa or lower probability than
ydlow color packets. A specia case of thisis that al red color packets are discarded by
the ingress policer.

Yellow packets SHOULD not be dropped by the ingress policer. They MAY be dropped
by the buffer management mechanisms of the ingress router but that will be due to PHB
treatment.

The green, ydlow and red packets MUST be marked with the DSCP for AFx1, AFx2
and AFx3 PHBs respectively, where x MUST be any one vaue from 1 to N. N is the
number of AF classes supported by the routersin the domain.

PHB Configuration

As described above, the AR traffic aggregate isto be treated using PHBs AFx1, AFx2
and AFx3 from a sngle AF class x. The resultant combination of the edge rules and
PHB trestment within a single AF class, will ensure that:

"Within each AF class IP packets are marked (again by the customer or the provider
DS domain) with one of three possble drop precedence values. In case of congestion,
the drop precedence of a packet determines the relaive importance of the packet
within the AF class. A congested DS node tries to protect packets with a lower drop
precedence vaue from being lost by preferably discarding packets with a higher drop
precedence vaue."

3.6.3. Assured Rate PDB implementation Requirements[20]

The requirement to achieve the PDB is asfollows:

Nodes internal to the doman SHOULD not drop packets marked to recelve
treatment with AFx1. Under exceptiond circumstances, network nodes MAY have to
drop AFx1 packets for a short period. In such cases, they should only start dropping
AFX1 packets after they have started dropping all AFx2 and AFx3 packets. In the
case wherethe AF classislightly loaded, AFx2 and/or AFx3 packets MAY aso be
trangmitted successfully through the node.  This will dlow the aggregeate to obtain
excess bandwidth beyond its assured rate.
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The AR PDB MUST have the following parameters:

- A committed information rate (CIR) that is assured with high probability. The AR
PDB specification does not define "high" quantitatively, but an SLSMAY do so.

- Traffic parameters that are needed to measure CIR. The AR PDB specification does
not define these parameters, since they depend on the policer used. Examples
include a Committed Burst Size (CBS) and an averaging interva (T1).

- A maximum packet Sze for the aggregate - MAX_PACKET_SIZE.

3.7. Some previous Effortsin Implementing DiffServ services

Researchers in [1] dudied the priority queuing when gpplied for EF traffic with BE
traffic. They sudied the effect of the background traffic packet size digtribution and EF
profile on the one-way delay probability function. Authors of [2] implement EF and AF
in the minimum processing using two queues one for EF and one for AF and usng smple
variation of SCFQ . The rate guarantee is provided within that queue using proposed
buffer management, where a dream is dlocated an amount of buffer proportiond to the
fraction of link band-width it is entitted to. The main benefits of this method is that rate
guarantees can be provided to individud sreams without incurring the complexity of a

scheduler. Peper [3] talks about avallable schedulers and buffer management and how to
use them to set a guarantee service.

In [4] the loss and delay behaviors that can be provided is andyticaly compared usng
the services based on combinations of two router mechanisms, threshold dropping and
priority scheduling and two packet marking mechanisms, edge-discarding and edge-
marking. The authors of that paper showed tha priority scheduing provides lower

expected delays to prefered packets. In addition, They found that a condderable
additiona link bandwidth is needed with threshold dropping to provide the same deay

behavior as priority scheduling. They dso found tha both router mechanisms provide

amilar loss rates to preferred packets with an exception for extremey bursty sources, in
which case threshold dropping had better performance.
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They further examined the effect, on the throughput of a TCP connection, of forwarding

out-profile packets into the network. They deived a smple Makov modd for
determining throughput of a TCP connection when in-profile packets observe different
loss rates than out-profile packets. They found that it is possble to improve the
throughput sgnificantly even when a samdl portion of traffic is sent as in-profile packets.
However, They observed tha in order to fully utilize the benefit of out-profile packets, a
TCP source must carefully determine the amount of out-profile packets it will send in
addition to the in-profile packets. This result suggests that it is beneficid to combine
edge-marking with threshold dropping for throughput sensitive gpplications.

Reference [5] describes and solves smple andytic models of two proposed schemes,
the Assured Service scheme and the Premium Service scheme.



4. Expedited Forwarding and Virtual Wire I mplementation

This section presents a discusson on the EF services implemented in the our DiffServ
based SLA testbed.. Virtual wire PDB was used to implement a virtud lessed line
sarvice. It was evauated using rea and emulated VolP streams. The EF PHB used in the
implementation was effected in two ways @ usng Priority Scheduler and b) usng Sdf
Clocked Fair Queuing (SCFQ) scheduler. Both implementations were tested and
measurements were made for loss, delay and jitter. Empirical evauation of the EF service
requirement was veified fird usng tet-bed dement tedting, then usng gpplication
testing. Latter was effected usng VolP streams to show that they can be protected against
full traffic load on a shared interface.

4.1. Experimental Environment

As mentioned earlier, the basic test-bed was developed in a previous research effort by
Narasmhan [18]. Tha thess describes in detal the origind implementaion of a
differentiated services router in software in a Linux environment. This work has extended
that test-bed, and is focusng on addition of tools (implementations, scripts, etc) that
support generd SLA dudies, and on evaduation of the edements that support this SLA
test-bed.

The basic logicd components of the soft DiffServ router implementation (i.e, an SLA
test-bed node) used here are:

1. Classifier:
b) Behaviora Aggregate Classfier where classficationis according to DSCP
c) Multi FHdd Classfier It can classfy according to destination address, source
address, or protocol 1D.
2. Traffic Conditioner:
a) Single Rate Three Color Marker (SRTCM)
b) Two Rate Three Color Marker (TRTCM)
3. Buffer Manger:
a) Normd(Tail Drop)
b) Threshold
c) RED
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d) Multi_ RED
e) Multi_threshold
4, Link Scheduler:
a FIFO
b) Static Priority
c) Weighted Round Robin:
Decrement Mode — packet Number/Packet Size
Service Mode — Burst/ Non Burst Mode
d) Sdf clocked Fair Queuing SCFQ
€) Virtud Clock VC
f) Hierarchicd scheduling
g Integrated Scheduler
5. Shaper (rate-based shaper)

This PHB engine is used as a basic node of the DiffServ-based SLA test-bed. Before the
actud SLA dements and solutions were evauated, there were two testing and evauation
phases amed a the employed experimentd environment itsdf: component testing of soft
DiffServ router, and testing of the test-bed itsdf. The system was tested first by the
origind developer. This was followed by an additiond extensve evauation by the author
of this thess and severd other NC State researchers. The latter series of tests includes not
only the scenarios and test-suites (component testing and test-bed level tests), but aso
comparisons againgt a DiffServ amulator. The tests are described in detall in a separate
report [41], some eements of which are reproduced in Appendix A.

4.1.1. Component testing
This tesing was pat of the second-round of verification and vdidation of the
functiondity of the logicd dements and the badc functions of the soft DiffServ router.
Each component, such as a classfier, buffer manager, scheduler, and so on, was tested
separately. These tests were performed by our DiffServ team [41]. Appendix A shows
some of these tests results.

Tests showed that DiffServ router implementation is functioning as expected, and can be
used as part of ared network configuration.
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4.12. Test Bed
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Figure 6. Basic DiffServ Test Bed Configuration

The DiffServ Test Bed was built usng five (5) soft DiffServ Routers connected to

smulate an ingress edge router, a set of core routers and an egress edge router, as shown
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in Figure 6. Note that two traffic generators were part of the test-bed, SmartBits A and
B, each with four 10/100 Mbps Ethernet interfaces. The five routers were configured into
eleven sub nets. Each Linux router has three or more networking cards. They were ether
directly connected to each other, or through switches. The interconnection of routers with
the SmartBits was designed to smulate as many traffic sources and sinks as possble. The
basic DiffServ test-bed was extended with SLA supporting scripts and processes (e.g., EF
and AF PHBs and PDBs) the suitability of which isthe subject of the present work.

4.1.3. Emulation of Internet Background Traffic (or Cross-Traffic)

In order to evaluate DiffServ in more redigtic scenarios, an option was added to the test-
bed to emulated the Internet background traffic as “cross-traffic,” or traffic that provided
a load on the test-bed routers to smulate an operationa environment. We used the
andyss caried out in [35 to determine the parameters that best match this kind of
traffic.

Figure 7 illustrates the the didribution of packet sizes from a 24-hour time period, in
both directions, of traffic exchanged on an intercontinental trunk connection [35].
Sampled population was more than 100 hillion of packets This figure illudraes the
predominance of smal packets, with pesks a the common sizes of 44, 552, 576, and
1500 bytes. The smal packets, 40-44 bytes in length, include TCP acknowledgement
segments, TCP control segments such as SYN, FIN, and RST packets, and telnet packets
carying sngle characters (keystrokes of a telnet sesson). Many TCP implementations
that do not implement path MTU discovery use ether 512 or 536 bytes as the default
Maximum Segment Sze (MSS) for nonlocd IP dedtinations, yidding a 552-byte or 576-
byte packet sze A Maximum Transmisson Unit (MTU) sze of 1500 bytes is
characterigtic of Ethernet-attached hosts. A dmilar profile was used to produce “cross-
traffic’ when such was used in the experiments discussed here.
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Figure 7. Packet size digtribution on “Internet.” [35]

4.1.4. Traffic Generators

Specidized equipment for traffic generation - the SmartBits 200 by Netcom Systems -
was deployed as single-point measurement units that support packet time stamping in
hardware and providing a precison of 100 nsec. The SB200s were equipped with ML-
7710 10/100 Ethernet interfaces. This dlowed very precise traffic control and
measurements. For example, interfaces were used to originate Expedited Forwarding,
Assured Forwarding or Best Effort traffic flows to receive them once they have passed
through the network. In this way precise one-way measurements can be made. For
example, very precise dday measurements could be made that are not affected by clock
synchronization errors that normally occur when two- point measurements are made.

4.2. Virtual Leased Line

The specid service congructed and evauated in the current work is that of Virtua Wire

PDB as proposed in [19]. It is evauated in the context of Voice over IP (VoIP)
goplications. Specificaly, congdered is the implementation of the Virtua Lessed Line
(VLL) service which is then evauated by its ability to protect Vol P traffic

4C



The VLL service is targeted for applications and customers that require predictable
point-to-point performance [19]. A virtud leased line is a point-to-point pipe with a
guaranteed peak transmission rate. No packets are lost due to network congestion, and
delay and jitter are very low. Applications that need such service include Voice over IP,
transaction processing, and multimedia applications tha require low queuing deay and
jitter.  VLL offers a ample, well understood performance modd (approximating leased
line performance) [19], and s0 should be appeding for any application, including web
goplications, where predictable performance is highly vadued. The reserved rate may be
renegotiated, and thus it may vary over time. Packets ariving a a rate exceeding the
negotiated rate, R, are either dropped or buffered a the point of originaion of the flow.
Furthermore, no packet of a flow is dropped due to congestion. However, losses may

occur due to other factors.

The VLL traffic is assumed classfied, and marked with DSCP 100110, on the customer
premises. The provider polices incoming traffic and drops out of profile packets

4.3. Voice Over IP (VolP)

One of the mog interesting applications that can be protected usng VLL service is
VolP. Thissection highlights some of the related features and requirements.

A typicd method of trangporting voice through an 1P-based network requires addition of
a least three headers to the voice sample, one for each layer of communication. These
headers are for 1P, UDP and RTP. A typica IPv4 header has 20 octets, a UDP header has
8 octets, and an RTP header has 12 octets. The totd length of this header overhead is
typically 40 octets (bytes), or 320 hits. These headers (or overhead, if one wants to think
about it that way) are sent each time a packet containing voice samples is transmitted.
The additiond bandwidth occupied by this header information is determined by the
number of packets sent per second. A typicd voice payload represents about 20ms of

audio.
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Hence, if we assume that one voice packet represents 20 milliseconds of voice, then 50
such packets are required to cover one second of speech. Since each sample carries a
IPPFUDP/RTP header overhead of 320 hits, in each second 16,000 header bits are sent.
Therefore, as a generd rule of thumb, it may be assumed that header information will add
16kbps to the bandwidth requirement of a voice over IP channd. For example, if an
8kbps dgorithm such as G.729 is used [8], the totd bandwidth required to transmit each
voice channel is about 24kbps.

The desgner of any solution that includes VolP will need to decide upon which coding
agorithm, or CODEC, to use. CODECs peform the converson from an analogue voice
waveform to a digitd dream of information. They sample the andogue sgnd a regular
intervals (125 microseconds is a typicd vaue), and convert the measured andogue vaue
into a numeric representation (this is known as quantisation). The resultant output are
discreet blocks of information sent at regular intervas. Table 1 illustrates some of the
rdlevant characteristics of the most common coding agorithms. The reader can obtain
more detailed information about VolP adgorithms and issues from the following reference

[8].

Table 1. Common coding dgorithms characterigics

Coding algorithm Bandwidth Sample | P bandwidth
G.711 PCM 64kbps 0.125ms 80kbps
5.6kbps 16.27kbps
G.7231 ACELP 30ms
6.4kbps 17.07kbps
G.726 ADPCM 32kbps 0.125ms 48kbps
G.728 LD-CELP 16kbps 0.625ms 32kbps
G.729(A) CS-ACELP 8kbps 10ms 24kbps
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4.4. Metrics

In order to assess the quality of service (QoS), we used two relevant key QoS metrics.
one-way packet delay and instantaneous packet delay variation or variability. These are
the key parameters for applications that have stringent QoS demands. Along with packet
loss, poor vaues of these metrics are strongly corrdlated to end-user view of what “poor”

qudity of voiceis.

Key to the proper measurements is the notion of wire time. It is assumed that the
measurement device has an observation post on the IP link: The packet arives a a
particular wire time when the first bit appears a the observation point, and the packet
departs from the link a a particular wire time when the last bit of the packet has passed
the observation point.

One-way Delay is defined formaly in RFC 2679 [42]. This dday is measured as the
difference between the wire time of the packet ariving on the link observed by the
sender, and the wire time of the last bit of the packet observed by the receiver.

Instantaneous Packet Delay Variation (IPDV) is formaly defined by the 1PPM
working group [43]. It is based on one-way deday measurements, and it is defined for
(consecutive) pairs of packets. A singleton IPDV measurement requires two packets. If
we let D; be the one-way delay of the it packet, then

IPDV =D, - D, (4.1)

According to common usage, IPDV-jitter is computed according to the following

formula

IPDV-jitter = | IPDV | (4.2)

Packet-loss Percentage: the percentage of packets lost during the whole duration of a

sream.
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4.5. Experimental Set-Up

The experiments conducted as part of this work were not comprehensive. They were
intended more as *“proof-of-concept” evauations that will be, in subsequent projects,
backed up with detaled smulations and additiond, more comprehensve, experimenta
work. In the current context, the generd idea of an experiment is to configure routers in
the test bed so that their DiffServ capabilities protect the flow representing the VolP
traffic against some Best Effort crosstraffic .

In a typicd experimental scenario, VolP traffic was presented by a £3 Mbps flow on a
10 Mbps Ethernet channe (i.e., about 10-30 % of channel capacity). It was assumed that
typicdly the voice packet Sze is 128 bytes. Cross traffic was presented as an amogt full
load stream (about 9.5 Mbps) of 1514 byte packets.

Firg, the VolIP traffic was classfied at the ingress router, and marked usng EF DSCP
vadue of Oxb8. All routers were configured to have two queues, one for the Expedited
Forwarding traffic and the one for the Best Effort traffic. The Static Priority scheduler
was used in one set of experiments. This was followed by experiments usng a verson d
WFQ cdled Sdf Clocked Fair Queuing (SCFQ). Ns smulations were used to repeat and
check on some of the EF experiments. Sample ns script is shown in the appendix D. In
what follows, the graphs obtained from ns-2 smulaions are usudly, for comparison,

shown next to graphs abstained from redl experiments.

4.6. Confidence Intervals

At each measurement point, two UDP flows, EF and BE, were applied for 60 seconds.
This was repeated at least 3 times. Average EF dday and jitter were computed using
SmartBits. We note that the average dday was consgtent, and was dmost the same
vaue, in eaech of the 3 or more measurements taken per point. However, jitter, as
goparently measured usng SmartBits was much less consgtent over the repetitions. One
reason was the way PC-based SmartFlow GUI interface to SmartBits [46] [47] measures
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jitter, or standard deviation of the delay. It uses an gpproximation based on a very limited
number of intervas (or “buckets’) to sample the delay digtribution. SmartFlow verson
employed here (verson 1.20.018) uses at most 8 “buckets’ to capture the whole set of
obsarved ddlay observetions. Obvioudy, this quantization affects the jitter didribution. If
interval per bucket is wide enough (eg., there are some extreme outliers), most of the
dday didribution will fdl into the same bucket, and the variance will be low, and
possbly even zero. Of course, one could choose the right set of bucket intervals around
the average dday, but this requires a lot of manua tuning and is not very productive in
experiments where a number of different Stuations need to be compared, Stuations
where average ddays may differ sgnificantly from one scenario to another. One option
was to use stripting and directly download the data from the SmartBits bypassng the
GUI interface (and graphics) offered by SmartFlow toolset. Instead of doing that, it was
decided to use Iperf [49] to edimate for the jitter. Iperf gave much more consstent
results. To get an edimae of the confidence interva for the average delay and jitter
messurements, we computed the bounds assuming binomid eror digribution.

Assessment was done using the following parameters. Congder the following estimates:

Aerage Delay Measurement point : EF rate = 1 Mbps , BE rate = 8 Mbps, EF packet
Size = 128 bytes, BE packet size = 1500 bytes
Table 2. Average Delay measurement Results

Average Delay (micro sec)
37424
3731
3726
3727.7
3726.6
3730.1
3726.3
3733.6
3727.2
3727.2
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Jtter Measurement point : EF rate = 1 Mbps, BE rate = 4 Mbps, EF packet size = 1470

bytes, BE packet size = 1500 bytes
Table 3. Jtter measurement Results

Jtter (micro sec)
448.2
482.3

440
404
491.3
501
449
480
403.6

502

Using equations found in [44] we caculate the confidence interval as follows

Suppose X1, X2, ..... X, are the measurements (results) table 2 and 3 above.

Thesamplemeanis

én X
X(n) = % 4.3

The sample varianceis

[x - X (n)]/
1 h-1 (4.4)

o,

2

S
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Because of the smal number of observation (n=10) we used the tdigribution with (r+1)
degree of freedom, where the 100*(1-a) percent confidence interva for the rea mean (M)
is given by the estimated mean and the +/- bounds shown below

() 24, 1000y Y (45)

where t.11-a2 iS the wpper (1-a/2) criticd point for the t didribution with 1 degree of
freedom.

The 90 percent confidence interva for the mean of average delay measurements

— 2
Xdelay(n)itn_lvl_a,;ﬂ/S (")  =3729.81+£2.92 MICro sec

The 90 percent confidence interval for mean of Jitter measurements

=. s’(n)/ _ .
XNitter(n) £t ..., , =460.14+21.4 micro sec

We see that the average dday appears to dill have smdler rdative bounds than
corresponding average jitter. We dso see that, in the current set-up, the jitter is about
10% of the dday. Of course, this example only illudrates the magnitude of the bounds
given a paticular measurement point, and the exact numbers will differ from point to

point.

4.7. Results

4.7.1. EF Queue Size Requirements
In this case, Static Priority Scheduler (SPS) was used to give the EF priority over the
Best Effort queue. As mentioned earlier, the EF traffic was set to 30% of the 10 Mbps
channel capacity, i.e., 3 Mbps, and the EF packet size was 128 bytes (which is close to a
typicd voice packet sze). To invedigate the worse case Stuation, the Best Effort traffic
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IP packet size was st to maximum so that the Ethernet frame sze was dways 1514
bytes. Both streams were agpplied at the ingress router, and they both followed the same

path to the egress router, thus competing for the channd capacity through the five
routers.

Table 4. EF Queue Sze requirements
(Priority Scheduler, BE =9 Mbps, EF= 3 Mbps)

EF Buffer Size (byte) Loss Rate % Jitter (micro sec) | Avg Delay (micro sec)
128 67.1 935.5 19085
256 66.2 900 21138
384 63.8 837.5 21890
640 57.9 794.2 24045
1280 3345 972.1 18704
1920 6.9 40994 17108
2560 0.198 4543 17898
2816 0.1 4043 17063
3200 0.008 4378 20817
4480 0
EF Buffer size requirement
80
N
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o
< 40
& \
o 20
g N
0 T T T T
20 0 1000 2000 3000 4000 5000
Buffer size (byte)

Figure 8. Average EF parameter valuesvs. EF Buffer sze
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When the EF traffic has absolute priority over BE traffic, the output priority scheduler
typicaly does not send out any BE packet while there are EF packet waiting. However,
there may be problems even under these circumstances. For example, EF packets
themselves may dtart a queue build up if an EF packets arive in an excessve burdts, or
when there is a BE packet dready being served. Different szes of EF and BE packets
may aggravate the Stuation. Accumulation may get worse with multiple hops, as in the
case of our test bed configuration. Hence, EF buffers reed to have an appropriate size to
accommodate the variability and avoid packet |oss and undue delays.

To get a rough idea of how much buffer sze we need for per-hop EF queue (and to

explore the ussfulness of the test-bed for experiments of this type), B us do a smplified
cdculation and then compare it with observations in the tet-bed. Condder a single
router, and consder the Stuation where an EF packet arrives just at the moment where a
BE packet is dready in the process of being served. Given the previous assumptions
about the parameters and rates (i.e.,, 10Mbps channd, 3Mbps EF rate of 128 byte
packets, and BE frame size of 1514 bytes at 9.5 Mbps), then, a worst:

Service Time for one BE packet (Th) = 1514 x 8 bit /10,000,000 bps = 1.2112 msec

Avg. No of EF packets arriving during Th = Tb x (3,000,000 bps/ 128 x 8 bits per packet )
=1.2112 x 2.9= 3.5 packets

This gives approximate worst case numbers for one router in the packet path. It assumes
that one BE packet is being serviced at the time a EF packet arives. Over five router
hops this can accumulate to around (5 x 3.55 ) 18 packets of dday if we assume that the
burgt length is the same on dl routers, i.e one packet. The problem becomes compounded
when we aso consder packet accumulation due to bursts which vary in length between
one packet and a maximum burst of 35 (i.e 4) packets. With this assumption, the
average burst length is (4/2) 2 packets. Hence, the packet backlog now becomes (18x2)
36 packets.
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An experimenta edimate of the parameters was done by gradudly incresse the EF
buffer sze and measuring the loss rate until no losses were noticed. Under the given
conditions, this occurred a around queue size of 4480 bytes. This is gpproximatey equa
to 35 EF packets which is close to the 36 packets worse case anadyss number computed
ealier. Table 2 and Figure 8 illudrate the results.

4.7.2. Effect of BE packet size on Delay and Jitter of EF traffic

Table 5. Experimenta EF Delay and Jitter vs. BE packet size (Priority)

(Priority scheduler, BE = 8 Mbps, EF(128 bytes) = 1 Mbps, Buffer size = 4480)

BE packet size (Bytes) | EF Avg. delay(micro sec) EF Jitter(ms)
64 760.9 0.014
128 789 0.068
256 1130.2 0.12
375 1460 0.095
512 1827 0.095
720 2325 0.152
1024 3252.7 0.379
1200 3744 0.51
1300 4032 0.158
1450 4438 0.049
1500 4580 0.52
1514 4622 0.643
EF Avg. Delay & Jitter vs BE packet size(Priority)
5000 07
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Figure 9. Experimentd EF delay and jitter vs. background BE packet size(Priority)

5C




In this experiment, the EF Buffer dzes were set according to the results from the
previous section (i.e, 4480 Bytes) . With this buffer sze, the EF traffic was protected
agang full load Best Effort traffic. The next sep was to see if the delay and the jitter
requirement for the emulated VolP sireams can be met for the worst case background- or
cross-traffic. Fird, we varied the background BE packet sizes to see the effect the packet
gze has on the ddlay and the jitter of the EF traffic. The results are shown in Tables 5
(priority scheduling experiment) and Table 6 (SCFQ experiment) and Figures 9 (priority
experiment),10 (priority Smulation),11 (SCFQ experiment).

EF Avg Delay & Jitter vs BE packet size (hs-2)Simulation
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Figure 10. EF ddlay and jitter vs. background BE packet Size usng ns-2 smulation for
priority scheduler

Table 6. Experimental EF Delay and Jtter vs. BE packet size (SCFQ)
(SCFQ scheduler, BE = 8 Mbps EF(128 bytes) = 1 Mbps Buffer size = 4480)

BE packet size (Bytes) | EF Avg. delay(micro sec) EF Jitter(ms)

64 753 0.01
128 777 0.063
256 1125.3 0.116
512 1832.3 0.099
720 2401.7 0.156
1024 3248.9 0.386
1200 3729.81 0.502
1300 4025.7 0.163
1450 4438 0.012
1500 4578 0.56
1514 4621.4 0.612
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EF Avg. Delay & Jitter vs BE packet size(SCFQ)

5000 0.6

—— Avg delay 105
S 4000 15 Jitter 0'4,\
= <+ (2]
£ _ 3000 S 4g
% 8 ‘i"‘--i.¢"“ T 0.3 S
a © 2000 +E 2
? / 7025

< 1000 e 1 0.1

O T T T T T T T T T T T T T 0
0 128 256 384 512 640 768 896 1024 1152 1280 1408 1536 1664
BE packet size

Figure 11. EF Delay and Jitter vs. BE packet size (SCFQ)

Priority scheduling smulation shows that the average EF dday increasing linearly with
the cross-traffic BE packet Sze. This EF dday come from two sources. The first source is
due to events where a BE packet is in the process of being served when the EF packer
arives (and, therefore EF packet needs to wait for BE service to finish). The second
delay come from waiting behind other EF packets in a queue. Both delays can be affected
by the BE packet sze. The larger the BE packet sze, the longer the EF packet has to
wait, and during that time more EF packet may dso arive into the queue and this result

in an increased average EF delay.

Smulations show that the EF jitter aso increases with the BE packet Sze, but this
increese may not be linear. EF jitter comes from the variaion in the delay. This variation
depends on many factors. For example, on whether the EF packet arrives into an empty
or norrempty queue, it depends on the queue sze (tal-drop), and on whether a BE
packet, or another EF packet, is being served when the EF packet arives, etc. Most of

these factors dso interact with the seize of BE packets.

Ingpection of the experimenta data (Figure 9, and Table 5) shows that the measurements
agree with the smulations to a reasonable degree. Hence, the conclusion is that the
collective performance of the test-bed is consstent with the expectations and that it can
probably be used with a reasonable degree of confidence to further study smilar effects.
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Of course, specific studies do need to take into account their specific parameters, as
well as possible additional parameters and environmental settings.

4.7.3. Effect of BE rate on Delay and Jitter of EF traffic:

To illugrate how the BE cross-traffic effects on the EF streams can be studied within the
test-bed, the BE load was varied in steps show in Table 7. The average delay and jitter
were measured for the EF traffic. Both Priority scheduler and the SCFQ scheduler were
used. The results are shown in Table 7 (priority experiment), Table 8 (SCFQ experiment),
Figures 12 (priority experiment), 13 (priority smulation), and Fgure 14 (SCFQ

experiment).

Table 7. Experimenta EF Delay and Jtter vs. BE rate.
(Priority scheduler, BE(1500 bytes), EF(128 bytes) = 1 Mbps, Buffer size = 4480)

BE load %| EF Avg. delay(micro sec) | EF Jitter(ms)
0 767.1 0.005
10 1958 0.162
20 3182.9 0.181
30 3893 0.099
40 4248 0.449
50 4463 0.551
60 4605 0.137
70 117265.6 1.88
80 117185 1.78
90 117861 1.9

100 195852 2.1
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Figure 12. Experimenta EF packetsjitter vs. background rate for Priority scheduler
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EF Avg. Dealy & Jitter vs BE rate(SCFQ)
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Figure 14. Experimental EF packetsjitter vs. background rate for the SCFQ scheduler

Table 8. Experimenta EF Delay and Jitter vs. BE rate (SCFQ)

BE load % | EF Avg. delay(micro sec)| EF Jitter(ms)

0 767.1 0.006
10 773.2 0.2
20 1948.1 0.255
30 3157 0.107
40 4213.4 0.44
50 4424.7 0.631
60 4566.2 0.139
70 119560.2 1.043
80 120155.7 1.226
90 118577.4 1.285
100 119172 1.416

All graphs (red experiments and smulation) show that EF average dday increases with
BE rate. However, in the experiments when the BE load reaches about 7 Mbps (and EF
flow= 3Mbps), the capacity of the link is exceeded (100% link utilization) and there is a
sudden jump in the delay figures for the EF stream (dthough there were no losses in the
EF stream). This is probably due to a combination of effects resulting from the BE over-
pressure on the link. For example, full utilization of the link maximizes the probability
that a BE packet is being served when an EF packet arrives, but it also must have some



additiond influence, something that the dgmulation did not capture In  actud
experimenta evauation this effect would merit further investigation.

4.7.4. Number of hops

To illudrate experiments concerned with the number of network hops, the following was
done. Each router in the path was given identicd settings, and then EF Delay and Jtter
were evauated at each hop. The results are shown in Table 9 (priority experiment), Table
10 (SCFQ experiment) and Figures 15 (priority experiment) ,16 (priority smulation) and
17 (SCFQ experiment). Note that in these experiments were run a an early stage of this
project in which a four-node network was used, and where the jitter measurements were
made using the SmafFow inteface The latter probably explans some observed
anomdlies, such as the sudden decrease in jitter after the 4™ hop, something that would
not be expected, and which is probably an artifact of the SmartFow tool.

Table 9. Experimental EF Avergae Delay and Jitter vs. number of hops for priority

scheduler
No of Hops Avg Delay (micro sec) Jitter (micro sec) lossrate %
6065 2166 0
12358 7400

0
12991 9347 0
17354 6937 0

S o IN -
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Figure 15. Experimental EF delay and jitter vs. Number of routers (Priority
Scheduler)

56
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Figure 16. EF dday and jitter vs. No. of routers usng Priority (ns-2 smulation)

Table 10. Expeimentd EF Average Delay and Jitter vs. number of hops for SCFQ

scheduler
No of Hops Avg Delay (micro sec) Jitter (micro sec) lossrate %
1 7072 463.3 0
2 13109 6228 0
3 16722 5686 0
4 19438 3592 0
EF Delay and jitter vs number of
hops
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Figure 17. Experimenta EF ddlay and jitter vs. No. of routers usng SCFQ
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As the graphs show, the average delay increases with the number of hops. This means
that each hop adds its share of delay to the totd EF delay. Apparently, the number of
hops do not sgnificantly affect thejitter.

4.8. Jummary

This section was concerned with proof-of-concept experiments intended to show that &)
the test-bed can be used to implement EF channds (as VLL) for criticd streams (such as
VolP), and b) that the measurements of some typicd quality of ser vice parameters (such
as dday and jitter) are conagent with smulaions of the environment and offer insghts
that can be helpful in redl experiments.

To conduct these experiments each node of the test-bed was configured to quaranteee
EF traffic up to 3 Mbps, and provide it priority over Best Effort. The 3 Mbps bandwidth
was guaranteed usng SRTCM Traffic conditioner, and two types of schedulers: a) Static
Priority and b) SCFQ, a type of Weighted Fair Queuing. The Traffic conditioning was
done only on the ingress router, and the same scheduling was used in dl nodes in an
experimen.

Proof-of-concept experiments involved illudration of the influence of BE packet Sze on
protected emulated VolP streams, influence of BE load on the EF streams, and the impact
of the number of hops. These showed that one can condruct basc SLAs that may involve
EF and BE dreams. While EF, in theory, should provide both delay and bandwidth
guarantees, in practice, depending on the implementation, these guarantees may fdl into
a range and may not necessxrily be uphdd-able under very extreme conditions. The next
section consders how the test-bed can accommodate SLAs that may involve assured
forwarding traffic, traffic where only a reasonable guarantee needs to be give only for the
bandwidth rather than both bandwidth and delays.
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5. An Assured Rate PDB | mplementation

There is a demand for assured forwarding (AF) of IP packets over the Internet. The
Assured Rate PDB is intended to carry traffic aggregates that require assurance for a
gpecific bandwidth leve, but not necessarily of the ddlay and jitter. This PDB ensures
that traffic conforming to a committed information rate (CIR) will incur low drop
probability, and it will have the opportunity of obtaining excess bandwidth over a

specified domain. However, there is no assurance of the latter.

In our proof-of-concept experiments with five seridly connected DiffServ  cepable
routers, Assured Rate PHB was effected usng Single Rate Three Color Marker SRTCM
for traffic conditioning, Multiple Threshold RED (Random Ealy Discard) for Buffer
Management, and Static Priority for scheduling .

5.1. Assured Rate PDB Specification

5.1.1. EdgeRules
In the context of the SLA test-bed experiments discussed here. The following holds. As
packets enter the domain from the ingress router they are classfied into the four AF
clases, or the default Best Effort class, according the filter rules set in the ingress router.
Each filter is associated with a traffic profile specified by Single Rate Three color Marker
(SRTCM) parameters for each class.

All the four classes are set to the same SRTCM parameter as follows

cir = 1,000,000 bps
cbs = 3,028 bytes
ebs = 6,056 bytes

where cir gands for committed informetion rate, cbs for committed burst size and ebs for
excess burs sze. The policer  marks each packet ariving into the doman with one of
three levels of drop precedence [16]. Those are green (Afx1), yelow (Afx2) , and
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red(Afx3), where x is any vadue from 1 to 4, and it designates the number of AF classes
Table 11 shows these codepoints.

Table 11. AF classes codepoints

Class 1 Class 2 Class3 | Class4
Low Drop Prec (green) 010000 011000 100000 | 101000
Medium Drop Prec(yellow) 010010 011010 100010 | 101010
High Drop Prec (red) 010100 011100 100100 | 101100

In this part of experiment the “red” packets will be discarded (dropped) by the ingress
router.

5.1.2. Per Hop Behavior configuration
After marking the packets usng Afx1, Afx2and Afx3 PHBs, each packet must be
treated based on its DSCP vaue as follows.

“Red” packets are dropped at ingress router. Within each AF class, a congested DiffServ
node tries to protect packets with lower drop precedence, the ones with value “green,”
from being log by preferentidly discarding packet with higher drop precedence vaue,
i.e, “ydlow.” This was accomplished by the following configuration described in the
following aragraphs. Note here that we use lower case “red” to refer to the color of the
packet according to its traffic profile, and upper case “RED” to refer to Random Early

Discard as a buffer management technique.

Four queues were set for the four AF classes, and a fifth queue for the Best Effort traffic.
Priority scheduler was used to give AF queues more priority over the Best Effort.
Multiple RED threshold buffer manager was used when we st different RED threshold
parameter for the “green” and the “ydlow” as shown in Figure 18. Different RED
parameters for yellow and green color mean that in each class yelow color packets may
have more probability of being dropped than Green packet of the same class.
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Figure 18. Buffer management for AF queues

5.2. An Empirical Evaluation

We applied four flows a the ingress router representing the four AF classes, and one
flow represent the BE traffic. As mentioned earlier, the AF flows were conditioned to 1
Mbps. We started by fixing the BE rate a 9 mbps (90% load), and increasing the AF rate
gradualy and measuring the loss rate. The results are  shown in Table 12, and Figure 19
below. We see that the AF flows see no losses until they reach their guaranteed rate of 1
Mbps. After that, the policer sarts dropping the nonconforming packets.
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Table 12. Lossratevs. load for AF flows (BE = 9 Mbps)

AF load % | AF loss rate % | AF avg delay (micro sec)| AF jitter (micro sec) | BE loss%
5 0 24273 2567 10
10 0 24063 425 28.5
15 32.25 30586 225 29.17
20 49.19 21106 8867 23.55
25 59.36 22025 7445 25.49

* 10 % load equal to 1 Mbps

AF loss rate %

Loss rate vs load
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The same experiment was repeated with BE fixed a 1 Mbps (10 % load). Again the AF
rate was gradudly increased . As shown in Table 13 and Figure 20, a behavior smilar to
the previous case was observed. AF flows did not see losses until they reached their
guaranteed rate of 1 Mbps. After that, the policer again started dropping nonconforming
packets despite the fact that extra capacity was available. This is an interesting Stuation.
It indicates that this particular solution may not be the best one to use if one wants to
make use of excess capacity. Another solution may be a better one, one where the packets
are downgraded to BE. However, that solutions carries with it the reordering problem,

Figure 19. AF lossversus AF load. BE load = 9 Mbps

and requiresamore sophigticated scheduling than is available in the system right now.
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Table 13. Lossrate vs. load for AF flows (BE load = 1 Mbps)

AF load % | AF loss rate % | AF avg delay (micro sec)| AF jitter (micro sec) | BE loss%
5 0 6664 455 0
10 0 6372 425 0
15 32.25 6467 225 0
20 49.19 6375 319 0
25 59.36 6624 916 0

* 10 % equal = 1 Mbps

Loss rate vs load
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Figure 20. AF loss versus AF load for BE load of 1 Mbps
5.3. SJummary

The set of experiments carried out using the AF traffic is very draight forward, and the
configuration is one of many ways of implementing AF PHB. It has yidded reaults
conggent with smulations, and it has demondrated that the SLA-test-bed is ready to
implement fairly complex SLAs. Those that involve EF, AF and BE traffic. Some issues
reman. For example, ways in which AF can and is implemented and the impact on the
BE traffic. Also, the matter of resource utilization. For example, one would like to use
excess bandwidth when it is available to accommodate excess EF traffic, but whith some

limited guarantees. The same with excess AF treffic.
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In this context we plan to consider, in the future, other ways of implementing AF and of
scheduling complex SLAs. For example, another way of implementing AF PHB is to use
one queue and divide it between the four AF classes and the Best Effort class, and then to
use different RED buffer management parameters to give AF traffic guarantees over
Best Effort. In this way one uses buffer dlocation to achieve the god, instead of
bandwidth dlocation. Yet another way could be to use Weighted Fair Queuing between
queues of each class of AF and the BE queue. This way dlocates bandwidth to each
class, but does not discriminate between BE and AF traffic. In our implementation, we
are giving better trestment to AF traffic.

5.4. Reordering problem

When AF traffic exceeds its dlocated rate, one option is to drop the AF packets.
However, this is neither fair nor economica when resources (bandwidth) are avalable.
So, one solution is to downgrade the nonconforming AF treffic to Best Effort (BE).
Unfortunatdly, doing so in the direct (obvious) way, with currently available schedulers,
creates a reordering problem — some of the packets form the same Sream reach the
destination out of order because they can take either the AF path, or the BE path. Thisis
equivdent to packet loss, and it causes problems for AF guarantees. Work is in progress
to on a scheduler that downgrades the traffic without suffering from the reordering
problem. This beyond the scope of this thess and will be discussed esewhere in
conjunction with issues related to congtruction and management of complex SLAs.
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6. Conclusonsand Future Work

The principd objective of the work presented in this thesis was to develop and assess a

DiffServ-based SLA test-bed s0 that it can be used for evdudion of various SLA
solutions and implementations. The test-bed will alow sudies of complex SLAs, and of
associaed service, and vdidaion of new SLA and DiffServ rdated dgorithms in an
environment thet has very high flexibility and granularity.

6.1. Expedited Services

The DiffServ based SLA test-bed was built, and its eements were tested and empiricaly
evauated. The test-bed is now avalable for sudy of generic SLAs and associated
savices. Virtud wire PDB was used to implement a virtua leased line service and to
demondrate ability of the test-bed to support expedited forwarding. EF implementation
was evaluated using red and emulated VolP streams. The EF PHB was effected in two
ways. @ udng Priority Scheduler and b) usng Sdf Clocked Fair Queuing SCFQ
scheduler. Both implementations were tested and measurements were made for loss,
ddlay and jitter. Proper implementation of the EF service requirements was verified usng
both dement testing and gpplication testing. Red and emulated VoIP streams were used
in the latter case to show that they can be protected againg full traffic load on a shared

interface.

6.2. Assured Rate Services

Assured Rate PDB of the SLA test-bed was implemented usng AF PHB. The latter was
effected udng Single Rate Three Color Maker SRTCM for traffic conditioning,
Multiple Threshold RED for Buffer Management, and Static Priority for scheduling. The
guaranteed rate for each AF flows was supported regardiess of the Background Best
Effort traffic, while the nonconforming AF packets were dropped . Experiments were run



to ascertain that the AF service was operationa, and demondrate its possible use. The
issue of utilization of excess bandwidth and

6.3. Futurework

The test-bed will be used to explore issues related to a variety of SLAS, as well as to test
new and different DiffServ dements (such as schedulers), and domain-level solutions and
qudity of service dgorithms. This work is just the beginning. One interesing area of
work may be adaptive queue management (AQM) based on different variants of RED
and other dgorithms, addition of MPLS and QoS-enhanced MPLS functiondities to the
test-bed, as wel as exploration of new schedulers that would hep maximize utilizetion of
per-customer resources (such as bandwidth) on doman-wide bass and contribute to

successful end-to-end qudity of service implementations and guarantees.
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Appendix A : Some Verification Testing Results

This is a sample of the verification of functiondity of the DiffServ router. In this report

we are testing Single rate Three color Marker and as results showed it isworking fine.

SRTCM type traffic conditioner

Test#2 Date 11 /16 /2000
Test Description:

Thistest amsto verify the Sngle Rate Two Color Marker type of traffic conditioner.
Tedt Configuration:

Eth

152.14.16.165 Eth

Flow 1 \b 10.9.9.44

10.8.3.4 P Destination

Flow 2

Eth
SMART FLOWS
Number of Hows :2
Line Speed (MB)(10/100) = 10
Duration (sec): 30 Burgst Sze: 1
FlowlD Sourcel P DEST IP Load % Frame TOS byte
length
1 152.14.16.112 | 10.9.9.44 80 1514 0
2 10.8.3.4 10.9.9.44 80 1514 0
Classification:
Number of classfied flows 2

How id ClassHag Classfication value
1 SRC ADDR 152.14.16.112
2 SRC ADDR 10.8.34
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1. Traffic Conditioner:
Type (Dummytc,SRTCM, TRTCM): SRTCM

Fow id: 1

Cir=3Mb chs=3028 ebs=7570

Color Action Outflow 1d
Green Normal 1

Yelow Drop

Red Drop

Fow id: 2

Cir=5Mb cbs=3028 ebs=7570

Color Action Outflow Id
Green Normal 2

Yelow Drop

Red Drop

Buffer Manager:
Type (Normd, Threshold,RED,Multi_ RED,Multi_threshold): Normal
Totd queue sze: 30280

Common parameters.

Number of queues. 2

Que id Quesze Queid Quesze

1 7570 2 7570

M apping:

Outflow id Queid Classid
1 1

2 2
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Link scheduler:

Type: FIFO

Results:

Flow [nput Output Avg Standard
id throughput throughput latency deviation

Mbps Mbps

1 8 Mbps 3 Mbps

2 8 Mbps 5 Mbps

Conclusions:

SRTCM type traffic conditioning works. In the next dage of testing we will see the

effect of varying burst 9ze of effective bandwidth.

Static Priority Type Link Scheduler

Test#7
Test Description:

Thistest amsto verify the Static Priority type of link scheduler.

Test Configuration:

152.14.16.112
Flow 1
10.8.3.4
Flow 2

SMART FLOWS

Number of Hows :2

Eth

N
>

Eth

Eth

Line Speed (MB)(10/100) = 10

Duration (sec): 30

73

Date 11 /23 /2000

10.9.9.44
Destination

Burg Sze: 1




FowlD | SourcelP DEST IP Load % Frame TOS byte
length

1 152.14.16.165 10.9.9.44 40 to 100| 1514 0
%

2 10.8.34 10.9.9.44 40 to 100| 1514 0
%

File Name(dstest2.flo): dstest LS SteticPriority.flo

DIFFSERV PARAMETERS:

File name (qdisc_test.rc): qdisc LS StaticPriority.rc

Classification:

Number of classfied flows 2

How id ClassHag Classficaion vdue

1 SRC ADDR 152.14.16.165

2 SRC _ADDR 10.8.34

Traffic Conditioner:

Type (Dummytc,SRTCM, TRTCM): Dummytc

DUMMYTC:

Howid: 1& 2

Buffer Manager:
Type (Norma, Threshold, RED,Multi_RED,Multi_threshold): Normd
Totd queue sze: 30280

Number of queues. 2

Que id Quesze Queid Quesze

1 15140 2 15140

M apping:

Qutflow id Queid Classid

74




2 2

Link Scheduler:

Type Static Priority

Que id Parameter 1= Parameter 2= Parameter 3= Parameter 4=
Priority

1 1

2 1000

Remarks:

Higher numerical value of priority indicates higher priority.

Results:
Flow Load % | Priorit Input Output Avg Standard
id y throughput throughput latency devidtion
Mbps Mbps
1 40 1 3.94 3.9
50 4.93 4.93
60 5.92 3.95
70 6.90 3.29
80 7.89 3.29
90 8.88 3.29
100 0.86 3.29
2 40 1000 3.94 3.9
50 4.93 4.93
60 5.92 5.92
70 6.90 6.57
80 7.89 6.57
90 8.88 6.58
100 9.86 6.58




Conclusions:
Static Priority type of link scheduler work. It forwards packet with high priority first as
compared to packets from low priority.
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Appedix B: Configuration Scriptsfilefor Virtual Wire (SCFQ)

This a sample script file used to set dl the DiffServ parameters onto the router. This file
isfor SCFQ used to implement EF PHB.

begin class_tc
class_flag = DSCP

dscp=20
flowid =1
tc_type = DUMWTC

begin tc_data
outflowid =1
end tc_data
end class_tc
begin class_tc
class_flag = DSCP
dscp = b8
flow.id =2
tc_type = DUMWTC
begin tc_data
outflowid = 2
end tc_data
end class_tc
begi n buff_man
type = NORMAL
total _que_size = 15700
shaping = fal se
end buff_man

begi n que_data
queue_id =1
queue_si ze = 7500
shapi ng_rate = 10000000
burst | en = 5000
end que_data

begi n que_data
queue_id = 2
gueue_si ze = 4480
shapi ng_rate = 3000000
burst _len = 640

end que_data

begi n outfl ow_queue
outflowid =1
queue_id =1

end outfl ow_queue

begi n outfl ow_queue
outflowid = 2
queue_id = 2

end outfl ow_queue

begi n |ink_schedul er _header
type = SCFQ
bur st nnde = fal se
decr bypktsize = fal se
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end |ink_schedul er _header

begi n 1ink_schedul er_data
queue_id =1
rate = 7000000

end |ink_schedul er _data

begin i nk_schedul er _data
queue_id = 2
rate = 3000000

end |ink_schedul er _data
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Appendix C : Configuration filefor Assured Rate PDB

This a sample script file used to st dl the DiffServ parameters onto the router. This file
is used for priority to implement AF PHB. For a full details of Scripts commands go to
Kesava[18].

# exanple for ef,af, be

begin class_tc
class_flag = DSCP

dscp=20
flow.id =1
tc_type = DUMWTC

begin tc_data
outflowid =1
end tc_data
end class_tc
begin class_tc
class_flag = DSCP

dscp = b8
flow.id = 2
tc_type = DUMWTC

begin tc_data
outflowid = 2
end tc_data
end class_tc
begin class_tc
class_flag = DSCP
dscp = 38
flowid = 3
tc_type = DUMWTC
begin tc_data
outflowid = 3
end tc_data
end class_tc

begin class_tc
class_flag = DSCP
dscp = 30
flow.id = 4
tc_type = DUMMYTC
begin tc_data

outflowid = 4

end tc_data

end class_tc

begin class_tc
class_flag = DSCP

dscp = 28
flowid =5
tc_type = DUMMWYTC

begin tc_data
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outflowid =5
end tc_data
end class_tc

begin class_tc
class_flag = DSCP

dscp = 58
flowid =6
tc_type = DUMWTC

begin tc_data
outflowid = 6
end tc_data
end class_tc

begin class_tc
class_flag = DSCP

dscp = 50
flow.id =7
tc_type = DUMWTC

begin tc_data
outflowid =7
end tc_data
end class_tc

begin class_tc
class_flag = DSCP
dscp = 48
flowid =8
tc_type = DUMWTC
begin tc_data

outflowid = 8

end tc_data

end class_tc

begin class_tc
class_flag = DSCP
dscp = 78
flowid =9
tc_type = DUMMYTC
begin tc_data

outflowid = 9

end tc_data

end class_tc

begin class_tc
class_flag = DSCP
dscp = 70
flow.id = 10
tc_type = DUMWTC
begin tc_data

outflowid = 10

end tc_data

end class_tc

8C



begin class_tc
class_flag =
dscp = 68
flow.id = 11
tc_type = DUMMWYTC
begin tc_data

outflowid =

end tc_data

end class_tc

DSCP

begin class_tc
class _flag =
dscp = 98
flow.id = 12
tc_type = DUMWTC
begin tc_data

outflowid =

end tc_data

end class_tc

DSCP

begin class_tc
class_flag =
dscp = 90
flowid = 13
tc_type DUMWTC
begin tc_data

outflow d =

end tc_data

end class_tc

DSCP

begin class_tc
class_flag =
dscp = 88
flow.id = 14
tc_type = DUMWTC
begin tc_data

outflowid =

end tc_data

end class_tc

DSCP

begi n buff_man
type = MILTI _RED
total _que_size =
shaping = fal se
end buff_man

begi n que_data
queue_id =1
gueue_si ze =
shaping_rate =
burst | en = 5000

15140
10000000

11

12

13

14

150000

cl ass1[ M N_THRESHOLD] = 15140
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end

begi

end

begi

end

begi

cl ass1] MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =
cl ass1[ VeI GHT] = 0. 002
cl ass2[ EEI GHT] = 0. 002
cl ass3[ VEEI GHT] = 0. 002
classl[ MAX PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
cl ass3[ MAX_PROB] = 0.1
gue_data

n que_data
queue_id = 2
gueue_si ze = 3200

shapi ng_rate = 3000000

burst _len = 640

cl ass1[ M N_THRESHOLD] =
cl ass1] MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =
cl ass1[ VEEI GHT] = 0. 002
cl ass2[ EEI GHT] = 0. 002
cl ass3[ VEI GHT] = 0. 002

class1[ MAX_PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
class3[ MAX_ PROB] = 0.1
que_data

n que_data

queue_id = 3
gueue_si ze = 11000

shapi ng_rate = 1000000

burst I en = 4542

cl ass1l[ M N_THRESHOLD] =
cl ass1][ MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =
cl ass1[ VEEI GHT] = 0. 002
cl ass2[ VEEI GHT] = 0. 002
cl ass3[ VEEI GHT] = 0. 002

classl[ MAX PROB] = 0.1
cl ass2[ MAX_ PROB] = 0.1
cl ass3[ MAX_PROB] = 0.1
que_dat a
n que_data
queue_id = 4
gueue_si ze = 11000

15140
15140
15140
15140
15140

3200
3200
3200
3200
3200
3200

11000
11000
7570
11000
7570
11000
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end

begi

end

begi

shapi ng_rate = 1000000
burst I en = 4542

cl ass1[ M N_THRESHOLD] = 11000
cl ass1[ MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEI GHT] = 0. 002

cl ass2[ VEI GHT] = 0. 002

cl ass3[ VEI GHT] = 0. 002
classl[ MAX PROB] = 0.1

cl ass2[ MAX PROB] = 0.1

cl ass3[ MAX PROB] = 0.1
que_data

n que_data
queue_id =
gueue_si ze 11000
shapi ng_rate = 1000000
burst | en = 4542

I o

cl ass1[ M N_THRESHOLD] = 11000
cl ass1[ MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEEI GHT] = 0. 002

cl ass2[ VEEI GHT] = 0. 002

cl ass3[ VEEI GHT] = 0. 002
classl[ MAX PROB] = 0.1

cl ass2[ MAX_PROB] = 0.1

cl ass3[ MAX_PROB] = 0.1
gue_dat a

n que_data
queue_id = 6
gueue_si ze = 11000
shapi ng_rate = 1000000
burst _|en = 4542

class1[ M N_THRESHOLD] = 11000
cl ass1] MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEEI GHT] = 0. 002
cl ass2[ EEI GHT] = 0. 002
cl ass3[ VEEI GHT] = 0. 002

cl ass1[ MAX_PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
cl ass3[ MAX_PROB] = 0.1



end

begi

end
begi

end
begi

end

begi

end

begi

end
begi

end
begi

end
begi

end

begi

end
begi

end
begi

gue_dat a

n outfl ow _queue
outflowid =1
queue_id =1

class_id =1
out f | ow_queue

n outfl ow _queue
outflowid = 2
queue_id = 2

class id =1
out f | ow_queue

n outfl ow _queue
outflowid = 3
queue_id = 3

class_id = 3
out f | ow_queue

n outfl ow_queue
outflowid = 4
queue_id = 3

class_id = 2
out f | ow_queue

n outfl ow _queue
outflowid =5
queue_id = 3

class_id =1
out f | ow_queue

n outfl ow _queue
outflowid = 6
queue_id = 4

class_id = 3
out f | ow_queue

n outfl ow_queue
outflowid = 7
queue_id = 4

class id = 2
out f | ow_queue

n outfl ow _queue
outflowid = 8
queue_id = 4

class_id =1
out f | ow_queue

n outfl ow_queue
outflowid = 9
queue_id =5

class_id = 3
out f | ow_queue

n outfl ow _queue
outflowid = 10
queue_id =5

class_id = 2
out f | ow_queue

n outfl ow_queue
outflowd = 11
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queue_id =5
class id =1
end outfl ow_queue

begi n outfl ow_queue
outflowid = 12

queue_id = 6
class_id = 3

end outfl ow_queue
begi n outfl ow_queue
outflowd = 13

queue_id = 6
class_id = 2

end outfl ow_queue
begi n outfl ow_queue
outflowid = 14

queue_id = 6
class_id =1

end outfl ow_queue

begi n |ink_schedul er _header
type = PRIORI TY
burst node = fal se
decr bypktsize = fal se
end |ink_schedul er _header

begin i nk_schedul er _data
queue_id =1
priority=10

end |ink_schedul er _data

begin Iink_schedul er _data
queue_id = 2
priority=20

end |ink_schedul er_data

begi n 1ink_schedul er _data
queue_id = 3
priority=19

end |ink_schedul er _data

begin Iink_schedul er _data
queue_id = 4
priority=18

end |ink_schedul er _data

begi n 1i nk_schedul er _dat a
queue_id = 5
priority=17

end |ink_schedul er _data

begin Iink_schedul er _data
queue_id = 6
priority=16

end |ink_schedul er _data



Thisfileisfor setting Integrated Scheduler configuration:
# exanpl e for ef,af, be
begin class_tc

class_flag = DSCP

dscp=20
flowid =1
tc_type = DUMWTC

begin tc_data
outflowid =1
end tc_data
end class_tc
begin class_tc
class_flag = DSCP

dscp = b8
flow.id =2
tc_type = DUMWTC

begin tc_data
outflowid = 2

end tc_data

end class_tc

begin class_tc
class_flag = DSCP
dscp = 80
flowid =3
tc_type = SRTCM
begin tc_data

cir = 1000000
cbs = 3028
ebs = 6056

acti on[ RED] = NORMAL
outflowi dfRED] = 3

out _dscp[ RED] = 38
action[ YELLON = NORMAL
outfl owi d[ YELLON = 4
out _dscp[ YELLON = 30
action[ GREEN] = NORMAL
outflowi d[GREEN] = 5
out _dscp[ GREEN] = 28

end tc_data
end class_tc

begin class_tc

class_flag = DSCP

dscp = 84

flow.id 4

tc_type SRTCM

begin tc_data
cir 1000000
chs 3028
ebs 6056
acti on[ RED] = NORMAL
outflowi d[RED] = 6
out _dscp[ RED] = 58
action[ YELLOA] = NORMAL
outfl owi d[ YELLOWN = 7
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out _dscp[ YELLON = 50
action[ GREEN] = NORMAL
outfl owi d[ GREEN] = 8
out _dscp[ GREEN] = 48
end tc_data
end class_tc
begin class_tc
class_flag = DSCP
dscp = 88
flow.id =5
tc_type = SRTCM
begin tc_data

cir = 1000000
cbs = 3028
ebs = 6056

action[ RED] = NORMAL
outflowi dfRED] = 9
out _dscp[RED] = 78
action[ YELLOAN = NORMAL
out fl owi d[ YELLOWN = 10
out _dscp[ YELLON = 70
acti on[ GREEN] = NORMAL
outflow d[ GREEN] = 11
out _dscp[ GREEN] = 68
end tc_data
end class_tc
begin class_tc
class_flag = DSCP
dscp = 8¢
flow.id 6
tc_type SRTCM
begin tc_data
cir 1000000
chs 3028
ebs 6056
acti on[ RED] = NORMAL
outflow d[ RED] = 12
out _dscp[ RED] = 98
action[ YELLOA] = NORMAL
outfl owi d[ YELLOWN = 13
out _dscp[ YELLON = 90
acti on[ GREEN] = NORMAL
outfl ow d[ GREEN] = 14
out _dscp[ GREEN] = 88
end tc_data
end class_tc
begi n buff_man
type = MILTI _RED
total _que_size = 150000
shaping = fal se
end buff_man

begi n que_data
queue_id =1
gqueue_si ze = 15140
shapi ng_rate = 10000000
burst I en = 5000



end

begi

end

begi

end

begi

cl ass1[ M N_THRESHOLD] =
cl ass1] MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =

cl ass1[ VEEI GHT] = 0. 002
cl ass2[ EEI GHT] = 0. 002
cl ass3[ VEI GHT] = 0. 002

class1l[ MAX PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
class3[ MAX_ PROB] = 0.1
gque_data

n que_data

queue_id = 2
gueue_si ze = 3200

shapi ng_rate = 3000000

burst Ien = 640

class1[ M N_THRESHOLD] =
cl ass1][ MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =

cl ass1[ VEI GHT] = 0. 002
cl ass2[ VEI GHT] = 0. 002
cl ass3[ VEI GHT] = 0. 002
classl[ MAX PROB]= 0.1
cl ass2[ MAX PROB] = 0.1
cl ass3[ MAX_ PROB] = 0.1

que_dat a
n que_data

queue_id = 3
gueue_si ze = 11000

shapi ng_rate = 1000000

burst | en = 4542

cl ass1l[ M N_THRESHOLD] =
cl ass1[ MAX_THRESHOLD] =
cl ass2[ M N_THRESHOLD] =
cl ass2[ MAX_THRESHOLD] =
cl ass3[ M N_THRESHOLD] =
cl ass3[ MAX_THRESHOLD] =

cl ass1[ VEEI GHT] = 0. 002
cl ass2[ VBl GHT] = 0. 002
cl ass3[ VEEI GHT] = 0. 002

classl[ MAX PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
cl ass3[ MAX_PROB] = 0.1
gue_dat a

n que_data

15140
15140
15140
15140
15140
15140

3200
3200
3200
3200
3200
3200

11000
11000
7570
11000
7570
11000



end

begi

end

begi

queue_id = 4
gueue_si ze = 11000
shapi ng_rate = 1000000
burst _len = 4542

cl ass1[ M N_THRESHOLD] = 11000
cl ass1[ MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEI GHT] = 0. 002

cl ass2[ VEEI GHT] = 0. 002

cl ass3[ VEEI GHT] = 0. 002
classl[ MAX PROB] = 0.1

cl ass2[ MAX_ PROB] = 0.1

cl ass3[ MAX_PROB] = 0.1
que_dat a

n que_data
queue_id =5
gueue_si ze = 11000
shapi ng_rate = 1000000
burst | en = 4542

cl ass1[ M N_THRESHOLD] = 11000
cl ass1[ MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEEI GHT] = 0. 002
cl ass2[ EEI GHT] = 0. 002
cl ass3[ VEEI GHT] = 0. 002

classl[ MAX PROB] = 0.1
cl ass2[ MAX_PROB] = 0.1
cl ass3[ MAX_PROB] = 0.1
gue_data

n que_data

queue_id = 6
gqueue_si ze = 11000
shapi ng_rate = 1000000
burst_|en = 4542

cl ass1[ M N_THRESHOLD] = 11000
cl ass1[ MAX_THRESHOLD] = 11000
cl ass2[ M N_THRESHOLD] = 7570
cl ass2[ MAX_THRESHOLD] = 11000
cl ass3[ M N_THRESHOLD] = 7570
cl ass3[ MAX_THRESHOLD] = 11000
cl ass1[ VEEI GHT] = 0. 002
cl ass2[ EI GHT] = 0. 002
cl ass3[ VEI GHT] = 0. 002
class1[ MAX_PROB] = 0.1

8¢



end

begi

end
begi

end
begi

end

begi

end

begi

end
begi

end
begi

end
begi

end

begi

end
begi

end

cl ass2[ MAX_PROB]
cl ass3[ MAX_PROB]
gue_data

n outfl ow _queue
outflowid =1
queue_id =1

class_id =1
out f | ow_queue

n outfl ow_queue
outflowid = 2
queue_id = 2

class_id =1
out f | ow_queue

n outfl ow _queue
outflowid = 3
queue_id = 3

class_id = 3
out f | ow_queue

n outfl ow _queue
outflowid = 4
queue_id = 3

class_id = 2
out f | ow_queue

n outfl ow_queue
outflowid =5
queue_id = 3

class_id =1
out fl ow_queue

n outfl ow _queue
outflowid = 6
queue_id = 4

class_id = 3
out f | ow_queue

n outfl ow_queue
outflowid = 7
queue_id = 4

class_id = 2
out f | ow_queue

n outfl ow _queue
outflowid = 8
queue_id = 4

class_id =1
out f | ow_queue

n outfl ow _queue
outflowid = 9
queue_id = 5

class_id = 3
out f | ow_queue

n outfl ow_queue
outflowid = 10
queue_id =5

class id = 2
out f | ow_queue

0.1
0.1

C



begi n outfl ow_queue
outflowd = 11
queue_id =5
class_id =1
end outfl ow_queue
begi n outfl ow_queue
outflowid = 12
queue_id = 6
class_id = 3
end outfl ow_queue
begi n outfl ow_queue
outflowd = 13
queue_id = 6
class_id = 2
end outfl ow_queue
begi n outfl ow_queue
outflowid = 14
queue_id = 6
class_id =1
end outfl ow_queue
begi n 1i nk_schedul er _header
type = PRRORITY
burst node = fal se
decr bypktsize = fal se
end |ink_schedul er _header
begin Iink_schedul er _data
queue_id =1
priority=10
end |ink_schedul er _data
begi n 1ink_schedul er _data
queue_id = 2
priority=20
end |ink_schedul er _data
begin Iink_schedul er _data
queue_id = 3
priority=19
AF_flag = true
red _threshold = 10

end |ink_schedul er _data

begin Iink_schedul er _data
queue_id = 4
priority=18
AF _flag = true
red_threshold = 10

end |ink_schedul er _data

begin |ink_schedul er _data
queue_id = 5
priority=17
AF _flag = true
red_threshold = 10

end |ink_schedul er _data
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begin i nk_schedul er _data

queue_id = 6
priority=16
AF flag = true

red _threshold =

end |ink_schedul er _data

10
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Appendix D : nssmulator sample script

(Priority scheduler with two queues BF queue and BE queue).

H o ot o o o o e o e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me— oo
# Aut hor . Zyad Dwekat

# Date . 26th Septenber, 2001

# Not es . The NCSU DiffServ tesbed

# Description: Experinent 1.EF rate 3 Mops BE rate 9 Mips EF packet
#si ze 128 BE packet size 128

set ns [new Sinul at or]

$ns color 10 bl ue
$ns col or 11 purple
$ns col or 20 green
$ns col or 21 yellow

set f [open outl28.tr w]
set f1 [open EF.tr w

set f2 [open BE. tr w

$ns trace-all $f

set nf [open out.nam w
$ns nanmtrace-all $nf

proc finish { } {

global f1 f2 ns nf

$ns flush-trace
cl ose $nf
close $f1
cl ose $f2
exec nam out.nam &
exec xgraph EF.tr BE.tr -geonetry 1200x800 &

exit O
}

set cirl O

set cbsl O

set ratel O

set cir2 O

set cbs2 O
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set rate2 O

set cir3 O

set cbs3 O

set rate3 0

set cir4 10000000
set cbs4 150000

set ef _rate 3000000
set be_rate 9000000

set testTime 30.0

set ef _packet Si ze 128
set be_packet Si ze 128
set packetSize 1500

# Set
set sl [$ns node]
set s2 [$ns node]
set s3 [$ns node]
set s4 [$ns node]

set el [$ns node]

set e2 [$ns node]

set corel [$ns node]
set core2 [$ns node]
set core3 [$ns node]

#CONFI GURI NG THE LI NKS

up the network topol ogy

$ns duplex-link $s1 $el 20Mo 0. 1ns DropTai

$ns duplex-1ink $s3 $el 20Mo 0. 1ns DropTai

$ns duplex-link $s2 $e2 20Mo 0. 1ns DropTai

$ns duplex-link $s4 $e2 20Mo 0. 1nms DropTai

$ns sinplex-link $el $corel 10Mo 0. 1ns dsRED/ edge
$ns sinplex-link $corel $el 10Mo 0. 1ms dsSRED/ core
$ns sinplex-link $e2 $core3 10Md 0. 1ns dsRED/ edge
$ns sinplex-link $core3 $e2 10Md 0. 1nms dsRED/ core
$ns sinplex-link $corel $core2 10Mo 0. 1ns dsRED/ core
$ns sinplex-link $core2 $corel 10Mo 0. 1ns dsRED/ core
$ns sinplex-link $core2 $core3 10Mv 0. 1ns dsRED/ core
$ns sinplex-link $core3 $core2 10Mo 0. 1ns dsRED/ core

#ORI ENTATI ON OF THE LI NKS

$ns dupl ex-link-op $s1 $el orient down-right

$ns dupl ex-1ink-op $s3 $el orient

$ns sinplex-1ink-op $el $corel orient

A

up-right

ri ght



$ns sinplex-link-op $corel $el orient left

$ns sinplex-link-op $corel $core2 orient right
$ns sinpl ex-1ink-op $core2 $corel orient |eft

$ns sinpl ex-1ink-op $core2 $core3 orient right
$ns sinpl ex-1ink-op $core3d $core2 orient |eft

$ns sinplex-1ink-op $core3 $e2 orient right
$ns sinplex-1ink-op $e2 $core3 orient left

$ns dupl ex-1ink-op $s2 $e2 orient down-|eft

$ns dupl ex-1ink-op $s4 $e2 orient up-left

#POSI TI ONI NG THE QUEUES

$ns sinplex-link-op $el $corel queuePos 0.5
$ns sinpl ex-1ink-op $corel $core2 queuePos 0.5
$ns sinpl ex-1ink-op $core2 $core3 queuePos 0.5
$ns sinpl ex-1ink-op $core3d $e2 queuePos 0.5

$ns sinpl ex-1ink-op $corel $el queuePos 1.5
$ns sinpl ex-link-op $core2 $corel queuePos 1.5
$ns sinpl ex-1ink-op $core3d $core2 queuePos 1.5
$ns sinpl ex-1ink-op $e2 $core3d queuePos 1.5

#QUEUE HANDLES FOR DI FFSERV CLOUD
set gELC1 [[$ns link $el $corel] queue]
set QqCLE1l [[$ns link $corel $el] queue]

set gCLC2 [[$ns link $corel $core2] queue]
set qC2C1 [[$ns link $core2 $corel] queue]

ink $core2 $core3] queue]

set gqC2C3 [[$ns
[ i nk $core3 $core2] queue]

set gC3C2 [[%$ns

set gE2C3 [[$ns link $e2 $core3] queue]
set qC3E2 [[$ns |ink $core3 $e2] queue]

BHHBHHBHABHABHABHABHABHABHABHABHABHABHABHABHABHABHABHABHABHABHEBHABHIERH
#HHAH
# CONFI GURI NG THE DI FFSERV PARAMETERS

# For the DiffServ Cl oud

# Set DS RED paraneters from Edgel to Corel
$gEL1C1 set Schedul ar Mode PR

$qEL1C1 addQueueRate 0 3000000

$gE1C1 neanPkt Si ze $packet Si ze

$gE1CL set numQueues_ 2

$gELCL set NunPrec 2



$gE1CL
$gE1ICL
$gE1ICL
$qE1CL
$gE1CL
$gE1CL
$gE1CL
$gE1CL
$qC1E1
$qClE1
$qClE1
$qClE1

# Set

$qC1E1L
$qC1E1L
$qC1E1
$qC1E1
$qClE1
$qClE1
$qClE1
$qC1E1L
$qC1E1L
$qC1E1L
$qC1E1L
$qC1E1
$qC1E1

addPol i cyEntry [$s1 id]
addPol i cyEntry [$s3 id]

[$s2 id] TokenBucket 10 $cir4 $cbs4
[$s4 id] TokenBucket 20 $cir4 $cbs4

addPol i cerEntry TokenBucket 10 11
addPol i cerEntry TokenBucket 20 21
1000
11 01
201 0
21 11
35 35 0.9
35 35 0.9
10 10 0.9
10 10 0.9

addPHBENt ry
addPHBENt ry
addPHBENt ry
addPHBENt ry
configQ O O
configQoO 1
configQ1loO
configQ1l 1

set NunPrec 2
addPHBENt ry
addPHBENt ry
addPHBENt ry
addPHBENt ry
configQ O O
configQoO 1
configQl O
configQ1l 1

BHAHBHBEHBHIHIH

# Set

$qE2C3
$qE2C3
$qE2C3
$qE2C3
$qE2C3
$qE2C3
$qE2C3
$qE2C3
$gE2C3
$qE2C3
$qE2C3
$qE2C3
$qC1E1
$qCl1E1
$qClE1
$qClE1

# Set

$qC3E2
$qC3E2
$qC3E2
$qC3E2
$qC3E2
$qC3E2
$qC3E2
$qC3E2

10
11
20
21
35
35
10
10

2

PP WWRFEPEFEOO

O O U1y,

set numueues_ 2

set NunPrec 2

addPol i cyEntry [$s2 id]

R OPRFrO

cocoo

© © © ©

DS RED paraneters from Corel to Edgel
set Schedul ar Mode PR

addQueueRat e 0 3000000

nmeanPkt Si ze $packet Si ze

set nunmueues_

DS RED paraneters from Edge2 to Core3:
set Schedul ar Mode PR

addQueueRat e 0 3000000

nmeanPkt Si ze $packet Si ze

[$s1 id] TokenBucket 10 $cir4 $cbs4

addPol i cerEntry TokenBucket 10 11
addPol i cerEntry TokenBucket 20 21

addPHBENt ry
addPHBENt ry
addPHBENt ry
addPHBENt ry
configQ O O
configQO 1
configQ1loO
configQ1l 1

10
11
20
21
35
35
10
10

PRPWWFRLPFLOO
[N e N

set numQueues_ 2

set NunPrec 2

R OPRFrO

addPHBEntry 10 0 O
addPHBEntry 11 0 1
addPHBEntry 20 1 0

cocoo

© ©O© O ©

DS RED paraneters from Core3 to Edge2:
set Schedul ar Mode PR

addQueueRat e 0 3000000

nmeanPkt Si ze $packet Si ze
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$qC3E2 addPHBEntry 21 1 1

$qC1lE1 configQ 0 0 35 35 0.9
$qC1E1 configQ 0 1 35 35 0.9
$qCLEL configQ 1 0 10 10 0.9
$gClELl configQ 1 1 10 10 0.9

BHBHBHBHBHBHY

# Set DS RED paraneters from Corel to core2:
$qC1lC2 set Schedul ar Mode PR

$gC1C2 addQueueRate 0 3000000

$gC1C2 meanPkt Si ze $packet Si ze

$gC1C2 set numQueues_ 2

$gC1C2 set NunPrec 2

$gC1C2 addPHBEntry 10 0 O
$gC1C2 addPHBEntry 11 0 1
$qC1C2 addPHBEntry 20 1 0
$qC1C2 addPHBEntry 21 1 1
$qC1lE1 configQ 0 0 35 35 0.9
$qClE1 configQ 0 1 35 35 0.9
$qC1E1 configQ 1 0 10 10 0.9
$qCLEL configQ 1 1 10 10 0.9

# Set DS RED paraneters from Core2 to corel
$gC2C1 set Schedul ar Mode PR

$qC2C1 addQueueRate 0 3000000

$gC2C1 nmeanPkt Si ze $packet Si ze

$qC2C1 set nunfueues_ 2

$gC2C1 set NunPrec 2
$qC2C1l addPHBEntry 10
$gC2C1L addPHBEntry 11
$gC2C1L addPHBEntry 20
$gC2C1 addPHBEntry 21
$qC1E1 configQ 0 0 35
$qC1E1 configQ 0 1 35
$gClELl configQ 1 0 10
$qCLEL configQ 1 1 10

PP WWFLPFLOO
R OPRFrO

o O o1 uo
cocoo
© O © ©

BHBHBHIHEH

BHBHBHBHBHBHYT

# Set DS RED paraneters from Core2 to core3:
$gC2C3 set Schedul ar Mode PR

$gC2C3 addQueueRate 0 3000000

$gC2C3 nmeanPkt Si ze $packet Si ze

$gC2C3 set numQueues_ 2

$gC2C3 set NunPrec 2

$gC2C3 addPHBEntry 10 0 O
$gC2C3 addPHBEntry 11 0 1
$qC2C3 addPHBEntry 20 1 0
$gC2C3 addPHBEntry 21 1 1
$qC1lE1 configQ 0 0 35 35 0.9
$qClE1 configQ 0 1 35 35 0.9
$qC1E1 configQ 1 0 10 10 0.9
$qClE1 configQ 1 1 10 10 0.9
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# Set DS RED paraneters from Core3 to core2:
$qC3C2 set Schedul ar Mode PR

$gC3C2 addQueueRate 0 3000000

$gC3C2 neanPkt Si ze $packet Si ze

$gC3C2 set numueues_ 2

$gC3C2 set NunPrec 2

$qC3C2 addPHBEntry 10 0 O
$gC3C2 addPHBEntry 11 0 1
$qC3C2 addPHBEntry 20 1 0
$qC3C2 addPHBEntry 21 1 1
$qC1E1 configQ 0 0 35 35 0.9
$qCLEL configQ 0 1 35 35 0.9
$gClELl configQ 1 0 10 10 0.9
$gClELl configQ 1 1 10 10 0.9

BHBHBHIHIH

BHEHBHBHBHEHHHH R BH R B H B H B H B H B H B B B B A B H B H B H B R R R R BB
BHAEHBHBHBHBHIHIHIH

# SET UP A CBR CONNECTI ONS

set udpl [ new Agent/ UDP]

$ns attach-agent $s1 $udpl

set cbrl [new Application/Traffic/ CBR]
$cbrl attach-agent $udpl

$cbrl set packet_size_ $ef _packet Size
$udpl set packet Size_ $ef _packet Si ze
$cbrl set rate_ $ef _rate

set nulll [new Agent/LossMonitor]

$ns attach-agent $s2 $null 1l

$ns connect $udpl $null1l

BHBHBHBHBH R

set udp2 [ new Agent/ UDP]

$ns attach-agent $s3 $udp2

set cbr2 [new Application/Traffic/CBR]
$cbr2 attach-agent $udp2

$cbr2 set packet_size_ $be_packet Si ze
$udp2 set packetSize_ $be_packet Si ze
$cbr2 set rate_ $be_rate

set null2 [new Agent/LossMbnitor]

$ns attach-agent $s4 $null 2

$ns connect $udp2 $null 2

RHBHBHBHBHBHY

proc record {} {

global nulll null2 f1 f2 f3 f4
set ns [Sinulator instance]

set tine 0.5

set bwl [$nulll set bytes ]
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set
set

}

bw2

[$nul | 2 set bytes ]

now [ $ns now

puts $f1 "S$now [ expr $bwl/$ti me*8/1000000]"
puts $f2 "$now [ expr $bw2/ $ti me*8/ 1000000] "
$null 1 set bytes_ 0

$nul | 2 set bytes_ 0

$ns at

$gE1CL
$gE1ICL
$gE1ICL
$gE2C3
$qE2C3
$qE2C3

$ns
$ns
$ns

$ns
$ns

$ns
$ns

$ns
$ns

$ns

$ns

at
at
at

at
at

at
at

at
at

at

run

[expr $now+$tinme] "record"

printPolicyTable
printPolicerTabl e
print PHBTabl e PR
printPolicyTabl e
printPolicerTabl e
pri nt PHBTabl e PR

0.0 "record"
0.0 "$cbr1 start"
0.0 "$cbr2 start™

30.0 "$qELCL printStats"
30.0 "$qC1C2 printStats"

30.0 "$qC2C3 printStats"
30.0 "$qC3E2 printStats"

$testTime "$cbrl stop”
$testTime "$cbr2 stop”

[expr $testTime + 1.0] "finish"
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