
Abstract

HE, QINGFENG. Requirements-Based Access Control Analysis and Policy Specification. (Under

the direction of Dr. Ana (Annie) I. Antón.)

Access control is a mechanism for achieving confidentiality and integrity in software systems.

Access control policies (ACPs) define how access is managed and the high-level rules of who can

access what information under certain conditions. Traditionally, access control policies have been

specified in an ad-hoc manner, leaving systems vulnerable to security breaches. ACP

specification is often isolated from requirements analysis, resulting in policies that are not in

compliance with system requirements. This dissertation introduces the Requirements-based

Access Control Analysis and Policy Specification (ReCAPS) method for deriving access control

policies from various sources, including software requirements specifications (SRS), software

designs, and high-level security/privacy policies. The ReCAPS method is essentially an analysis

method supported by a set of heuristics and a software tool: the Security and Privacy

Requirements Analysis Tool (SPRAT). The method was developed in two formative case studies

and validated in two summative case studies. All four case studies involved operational systems,

and ReCAPS evolved as a result of the lessons learned from applying the method to these case

studies. Further validation of the method was performed via an empirical study to evaluate the

usefulness and effectiveness of the approach.  Results from these evaluations indicate that the

process and heuristics provided by the ReCAPS method are useful for specifying database-level

and application-level ACPs. Additionally, ReCAPS integrates policy specification into software

development, thus providing a basic framework for ensuring compliance between different levels

of policies, system requirements and software design. The method also improves the quality of

requirements specifications and system designs by clarifying ambiguities and resolving conflicts

across these artifacts.
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Glossary

Access control. Access control ensures that every access to a system and its resources is

controlled according to a set of predefined policies. It is one of the major security mechanisms

used to achieve confidentiality, integrity and privacy in software systems. An access control

system is typically described in three ways: access control policies, models, and mechanisms.

Access control mechanism. Access control mechanisms define the low-level functions that

implement the controls imposed by access control policies. The mechanism must work as a

reference monitor, a trusted component intercepting each and every request to the system.

Access control model. Access control models formally represent an access control system.

They provide ways to reason about the policies they support and prove the security properties of

the access control system. Access control models provide a level of abstraction between policies

and mechanisms, enabling the design of implementation mechanisms to enforce multiple policies

in various computing environments.

Access control policy. Access control policies are security requirements that describe how

access is managed, what information can be accessed by whom, and under what conditions that

information can be accessed. These policies are enforced via a mechanism that mediates access

requests and makes grant/deny decisions. In this dissertation, access control policies are

comprised of access control rules that are specified in a structured format.

Access control rule. A typical access control rule in this dissertation is expressed as a 5-

tuple <subject, object, action, condition, obligation>, such that a subject can perform some action

on an object. Additionally, each access control rule has a mode (e.g., allow/deny/refrain/oblige).
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Action. An action is a simple operation (e.g. read or write) or an abstract operation (e.g.

deposit or withdraw) performed by an agent.

Affiliation constraints. Affiliation constraints specify a subject’s corporate, organizational,

or group affiliation.

Attribute constraints. Attribute constraints specify a subject must possess some attribute

(e.g., digital certificates)) for an access request to be granted.

Authentication constraints. Authentication constraints reflect the need for a subject to be

authenticated before data access can be granted.

Condition. A condition is a provision that must be satisfied before an access request can be

granted.

Confidentiality. Confidentiality means that information is not disclosed to unauthorized

persons, processes or devices.

Consent constraints. Consent constraints require a subject to acknowledge consent for their

information to be used in some specific way or purpose before data access can be granted for that

purpose.

Contextual constraints. Contextual constraints reflect the need to consider the context of an

access request when making grant/deny decisions, such as the time of the access request or the

location from which the access request is made.   

Database constraints. Database constraints specify restrictions on a database access

request, such as when there can be no duplicate entry in a table.
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Goal. Goals are targets for achievement and high-level objectives of a business, organization

or system. They express the rationales for the proposed system and serve as high-level

expressions of the system requirements and/or policies.

Integrity. Integrity means that unauthorized persons, processes or devices cannot modify

information.

Location constraints. Location constraints specify a particular location from which the

subject can be granted access to a resource.

Misuse case. A misuse case is a use case from the point of view of an actor with hostile

intent.

Object. An object is an entity, such as a data field, table, procedure or application to which

access is restricted.

Obligation. An obligation is a task that must be fulfilled if a request to access an object is

granted.

Privacy. Privacy implies that data is protected so that it is used only for authorized business

purposes, based on legal requirements, corporate policies and end-user choices.

Privacy constraints. Privacy constraints specify restrictions to data access requests in

which the data are particularly sensitive (e.g., medical history, financial data).

Purpose constraints. Purpose constraints specify that data can be used only for specific

purposes.

Recipient constraints. Recipient constraints specify which group of people can access the

specified data.
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Relationship constraints. Relationship constraints specify a specific relationship between

the subject and the object for an access request.

Requirement. A requirement defines capabilities that a system must provide in order to

satisfy stakeholders’ goals. Requirements can be classified as either functional requirements,

which describe the functional aspects of a system, or non-functional requirements, which describe

the properties, attributes, and constraints under which a system must operate.

Scenario. A scenario is comprised of a sequence of events that describe possible ways for

users to interact with a system.

Security constraints. Security constraints specify restrictions that are based on general

security principles such as least privileges and separation of duties.

Stakeholder. A stakeholder is anyone who claims an interest in a system, such as system

developers, sponsors, end-users, and customers.

State constraints. State constraints limit data access based upon the reaching of some

specific state within the system.

Subject. A subject is an entity, such as a user or program agent that may access objects.

Temporal constraints. Temporal constraints specify time or date related restrictions that

must be enforced before data access can be granted.

Usage constraints. Usage constraints specify restrictions on how a subject may access the

requested object, such as the number of times the subject can access the object.
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Use case. A use case is a notation for modeling users’ interactions with an existing or

envisioned system, the description details the interaction using a sequence of events. In this

dissertation, use cases and scenarios are used synonymously.
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According to a 2002 research report by the Gartner Group, 70% of cases involving

unauthorized information access are committed by insiders or people given access to a company’s

network resources [Bro02]. The average cost of insider attack ($2.7M) is significantly higher than

the average cost of outside attack ($57K) [CSI02]. More recently, according to the 2004 E-Crime

Watch Survey, unauthorized access by an insider is ranked fourth (36%) in the Types of

Electronic Crimes list—after virus and other malicious code (77%), denial of service attack

(44%), and illegal generation of SPAM emails (38%) [CSO04]. All these data show that it is very

important to have better security policies to control users’ access to a system and its resources.

To obtain a better understanding of the role of access control in protecting data security and

privacy, we examine the following real-world scenario in the healthcare domain (see Figure 1.1).

Consider a patient who goes to a hospital to see a doctor. For the purpose of this scenario, we

assume this is a female patient. The general patient visit process is as follows. She checks in at

the front desk. The receptionist at the front desk requires her insurance card or some other ID to

check her in. Then she goes through nurses and interns to finally meet the doctor. All these

people have direct access to her medical information. After the meeting and diagnosis, the doctor

PHI

Pharmacist

Pharmaceutical
company

Staff

Physician

Insurance
company

Patient

Intern

Nurse

Employer

Family

Figure 1.1    Access Control in a Real-World Healthcare Scenario
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gives her a prescription, and she goes to the pharmacy to pick up the medicine. During this

process, from front desk check-in to medicine pick-up at the pharmacy, there are many people

who need to access the patient’s personal information, which is often called PHI (protected health

information). Additionally, outside the hospital we have other actors, such as the patient’s family

members or her insurance company who may need to access her personal information.

A major security challenge in this scenario is, given such a complex system, how can we

specify correct and complete policies for each actor who needs to access PHI? For example,

consider the following two cases:

Case 1: The hospital is a university hospital. The patient’s doctor happens to be a faculty

member in the university’s medical school. Because the patient’s case is very special, the doctor

decides to use this case in a class he is teaching. What part of this information can he share? If

this sharing is allowed under certain conditions, what are the conditions? Are there any

obligations for the doctor after the information access?

Case 2: The patient’s case is very complicated, and his doctor decides to exchange some

ideas with an expert in this field, a doctor at another hospital. What kind of information can the

doctor share with the expert?

The above cases concern the security and privacy of medical data. The purpose of answering

the above questions is to specify correct and complete access control policies for each user in the

system, which is critical for protecting data security and privacy. The work presented in this

dissertation provides systematic methodological support for specifying access control policies.

1.3    Access Control Analysis and Policy Specification

The function of access control (AC) is to ensure that every access to a system and its

resources is controlled according to a set of predefined policies [SV01]. Access control is one of
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the major security mechanisms used to achieve confidentiality, integrity and privacy in software

systems [FKC03]. We use these terms as follows:

 Confidentiality means that information is not disclosed to unauthorized persons,

processes or devices.

 Integrity means that unauthorized persons, processes or devices cannot modify

information.

 Privacy implies that data is protected so that it is used only for authorized business

purposes, based on legal requirements, corporate policies and end-user choices.

An access control system is typically described in three ways: access control policies,

models, and mechanisms [SV01]. Access control policies are security requirements that describe

how access is managed, what information can be accessed by whom, and under what conditions

that information can be accessed [FKC03]. These policies are enforced via a mechanism that

mediates access requests and makes grant/deny decisions. Access control models provide a formal

representation of an access control system. They provide ways to reason about the policies they

support and prove the security properties of the access control system. Access control models

provide a level of abstraction between policies and mechanisms, enabling the design of

implementation mechanisms to enforce multiple policies in various computing environments. The

access control mechanism defines the low-level functions that implement the controls imposed by

the policies. The mechanism must work as a reference monitor [SV01], a trusted component

intercepting each and every request to the system.

Access control analysis entails analyzing system requirements, organizational security and

privacy policies, and organizational structures to specify access control policies. Defining access

control policies is both a conceptually and practically complex process because software systems

can have many users performing various tasks and many resources that need to be protected

[Sch00, SMJ01]. Organizational complexity presents another challenge—it is difficult to identify

and agree upon a common set of roles and associated permissions within an organization that may
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control policies. The ReCAPS method was developed while analysts were performing qualitative

studies of actual development efforts on operational systems. Formative case studies were used to

develop the analysis process and heuristics, and summative case studies were used to validate

these ideas. The key distinction between formative and summative is that formative case studies

involve the development and evolution of the methods simultaneously coupled with validation,

whereas summative case studies involve the validation of previously developed methods. It is

important to note that the ReCAPS process and heuristics were constantly refined as a result of

the lessons learned from these case studies. To summarize the research methodology of this work,

we propose a method and try it out on real projects, then refine the method and validate it on real

projects. In this research, case studies play a critical role because they are used as the origin and

validation of the methodology.

We use Shaw’s classification of software engineering research paradigms in terms of

research settings, products/approaches and validation techniques [Sha01] to characterize the work

in this dissertation. The research settings of this work, according to Shaw’s characterizations

(Table 1.1), are feasibility, characterization, and methods/means. Some of the corresponding

questions are:

 Feasibility: is it possible to ensure compliance between access control policies, system

requirements, and high-level security/privacy policies?

 Characterization: what are the quality criteria for a set of access control policies?

 Method/Means: how can we specify access control policies for information systems?

 Method/Means: how is compliance between access control policies, system requirements

and high-level security/privacy policies ensured?

The research products of this work, according to Shaw’s characterizations (Table 1.2), are

descriptive models, techniques, and systems. The research products and approaches of this work

are:
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 Descriptive models: to organize and report interesting observations from case studies;

 Descriptive models: to structure a problem area (i.e., how to specify ACPs for

information systems to ensure compliance), by establishing the relationships between

policy specification and software development;

 Descriptive models: to do a careful analysis of the ACP specification in several

information systems;

 Techniques: to invent new ways to specify correct access control policies for

information systems;

 Systems: to embody the research results in a software tool that supports the ReCAPS

method; and

 Systems: to use case studies as a source of insight and for validation of results.

The validation techniques used in this research, according to Shaw’s characterizations (Table

1.3), are:

 Persuasion, on the grounds of heuristics and examples presented in this dissertation;

 Implementation, of a software tool that supports the ReCAPS method;

 Evaluation, with respect to the effectiveness and usefulness of the approach in a

controlled environment, coupled with statistical analysis; and

 Experience, expressed as lessons learned from case studies.
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Table 1.1   Shaw’s Characterizations of Software Engineering Research Settings

[Sha01]

Research Settings Sample Questions

Feasibility Is there an X, and what is it?
Is it possible to accomplish X at all?

Characterization What are the important characteristics of X?
What is X like?
What exactly do we mean by X?
What are the varieties of X, and how are they related?

Method/Means How can we accomplish X?
What is a better way to accomplish X?
How can we automate doing X?

Generalization Is X always true of Y?
Given Y, what will X be?

Selection How do I decide between X and Y?

Table 1.2   Shaw’s Characterizations of Software Engineering Research Approaches

and Products [Sha01]

Research Product Research Approach or Method

Qualitative or descriptive
model

Organize and report interesting observations
Create and defend generalizations from real examples
Structure a problem area
Formulate the right questions
Do a careful analysis of a system or its development

Technique Invent new ways to do some task
Develop a technique to choose among alternatives

System Embody the result in a system
Use the system development as both source of insight and carrier
of results

Empirical predictive model Develop predictive models from observed data

Analytic model Develop structural (quantitative or symbolic) models that permit
formal analysis
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Table 1.3   Shaw’s Characterizations of Software Engineering Research Validation

Techniques [Sha01]

Validation Technique Character of Validation

Persuasion
    Technique
    Design
    Example

I have thought hard about this, and I believe that…
    …if you do  it the following way, then…
    …a system constructed like this would
    …walking through this example shows how my idea works

Implementation
    System
    Technique

Here is a prototype of a system that…
    …exists in code or other concrete form
    …is represented as a set of procedures

Evaluation
    Descriptive model
    Qualitative model
    Empirical quantitative model

Given these criteria, here is how an object rates…
    …in a comparison of many objects
    …by making subjective judgments against a checklist
    …by counting or measuring something

Analysis
    Analytic formal model

    Empirical predictive model

Given the facts, these consequences…
    …are rigorous, usually symbolic, in the form of derivation
              and proof
    …are predicted by the model in a controlled situation
              (usually with a statistical analysis)

Experience

    Quantitative or descriptive
          model
    Decision criteria
    Empirical predictive model

I evaluate these results based on my experience and
observations about the use of the result in actual practice and
report my conclusions in the form of
    …prose narrative
    …comparison of systems in actual use
    …data on use in practice, usually with statistical analysis



16

1.7    Overview of Remaining Chapters

The rest of this dissertation is organized as follows.

Chapter 2 provides a survey of the related work in security and software engineering, to

position the work presented in this dissertation.

Chapter 3 presents two formative case studies that served as the conceptual origin for the

Requirements-based Access Control Analysis and Policy Specification (ReCAPS) method. The

discussion in this chapter justifies the heuristics presented in Chapter 4.

Chapter 4 details the ReCAPS method, focusing on the activities software and security

engineers (analysts) perform when employing the method. Guidelines and heuristics are also

presented to guide software and security engineers through the access control analysis. Examples

from two formative case studies are provided to elucidate the heuristics. A software tool—the

Security and Privacy Requirements Analysis Tool (SPRAT)—that supports ReCAPS is presented

in this chapter.

Chapter 5 discusses the validation efforts for the method presented in this dissertation: (1)

two summative case studies involving the specification of access control policies for a web-based

e-commerce system and an event registration system for the College of Management at North

Carolina State University, and (2) an empirical evaluation in which the method was applied to a

small system by individuals who were previously not familiar with the ReCAPS method.

Chapter 6 summarizes the contributions of the dissertation and future work that is needed to

further refine the method.


