Abstract

CHAKRAVARTY, PAYAL . An Event-Driven approach to Agent-Based 8lness Process
Enactment. (Under the direction of Dr. Munindar P. Singh).

Agents enacting business processes in large open envimiemeed to adaptively ac-
commodate exceptions and opportunities. Multiagent agudres can help flexibly model
business processes. This thesis proposes an event-drokdteeture that enriches such
models with events to support the agile enactment of presess

Specifically, we place this architecture in a business m®&@mework based on pro-
tocols and policies, where agents’ behaviors are specifeediles. The agents interact via
messages, and agreements between them are modeled by pwntait These messages
and commitments provide only a high-level view of the intdieans and fail to capture
fine-grained details of how the interactions were carriethod whether they were carried
out smoothly. There might be hindrances due to internal atetal influences, resulting
in anomalies in the business process enactment. Handlcly esxcceptions or capturing
opportunities deviate the protocol from its routine exemubut would restore the process
to an acceptable state. Our approach introduces fine-grawvent monitoring at specific
points of the process enactment that require special atteridetected exceptions are han-
dled by the policies of the involved agents. Monitoring @eses and thereby recovering
from errors spontaneously, results in a more reliable andgtive distributed system.

The contributions of this thesis include (1) an event-driagent architecture for process
enactment, (2) a specification language that combines &gntwith rules, (3) a method-
ology to incorporate events into a protocol for fine-graingzhitoring, (4) an algorithm to
help a designer derive high-level (complex) exceptionguas, (5) an algorithm to manage
subscriptions to low-level events, and (6) policy-drivexegption handling. This approach
is applied on a well-known business scenario. A proof-afeapt prototype has been im-
plemented to demonstrate the feasibility of the architectit illustrates the different per-
spectives of commitments and different scenarios undeclwlvent monitoring proves
useful.
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Chapter 1

Introduction

1.1 Motivation

Business process modeling and enactment in service-adientaputing environments
is extremely complex due to the requirement of supportirtgraamy, heterogeneity and
dynamism [Fingh and Huhns2005. Multiagent approaches to modeling and enacting
business processedejnnings et a1.1996 O’Brien and Wiegand1998 Desai and Singh
2004 that offer flexibility, have been around for some time. Hoee such processes may
not be completely reliable and robust. They are often chgéld by unexpected errors and
anomalies from their routine behavior. In order to ensua¢ #hsmooth process is enacted,
it is important to monitor the business events taking plaoéngd the process. This thesis
applies an event-driven agent architecture for fine-gthimenitoring in specific business
situations during a normal business process enactment.d@ygarating events into busi-
ness rules, the agility and proactiveness of existing nsoakd enriched. By forward error

recovery, a more reliable distributed system is achieved.

1.2 Business Processes

A business process is a way an organization conducts somgorant of it business.
This encompasses its businesses dealings with its cugpswgpliers, and all other ex-
ternal entities that it interacts with. A business can has#ned several processes, or no



documented process at all. A cross-enterprise businessgsapecifies how different par-
ties interact with each other in order to achieve a commombas goal[lallya, 2004.

1.2.1 Agent-Based Business Processes

Agents are situated, persistent, and autonomous softwditeeg, that have been suc-
cessfully applied to solve problems in which collaboratiomoperation, or communication
is required between independent partners, for examplenlinevauctions, distributed in-
formation processing, and human-computer interactituhjs and Singh1999. One of
the most important application areas of intelligent agdvas been in automating busi-
nesses and developing newer, more productive ways of ctindumusiness. Agents and
multiagent systems have been applied in business proca$slingpand enactment exten-
sively as monolithic workflowsJennings et g1.1994 and later as protocoldjesai and
Singh 2004. For our purposes, an agent-based business process cdestréed as an
interaction-oriented multiagent system where the ageartmaccordance with some rules
and commitments to conduct business.

Business Protocols

A business protocol is a public specification of the intaoad that take place to enact
a business process. A protocol is specified in terms of themdoments or contractual
obligations between the different parties enacting theness process. Protocols enable
flexibility in process enactment due to their ability to acooodate changes that might
take place due to external and internal factors during @i@gtuncluding change in local
policies, government regulations or market preferences.

1.3 Challenges

The behavior of an agent is specified by business rules ofribieqgol it is enacting
and its policies. The interactions between the agentsdilpitake place via exchange of
messages. However, these messages and commitments poolyide high-level view of
the interactions and fail to capture fine-grained detailsayf an interaction is carried out,



for example, whether it is carried out smoothly. There miggnhindrances due to internal
and external factors during the process, which may resett@eptions and anomalies. For
example, consider a scenario where some goods are beirmgedhiBending a shipment
does not ensure that the shipment actually reached itsndésti under the agreed upon
circumstances. The factors that could be a hindrance inribeeps are an accident that
leads to the damage of the shipped item, a change in expatatems that prevents the
item from being delivered to the destination country, thealidown of the transport carry-
ing the item thereby causing a delay, and the item being alasle one getting damaged
due to weather conditions.
Exceptions can be defined as unusual situations duringquoioéxecution. The differ-

ent types of exceptions areder and Liebhajt1993:

e Basic failures: Associated with failures on the systems, sygtem crash, network
failure.

e Application failures: Failures of the applications invdki® execute tasks, e.g., un-
expected data input.

e Expected exceptions: Events that can be predicted durenmtideling phase but do
not correspond to the normal behavior of the process. Thesptons can happen
frequently and can cause a considerable amount of work toepso e.g., a flight
cannot be booked because it is already booked up, a late phyme

e Unexpected exceptions: When the semantics of the processascurately modeled
by the system. This type of exception cannot be predictedeatiodeling stage and
may require human intervention or even force the systemayp, &.g., changes in
rules, a structural change in the organizational environipa a change in the order
processing of a very important client.

Opportunities are (desirable) exceptions. e.g., If merthants to ship goods before
payment as a trial offer, the model should allow it if the ocusér agrees.

Unhandled exceptions might lead to the process enactmeactirey a standstill or an
unknown state. In order to recover from exceptions, the gge@Enactment needs to be



restored to a stable state that might be a deviation fromdbgene path of the process.
Handling exceptions can prove to be challenging since itireq domain knowledge. For
instance, while delayed payment might be acceptable in smeiemstances, delayed ship-
ment of food might not be acceptable. Unexpected exceptomnsot part of the process
model, hence difficult to handle. Effects of exceptions mustbounded. For exam-
ple,merchant not paying the shipper must not affect theooust [Viallya, 2009.

Since protocols are generic abstractions of business ggesgthe high-level interac-
tions specified by the protocol are not sufficient in detectinch exceptions and opportu-
nities. Moreover, handling such exceptions will deviate pinotocol from its routine path.
In order to detect early indications of an impending failarean unexpected opportunity,
it is important to have a microscopic view of the process #mant, to take appropriate
action beforehand instead of relying completely on the iyl interactions.

1.4 Events

What are events? As Albegt al. [2005 describe, an event is a significant change
in state. An event could be normal, an anticipated eventharreanticipated event. An
example of a normal event is the delivery of a package on timéearrival of a flight
on schedule. An anticipated or abnormal event is a slightatien from the expected that
can be prepared for. An example would be a delayed shipmeheatisruption in flight
schedule due to weather disturbance. A completely unpated event is something like
a system crash or network attack. Anticipated events arepufse, easier to handle since
we can specify a pattern for such an event and hence deviggpaopaiate response to it.
Handling an unanticipated event would require estimatiregamount of deviation from
normal.

Event-Driven Architecture (EDA) handles events by manggind executing rules of
the form [Chandy 2009:

WHEN reality deviates from expectations
THEN update expectations and initiate response

The primary characteristic of a system built using this #eciure is to sense, analyze, and



respond to events.

In a service-oriented business process management scamacted by distributed
agents, sensing involves detecting events across an exterironment from multiple
sources or agents in real time. Analyzing involves aggregauch events and comparing
the results with expected patterns. Responding involveatiglexpectations and invoking
other processes and interacting with other agents in @&l itn order to bring the system
to a stable and correct state.

Intelligent agents working together to monitor processesvaorkflows have been pro-
posed earlier by Wanet al[2002, 2005. While in previous approaches a multiagent sys-
tem works towards monitoring events in workflows or processeacted by other agents,
in our approach every agent enacting a business processamsobusiness events in the
process it is enacting itself. We understand the high-lmtetactions of a process enact-
ment as complex events defined by patterns. The low-leves$ ket need to be followed

in order to accomplish a complex event are simple events.

1.5 Our Approach

We have employed the advantage of events to enrich ageetbasiness process en-
actment models. The challenges mentioned in Sedti®are addressed by an event-driven
agent architecture that introduces fine-grained monigoahbusiness events at specific
points of the process enactment that require special attent

The most significant points are those which involve a cottigagreement or com-
mitment since the violation of such commitments is not ddde. Every commitment can
potentially be monitored. In our design we leave this deaitd the agent since the per-
spective of a commitment varies from role to role and ingtaiocinstance. For example,
a commitment between a merchant and a customer that statebeéhmerchant must ship
goods to the customer once a payment has been made, can baaradized in different
ways by the two agents. The customer might wait for a speaificuat of time before he
sends out a reminder or a failure notice. The merchant megid & shipment and track it
from point to point to ensure the goods are delivered on timeanother instance of the



same protocol, the customer might track the shipment idsaed could be responsible for
sending an acknowledgment to the merchant once the shipsy@aeived. Thus the same
commitment can be viewed differently by the merchant andotosr under different cir-
cumstances. Monitoring the commitments results in a maildd view of the interaction,
thereby providing the opportunity to detect errors and aal@s and recover from them. In
order to perform such event monitoring the agent might needtéract with other agents
by instantiating a new protocol or by subscribing to sensBgsincorporating events into
agents’ rules, all types of exceptions and opportunitiescapable of being detected and
handled.

1.6 Contributions

We place our event-driven agent architecture in a businmegeps framework based on
protocols called the OWL-P framework introduced by Destaal[2006H. In this frame-
work, agents’ behaviors are described via rules. By inc@afiuy events into agents’ rules
a more stable, robust and proactive business process iednac

Our contributions specifically include (1) an event-driegent architecture, (2) a spec-
ification language that combines event logic with rules,a3)ethodology to incorporate
events for fine-grained monitoring, (4) an algorithm to haldesigner derive high-level
(complex) event patterns, (5) an algorithm to manage sigignrs to low-level events,
and (6) exception handling with policies. This approachppli@d on some well-known
business scenarios. A proof-of-concept prototype has beplemented to demonstrate
the feasibility of the architecture. Some experiments hmeen carried out to demonstrate
the different perspectives of commitments and differeehacios under which event mon-
itoring proves to be useful.

1.7 Organization

Chapter2 discusses the background of protocol driven business gsaoedeling and
enactment, the specification language used for formalieuggt patterns and events. This



section also introduces a running example that we use to snade our approach. Chap-
ter 3 introduces the event processing language, and descrilaesdmplex event patterns
can be designed on the basis of the perspectives on a conmhit@teapted describes the
agent architecture and the steps by which event configaratid process monitoring takes
place in a typical business process scenario. Chamealuates the architecture with a few
use cases. Chaptérconcludes the work and discusses some related work.



Chapter 2

Background: OWL-P, Commitments
and The Specification Language

This chapter introduces some of the background conceptsassa basis for this work,
including the OWL-P framework, the specification languagedu® define complex event
patterns and describe commitments. It then proceeds todinte the running example
used for this thesis.

2.1 The OWL-P Framework

OWL-P, proposed by Desai al. [2009, is a framework for specifying and enacting
business processes based on protocolbuginess protocak a public specification of an
interaction. It is an abstract, modular and publishableigpation of rulesthat govern a
business interaction between two or more business pamnestes A protocol typically
addresses a well-defined business purpose such as payhipping, or order placement.
It is specified in terms of theommitmentamong the different parties.

The enactment of a protocol-based business process is plisbed via an interaction-
oriented multiagent system which is enacted as follows. grbocol dictates a set ofiles
which specify the business logic. Each agent that plays &cpkar role in a protocol,
fleshes out the skeleton from the public protocol, which Bscits perspective of the in-
teraction. The skeleton in combination with the privateibess logic of the agent, also



known as itgpolicies produces the agentlecal process Each agent hence programmat-
ically consists of a knowledge base it consults, a rule bagkedefines its local process,
and a queue to receive messages from other participatingsagBvery commitment or
message that is received or sent is asserted to the knowbadgeas a proposition. This
activates the rules and action is taken accordingly. Inexbalsed system if the LHS of any
rule holds, then the rule is fired and the action specified @RKS are enacted. A logi-
cal combination of the propositions in the knowledge baskmoiicies ideally constitute
the LHS of a rule. The business process is thus enacted bwadtien among the agents
following the rules of the protocol.
Figure2.1shows a scenario for the Shipping Protocol:

Receiver Sender Shipper

shipInfo(shipAddress)
regForShipOptions(shipAddress, *itemID*)
shipperOptionQuote(shipOption, shipperQuote)

CC(sh, se pa¥ToSthferProp(smpperQuote)

senderOptionQuote(shipOption, senderQuote) shlpmentProp teml

CC(se, r, payToSenderProp
(senderQuote), shipmentProp(itemID))

chooseOptlon(shlpOptlon senderQuote)

se, shipmentProp(itemID i ; ; : : .
pay oSender?PrOp sen%(erQuot()e)) shipOrder(itemID, shipOption, shipAddress, pickAddress)

CC(se, sh, shipmentProp(itemID)
payToShipperProp(shipperQuote))

shipment(itemID)

Figure 2.1: Shipping protocol scenario

There are three roles involved in this protocol namely, #eeiver, the sender and the
shipper. The receiver is the customer who purchased somefriten the merchant or the
sender. The sender uses a third party, i.e., the shippehipoatise item to the receiver.
The sequence of messages exchanged to enact this protectiawn in Figur€.1 The
terms in the parantheses following the message name irditafparameters or slots that
uniquely identify the messages. The commitments createtbaresented as CC(..). Com-
mitments are explained in Secti@2

Below are some of the rules for the Shipping protocol in thepféi’'s skeleton. The
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first rule indicates that if the shipper’s knowledge base (K@)tains a senderOptionQuote
message and its shipOrderPolicy is also asserted to the €B,tkie shipper should send
the receiver a shipOrder message and create a commitmestt imdicates that the sender
is committed to pay to the shipper if the shipper sends thensént to the receiver.
contains (KB, senderOptionQuoteProp (? senderQuote ,pOpition))

A contains (KB, shipOrderPolicy)

= send(Receiver ,shipOrder (? pickAddress ,? shipAddress ,

?itemID ,? shipOption))

A createCommitment(Sender, Shipper ,shipmentProp (?ieml
payToShipperProp (? shipperQuote))

contains (KB, shipOrderMsgProp (? pickAddress ,? shipAelgs ,? itemID ,
?shipOption)) A contains (KB, shipmentPolicy (?itemlID))
= send(Receiver ,shipment(?itemID))

2.2 Commitments

Commitments among agents represent the contractual abhgathat exist among
them. An agent can commit to bringing about a certain statearenvironment in which
it exists or to carry out a certain action. Commitments alwexist within a well-defined
social structure, which forms their contestifgh 1999. Commitments provide a power-
ful formalism for modeling and understanding interactiehavior in multiagent systems.
For example, a customer’s agreement to pay the price foteheafter it is delivered is a
commitment that the customer has towards the merchantatiéaks of commitments can
be detected; in some important circumstances, violatarseapenalized. Such enforce-
ability of contracts is necessary in practical settingsn&hie participants are autonomous
and heterogeneousgnkatraman and Singi999.

Commitments are formalized as follows: A commitm&(ix, y, p)denotes that the
agentx is responsible to the agewtfor bringing about the conditiop. Herex is called
the debtor, y the creditor, andp the conditionof the commitment. The condition can be
expressed in a suitable formal language. Commitments carbal€onditional, denoted
by CC(x, vy, p, g) meaning thak is committed toy to bring aboutg if p holds whereg
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is called thepreconditionof the commitment. For example, the conditional commitment
CC(c, b, goods(g), pay(p)) means that the customsrcommitted to pay the bookstore
b an amounp if the bookstore delivers the boakto the customer. When the bookstore
delivers the goods, i.e., when the goods(g) propositioddjdhe conditional commitment
CC(c, b, goods(g), pay(p)$ automatically converted into the base-level commitn@(at

b, pay(p))[Wan and Singh2009.

2.3 The Specification Language

We use the event-based linear temporal lages introduced by Sing?p03 for for-
malizing complex event patternkis the start symbol of the BNF for the languageZofin
this BNF, slantindicates nonterminals;— and| are meta-symbols of the BNF, /* and */
delimit comments, and all other symbols are terminals.

L, I — dep | depA I [*conjunction: interleaving*/
L, dep— seq | seqV dep/* disjunction: choice*/
L; seq— bool | event | event- seq/* before: ordering*/

L, bool — 0O | T

Dependency.A dependency is an expression generated byt specifies constraints on
the occurrence and ordering of events.

Event Literal Set. ' # {} is the set of event literals as generated by the nonterminal
event Each evene literal has acomplement. Intuitively, initially, neither an event
nor its complement holds; ultimately, one of them must hblgl.is the set of literals
mentioned in a dependen&y and their complemeiﬂ&IFor example, = {e,€}.

For a set of dependenci&s we defind p asllp = M.
D [D]1

Let us consider a simple example. In the Shipping ProtoebtheshipOrdersent by the
senderto the shipperbe denoted by and the shipment sent by tilséipperin response to
the shipOrdebe denoted by. Using these event literals, we can specify the constraint “
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shipmentcan only be received if ahipOrdermhas been sent in the Shipping Protocol” as a
dependencE =a- bV b.

2.3.1 Constraint Language Semantics

Forarunt € U, andl € Z, T E | means thal is satisfied over the run. This
notion can be formalized as follows. Hemg refers to theth item int andrt; j; refers to
the subrun of consisting of its elements from indéxo indexj, both inclusive |t| is the
last index oft and may bew for an infinite run. We use the following conventions in the
specification of semantics below; f, &, T, etc. are literalsP, E, etc. are dependencies;
1, ], k, etc. are temporal indices; andetc. are runs. The semanticsiofs

Myt Feiff (Ji:1=¢)
M,tELVLIiftELotTEIL

Mst =1 ALIff T E L andt E 1,

Myt = 1y - L iff (3i: 1) F 1 andTagol2)

Denotation. The denotatioffD] of a dependenciD is the set of runs that satisiy, i.e.,
[D]={t:1 ED}.

For example, the denotation of the dependemey Vv a is the set of runs in which there is
nob precedinga or, if there is ashipmentthe shipOrdemrecedes thehipment(a - b).

2.3.2 Residuation

Another important concept in this specification languagesguation. The residual of
a dependencip by an event is denoted byD/e and corresponds to the largest set of runs
satisfying the given dependency. Formallyc [D]/eiff (Vv : v €)e = (w € U, =
vv € [D])) The residual represents what remains in the dependencyaattrtain event
has occurred for the dependency to be satisfied on any runfollbeing are residuation
rules as given by Singh:

R]_O/e:O
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R, T/e=T

R (E1 A Ez)/e = ((E1/e) A (Ex/e))

R, (E1 V E;)/e = ((E1/e) V (Ex/e))

Rs (e.E)/e=Eife¢ g

ResD/e=Dife¢l'p

R; (€™ E)/e = 0if e € 'z whereeis any event literal

Ry (8-E)/e =0

Continuing with the above example, consider the dependandy- ¢, wherec denotes

a shipmentAcknowledgemersent by thereceiverto the shipper. The above dependency
encodes thatshipOrder(a) is followed byshipment(b) is followed byshipmentAck(c).”
The residual of this dependency wihis b - ¢, which is what is left to be done to satisfy
the dependency afteroccurs. The residual of this dependency with some othealite
however, is the dependency itself, since the dependensyranespecify whethex occurs.

2.4 Running Example

We illustrate our approach with an example interaction inclla shipper ships some
goods to a customer. The shipping protocol as shown in Figurends with aShipment
message from thehipperto the receiver But this message surely does not capture the
fact whether the shipment was actually delivered or not. éxample, theshippermight
have sent the package but it got misplaced on the way. Siecghthperis committed to
shipping the package once the payment has been made bgdbiger it is important for
him to monitor this commitment. This is where we incorporatent monitoring into the
shipping protocol. At the point when th&hipperreceives theshipOrdermessage from
the Sender it will initiate tracking of the shipment by subscribing theckpoints (e.qg.,
RFID sensors). When all such sensors return a positive resmortsfinally the receiver
too acknowledges the receipt of the shipment, shppercan confirm that the shipment
did really go through. Thus we refine the shipping protocainmjuding tracking in it. The
protocol can now be represented as shown in Figuze
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shipInfo(shipAddress)
reqForShipOptions(shipAddress, *itemID*)

shipperOptionQuote(shipOption, shipperQuote)

senderOptionQuote(shipOption, senderQuote) Sﬁéﬁﬁ‘éﬁfﬁrgg i'tl'eorﬁn:if))ferProp(shipperQuote),

CC(se, r, payToSenderProp .
(senderQuote), shipmentProp(itemID))

chooseOption(shipOption, senderQuote)

CC(r, se, shipmentProp(itemID), i i i i i i
pay oSendéFrJProp(sen%(érQuot)e)) shipOrder(itemID, shipOption, shipAddress, pickAddress)

CC(se, sh, shipmentProp(itemID i i
pay oShipperBrop(shipge(:rQuote))) trackShipment(itemID)

shipSuccess(itemID)
trackShipment(itemID)

shipSuccess(itemID)

shipment(itemID)
shipSuccess(itemID)
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Figure 2.2: Shipping protocol refined to include trackingseysors at two checkpoints

The protocol is hence complete only aftesipSuccessmessage is received from the

receiver. This protocol is more robust since it takes intosideration the possibility of

events that will provide extra information about the stattithe shipment.
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Chapter 3
Events in Business Processes

This chapter introduces our approach for achieving a pneaend reliable protocol-
based business process enactment model. It introducese¢heéfrocessing Language used
to describe events and to incorporate them into business.rut describes role-specific
perspectives of commitments and how they can be used to dedueplex event patterns
for fine-grained monitoring of processes.

In our approach, events are incorporated into the protbaséd enactment framework
of OWL-P. The rules and policies are refined to accommodatateveThe receipt of a
message is a simple event. A simple event source could befaing fmllowing:

e Agents participating in the protocol enactment

e Sensors (e.g., RFID sensors) which can provide informatimutexternal condi-
tions that may have an effect on an interaction

e Other software applications (e.g., timers, databases etc)
e Other non-participating agents

Complex events are aggregations of simple events that pamds to a significant busi-
ness situation. Every agent decides the situations orictiens it wants to monitor based
on its own perspectives of commitments. Each agent formgptaevent patterns based
on these situations. The agents are event processors thesysad detect complex events
in stream by making meaningful sense of lower-level evefitsey employ the pattern
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matching technique to do so. Consequently, the agents medetécted complex events by
triggering rules.

3.1 Event Processing Language

This is the specification language that combines event lditrules. Event Process-
ing Language (EPL)Albek et al, 2009 comprises the following: Event Type, Complex
Event Patterns formalized by an Event Pattern Language ales$ Rith Events incorpo-
rated into them.

As Chandy describe£(05 events are processed via rules of the form:

WHEN reality deviates significantly from from expectatien
THEN respond

Let us elaborate this rule by stating that if a simple eventioceand its occurrence leads
to the satisfaction of some condition or a complex event e action should be taken.
The processing of an event is hence split into two steps: ianghich if a simple event
occurs, a complex event pattern is evaluated to see if therewe of the simple event
affected it; and two, in which if a complex event pattern i8s$&d then an action is taken.
In order to express the WHEN clause or the first part of the mieuse arEvent Type
to represent a simple event aGdmplex Event Patternf®rmalized by anEvent Pattern
Languageo represent the condition. The THEN clause is representéuisiness rules.

WHEN complex event pattern evaluates to true
THEN activate business rule

3.1.1 Event Type

An event typespecifies the template to represent a simple event. Eventearesented
as tuples of data as described irufkham 2003. We represent an event by the tuple
e(messagesourcg where message and source predefined public attributeg uckham
2002, denoting the message that causes the event and the evece s&vent could also
be represented a&fcommitmentself) which denotes a commitment in the agent’s own
knowledge base. In accordance with our running examplenplsievent occurs when a
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shipment message is received from Checkpdaytthe shipper. (Checkpoinis abbrevi-
atedP; below.) This can be represented by evenase;(shipSucceqstemID), P;). Or

if we consider the commitmetC(se sh, shipmen(...), pa\...)), we can represent this
by an event at the sender’s KB as:

ec.(CC(se, sh, shipment. . .), pau...)), self)

3.1.2 Event Pattern Language

We use the event-driven linear temporal logic of Secfidhas theevent pattern lan-
guage[Luckham 2007 to formalize complex event patterns in our system. An examp
complex everdr dependency i® = a-b Vv a\Vb. Thecomplex evend [Luckharm 2007
is generated from thaggregationof simple events,, e,, ande;. Here,A and- arepattern
operatorsthat express the relationship between the events as imteddn Sectior2.3.
This expression checks for completeness of the event, dher aords, thakE is valid. In
our approach we differentiate between the occurrence ofant@nd the conditions that
would constitute its non occurrence. Hence, we create a leongmtary pairE andE.

The above dependendy is split into an evenkE and its corresponding complement
E in order to distinguish between the desirable and the uratgsi conditions. We get
E =a-b, andE = a-b = aVvh. HoweverE does not capture all the conditions under
which E would fail. In order to ensure the non-occurrenceEofve addb - a to E, hence
resulting inE =aVvbVb-a. The evenE occurs only ifa occurs, followed. E occurs if
a does not occur dr does not occur or the occurrenceba$ followed by occurrence .
The second expression, hence, represexisptionsn the system.

Continuing with our running example, we could express a ssfaéshipment by the
complex event,

E = ey(shipSuccess. .), P1)- ex(shipSuccess..), P,) - e3(shipSuccess. .), Receivel

Or, more simply a& = e; - e, - e3. An exception will be detected if this sequence of events
does not happen.

We restrict our sequence expressions to have at most twamgefor each operator.
Hence the above expression can be reducds to e; - e, A e, - e3. The implication of
this pattern is that if the events, e,, ande; occur sequentially, then a complex evént



18

occurs, which has a significance and a consequent actiaeri&sator such normal complex
events are designed by protocol designer once he has debigledmmitments it wishes
to monitor. The corresponding exception willBe= g1 Ve;VeEz Ve, -e1Ves-€, Ves- €.
Derivation of exception patterns from events have beeragxgdl further in Sectiod.2.1

3.1.3 Event Incorporated Rules
Business action rules are represented in JES®&dman-Hil| 2003 according to the

pattern:

condition = action

The condition is the evaluation of a complex event pattetnue. The action is any subse-
guent process that follows. Examples of actions are:

¢ Instantiate a protocol. It could be the same or a differentqmol. This leads to
nested protocol enactment.

e Send messages to other participating agents.

¢ Call another application.

On incorporating events into the typical OWL-P rules for thepping Protocol intro-
duced in Sectio2.4, the rule would look like:

contains (KB, shipmentEvent)» send(receiver, shipment(..))

whereshipmentEvents the complex event formed by aggregating simple events
shipOrderEventP, SuccessEvenandP, SuccessEvent

shipmentEvent= shipOrderEver{tshipOrderMsgse) - P;SuccessEvefishipSuccessMsgPy) -
P, SuccessEvefishipSuccessMsg)

A detected exception is handled by activating an exceptamdhng policy. Exception
pattern generation and exception handling rule generdtavwe been described in more
details in Sectiod.2
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3.2 Monitoring Decisions

As discussed in Chaptdl, event monitoring is injected into a business protocol at
specific points that require special attention. How doesdewde what business events
are significant enough to be monitored? What analysis is redjin design these complex
event patterns? To be able to take such design decisiondetigner must be aware of
the business needs and goals of the agent. For example,@eskpo intends to serve
preferred customers better, may choose to track the iteougfr checkpoints. The same
shipper might refrain from tracking shipments for an ordyneustomer. Thus the same
process may be enacted in several ways depending on the ofebdsagent. This can be
understood in terms of perspectives on commitments.

The perspectiveof a protocol for a particular agent is the enactment of theqmol
under specific circumstances suiting the agent’s own petptiss a customized version
of the protocol that an agent enacts on the basis of the dasi&i makes for monitoring
commitments. The decision to monitor and hence the desigmeafomplex event patterns
depend on the agent’s perspective of the protocol.

Every commitment in a protocol involves some condition the¢ds to be satisfied as
discussed in Sectidh 2. Since commitments are contracts or obligations, it is irtgod to
ensure that a commitment is satisfied. Satisfying the cmmdrequires some interactions
and actions by the agent. These interactions or actionssai@ly messages exchanged as
part of the protocol. However the high-level interactionosdt guarantee that the condition
was satisfied. For example, shipping out a package does aocamfee that the package
was delivered under circumstances that the parties agmreedgain the shipper, sender
and customer might deal with the same interaction, i.epphg the package, in different
ways. These tailored versions of a protocol enactment aragknt’s specific perspectives.
Let us illustrate perspectives with the following scenagontinuing with our shipping
example. In the shipping protocol a commitment is creatating that if the receiver
makes a payment, the sender will be committed to sendinghipengent to the receiver
within a specific time. Another commitment is created betwine sender and the shipper
that specifies that the shipper, on receiving a ship orden fitee shipper, must send the
goods to the receiver within the agreed upon time.
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The protocol is enacted as follows: Once the receiver makesyenent, the sender
sends a shipOrder message to the shipper, who then sendsigheest to the receiver.
These high-level interactions are specified by the protadek. We break this entire piece
of action into multiple subactions depending on the roledbent is playing. These set
of subactions are simple events that are aggregated to fagrhigh-level complex event
patterns which are of significance to the business.

Each perspective gives rise to a set of complex events whelagent monitors and
handles. Our tool aids the designer in deriving exceptidtepas from the event patterns
automatically. Different perspectives specific to the rahel instance of the protocol are
described below.

3.2.1 Receiver’s Perspective of the Shipping Protocol

The receiver’s perspective might be to track the shipmettt tie aid of RFID sen-
sors at intermediate points and a timer. This is illustranegigure3.1 Depending on the
outcome of this monitoring the action of the receiver mayyvadihere are three situations
shown in the figure. If the shipment is received within thesggirtime, it sends a receive ac-
knowledgment (shipRecvAck) to the sender. If the shipmeshndit reach an intermediate
checkpoint, it sends a delay alert (shipmentDelayAlerthéosender. If the timer timed out,
i.e., the shipment did not reach it within the agreed uporiinwill notify the sender of
the failure by sending the shipmentFailure message. UBm@tent processing language
introduced in SectioB.1, we can express the complex events and rules as follows:

Shipment received within the agreed upon time:

shipmentReceivedEvent shipmentEver{tshipmentMsgsh) - P, SuccessEvefishipSuccessMsd )
- P,SuccessEvefishipSuccessMsg>)

shipmentReceivedEvent- shipmentRecvAckA stopTimer

shipmentFailureEvent shipmentEver{shipmentMsgsh) - timeoutEventtimeoutMsg timer)
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Timer Checkpoint2 Checkpointl Receiver Sender Shipper

chooseOption(shipOption, senderQuote, time)

CC(r, se, shipmentProp(itemID,time),
pay ToSenderProp(senderQuote))
shipOrder(itemID, shipOption, shipAddress)
CC(se, sh, shiBmentP_rop(itemID,time),
pay ToShipperProp(shipperQuote))
. ) shipment(itemID,time)
startTimer(time)
trackShipment(itemID)

shipSuccess(itemID)

trackShipment(itemID)

shipSuccess(itemID)
shipmentRecvAck(itemID)

stopTimer(time) shipSuccess(itemID)

Checkpoint2 Checkpointl Receiver Sender Shipper

chooseOption(shipOption, senderQuote)

CC(r, se, shipmentProp(itemID) shipOrder(itemID, shipOption, shipAddress)
pay osénderProp(sencferQuote'))
CC(se, sh, shiBmentP_rop(itemlD,time),
pay ToShipperProp(shipperQuote))
shipment(itemID,time)
trackShipment(itemID)
shipSuccess(itemID)

trackShipment(itemID)
shipFailure(itemID)

shipmentDelayAlert(itemID)
shipmentDelay(itemID)

Timer Checkpoint2 Checkpointl Receiver Sender Shipper

chooseOption(shipOption, senderQuote, time)

CC(Ir_, se, shipmentProp(itemIDtime),
payToSenderProp(senderQuote))
shipOrder(itemID, shipOption, shipAddress)
CC(se, sh, shiBmentP_rop(itemID,time),
pay ToShipperProp(shipperQuote))
. . shipment(itemID,time)
startTimer(time)

trackShipment(itemID)
shipSuccess(itemID)
trackShipment(itemID)

timeout(itemID
( ) shipmentFailure(itemID)

shipmentFailure(itemID)

Figure 3.1: Receiver’s perspective of shipment in the shigprrotocol
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3.2.2 Shipper’s Perspective of the Shipping Protocol

The shipper’s perspective of the same interaction is to seher and get an alert if
the shipment was not delivered within the agreed upon timeé. In that case he would
re-send the shipment. In another instance of the same piotihe shipper might de-
cide to take the responsibility of tracking the shipmenbtiyh the inventory till its final
destination. This is similar to the running example desatin Sectior2.4. Both these
perspectives are shown in Figue€2 The events for the shipper would be as follows for
the first instance:
shipmentResendEvent shipmentEver{shipmentMsgself) -
shipmentFailureEvef$hipmentFailureMsgse)

For the second instance the complex events and rules aredeffollows:

shipmentSendEvent shipOrderEver{shipOrderMsgse) - P; SuccessEvefishipSuccessMsdPy) -
P,SuccessEvefishipSuccessMsg)

shipmentSuccessEvert shipOrderEveritshipOrderMsgse) - P, SuccessEvefshipSuccessMsd:) -
P,SuccessEvefishipSuccessMsg>) -
Receiver SuccessEvefishipRecvAckMsgre)

contains(K B, shipmentSuccessEvent) = send(se, shipmentSuccess)

contains(K B, shipment Failure Event) = shipmentFailurePolicy

3.2.3 Sender’s Perspective of the Shipping Protocol

The sender has a different perspective. The sender, wha imégbbligated to serve
the receiver better since it is a premium customer, mighideeio inquire with the shipper
after half the time has elapsed if the shipment will make thimithe remaining time. Or he
might choose to remain passive and forward all messagestfremeceiver to the shipper.
For the first scenario some of the events and rules are asvillo

shipmentSuccessEvent startTimerEverstartTimerMsgself) -
shipmentReceivedEveghipRecvAckMsg Receiver)

contains(K B, shipmentSuccessEvent) = send(Shipper, shipmentSuccess)
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Receiver Sender Shipper Timer

chooseOption(shipOption, senderQuote, time)

hi tP temID, i i i i i i
pay Ossee:dél?g}gg sé%%((let%rbot |)r)ne) shipOrder(itemID, shipOption, shipAddress)

CC(se, sh, shleentProp(ltemlDUme)
payToShipperProp(shipperQuote))

shipment(itemID)
startTimer(time)

shipmentFailure(itemID)

shipmentResent(itemID,newTime)

startTimer(newTime)

Receiver Sender Shipper Timer Checkpointl | | Checkpoint2

chooseOption(shipOption, senderQuote, time)

hi tP temlD,ti i i i i i
pay(rossee:dé;?mgg sé%%%%?;ote')?e) shipOrder(itemID, shipOption, shipAddress)

CC(se, sh, shleentProp(ltemlDtlme) startTimer(time)
payToShipperProp(shipperQuote))
trackShipment(itemID)
shipSuccess(itemID)
trackShipment(itemID)

shipSuccess(itemID)

shipment(itemID)
shipRecvAck(itemID)

shipmentSuccess(itemlID)

Receiver Sender Shipper Checkpointl Checkpoint2
chooseOption(shipOption, senderQuote, time)

se, shlpmentProp(ltemID time),

pay ToSenderProp(senderQuote)) shipOrder(itemID, shipOption, shipAddress)

trackShipment(itemID)
(.F,e sh, shi mentProp(ltemIDnme)
pay OSh|pper rop(shipperQuote)) . .
shipSuccess(itemID)

trackShipment(itemID)

shipFailure(itemID)
shipmentDelay(itemID)
trackShipment(itemID)

Figure 3.2: Shipper’s perspective of shipment in the shmigprotocol
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payroSSee S dé?g}gg(sg%%(é FQ”E: otel)r)ne) shipOrder(itemID, shipOption, shipAddress)

CC(se, sh, shiBmentP_rop(itemlD,time),
pay 1 oShipperProp(shipperQuote))

startTimer(time/2)

shipment(itemID)

halfTimeout
shipmentStatus(itemID)
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startTimer(time/2)
shipRecvAck(itemID)

shipmentSuccess(itemID)

Receiver Sender Shipper Timer

chooseOption(shipOption, senderQuote, time)
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halfTimeout
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statusDelay(newTime)

shipmentDelay(itemID)

Figure 3.3: Sender’s perspective of shipment in the shgppnotocol
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Chapter 4
Architecture and Process Monitoring

This chapter first describes the event-driven agent acthite. It then describes in de-
tail how agents are configured to accommodate events anaiesblow process monitoring
takes place.

4.1 Architecture

Our event-driven agent architecture is shown in Figlife The agent primarily con-
sists of a rule base (RB), a knowledge base (KB) and an eventgs@cgEP). Incoming
messages from several event sources are processed by tB& BPtecting an event, the
EP stores the event in the KB. The KB then activates rules inulesbase. In case of rules
where events have not been introduced, the message idydstwted as a proposition in
the KB which consequently activates protocol rules.

The event processor is the heart of the agent. Itis simildrg@oncept of the Enterprise
Service Bus [flarechaux 2006 except that the subscriptions in the event processor are
based on state changes and these subscriptions can belyptiraaaged.

These are the tasks carried out by the event processor:

e Receives messages and transforms them into events confptmihe event type
explained in SectioB.1

e Aggregates lower level events to form complex patterns.chizd these patterns by
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Figure 4.1: Event-driven agent architecture

residuation of the complex events with simple events.

e Manages subscriptions to event sources depending on tke iard/hich it expects
events to occur and depending on whether the agent chooseldoribe selectively
or not.

The following modules constitute the EP:

Adapter. The adapteris the entry point for messages. It transforms incoming agss
into events conforming to the event type which will be ddsediin Sectior8.1 Such
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events are then handed to thattern matcher

Pattern Matcher. The Pattern Matcher is responsible for aggregating simygats via
complex event patterns available in thettern repositorylt is hence responsible for
detecting expected patterns in the incoming events. It teno@ of two components:

e The pattern repositorymaintains the current state of the event and exception
patterns. It is initialized during the configuration of thE &ith the new event
patterns, as designed and exception patterns, as derived.

e Theresiduatorperforms residuation as explained in Sectib8 on the event
patterns in the pattern repository and updates its statnylbf the dependen-
cies or event patterns evaluate to true, that event is asstertthe knowledge
base. Further, the Pattern Matcher activates the subsdrimective subscrip-
tion is turned on.

Subscriber. The subscriber consults the pattern repository to deterthimupcoming sim-
ple events that might lead to the occurrence of a complextevenecides which
source to listen to next, in order to get relevant informatiSelective subscription is
optional.

4.2 Event Configuration

At the beginning of the protocol enactment, the agent uraks@n initial setup phase
called Event Configuration. Event configuration involvesftiilowing distinct tasks:

e Generation of complex exception patterns from high-levehé patterns.
¢ Initialization of the Pattern Repository with event and gt patterns.

e Generation of exception handling rules.

Event configuration with the aid of our tool has been shownigufe4.2
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Pattern Matcher
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| adapter | subscriver

Figure 4.2: Event configuration

4.2.1 Deriving Exception Patterns

Complex event and exception patterns are formalized by ttterpdanguage described
in Section3.1.2 The event processor derives patterns of exceptions froavamt pattern
E in two simple steps.

e Complementing the complex evdatto generate all possible conditions correspond-
ing to E not happening. This pattern is representecEasas explained in Sec-
tion 3.1.2
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¢ RefiningE by eliminating conditions that cannot happen or are unastimg. This

step requires designer input.

The failure of the shipment event, i.eShipmentEventor E, is computed by the

Exception Pattern Generatde = €;-¢€, V & - €. On simplification, we obtaifE =
e VE, VEz Ve, eV es-e;according to our event pattern language.

This complex event pattern can further be simplified by fitigiout events that have no
possibility of occurrence. For examp8, e; indicates that th®, sends a success message
beforeP;. This is an impossible sequence. Or even if such a sequercespcnder the
circumstance thaP,; somehow misread and gave an erroneous response, the oceurre
of e, - e; would indicate an error. Thus this sequence can be remowvettiie exception
patternE. Similarly e; - e, can also be eliminated. Another example where a simple
event may be filtered out is where an agent has subscribedittea tb receive an alert
after some elapsed time to ensure eveiccurs before the timeout occurs. This can be
represented by the event patteris= x - timeout andE = X \ timeout V timeout - x.
The eventimeout can be ignored since it has no significant effect. Hdaeeould reduce
to E = X V timeout - X.

The agent may also choose to be specific about a particulepean. For example,
it may decide to split the entire exception pattern intoedd#t simple exceptions. It may,
hence, choose to monitor the occurrence;oé; andesz as separate exceptions each leading
to a different course of action. The task of elimination ifpened by theexception pattern
filter or EPF with the aid of human input.

The EPF takes a set of everi&’as input from the protocol designer and performs
E — E™to generaté,,. Here,E., = &1 V & V &. This is the exception dependency that
the agent will check for in addition to the normal evéntThis exception can called Ship-
mentException. The combination of ShipmentEvda) @nd ShipmentExceptiorEgy)
completes the check for a successful shipment. Fagern Repositoryf the Pattern
Matchermodule is initialized with such sets of event patterns amrd ttorresponding ex-

ception patterns.
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4.2.2 Generating Exception Handling Rules

Detected exceptions are handled by a new set of rules geddbgtthe agent. The
rules state that the agent’s internal policies should lggétied on occurrence of an excep-
tion. Policy-driven exception management separates éweepandling from the normal
business logic4eng et al, 2009. The action taken is independent of the protocol and is
the agent’s own private decision. The policy might be a sargation like sending a mes-
sage or could be something more complicated like initiatingther protocol. The latter
would lead to nested protocols arising from event occueen¢his gives a flavor of a truly
event-driven protocol-based business process enactment.

For example, continuing with our previous example, the taleéandle the exception
Eex is

contains (KB,EBx) = EexPolicy (...)

or
contains (KB, ShipmentException}( ShipmentExceptionPolicy (..)

This rule means that if the eveShipExceptiorexists in the knowledge base t&&ipEx-
ceptionPolicyof the agent should be consulted to take a decision of thessapgaction.

The ShipmentExceptionPolicy is an internal business aetef the shipper. It might de-
cide to act in several ways, some examples of which are gietawb

e Resend the package and thereby reinitiate this entire goces
e Send a message to the customer informing it of a delay.

e Delegate the control of action #, who reported an exception, who in turn might
track the shipment via another checkpoint. This leads tcsgedeshipping protocol.

Algorithm 1 describes how event configuration takes place. It takes af sstmplex
event patternk as input and produces a configured event pattern repositdrgraupdated
set of rules.
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1 Procedureconf i gur eEvent (E, EY R): Configures the event pattern
repository with events and exceptions and generates eandmndling rules
input : A set of complex event patteriis set of exception filtering patterrs’

and a set of ruleR
output: A configured event pattern repositofyand an updated set of rul&s

2 T —{}

3 foreachE, in E do

4 T —TUEqp;

5 | Eexn < En—ED

6 R = gener at eRul e(Eex_n, R);

7 T —TUEen;

8 Proceduregener at eRul e (Eex, R): Generate exception handling rules for
exceptionEey and add it to the set of ruld®
input : ExceptionE.x and a set of ruleR. R = {r} wherer = (E, A). E isan

event that triggers the rule to take an actn

output: Updated set of ruleR

9 E = Eex;

10 I.A = EgPolicy;

11 R~ RuUT;

12 return R;

Algorithm 1: configureEvent(E, EY R): Configures the event pattern repository
with events and exceptions and generates exception hgmrdlies.

4.3 Process Monitoring

Process monitoring involves the following phases: EvewicEssing, Selective Sub-
scription and Exception Recovery.
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4.3.1 Event Processing

Once the event processor has been configured at the begiminihg protocol enact-
ment, the agent is all set to begin monitoring. The runtimaitooing occurs in the order
specified in Figuret.1. Continuing with our running example, let us consider thegér
agent who has committed to ship an item to the receiver. Iskasout the shipment and
is now beginning to track the package. After deriving iteriml the shipping protocol, the
events ShipmentEvenE( and ShipmentExceptiorE¢,) have been derived and stored in
the pattern store as explained above in Secfi@ The shipper needs to match the event
patternE = e; - e, - €3 and exception patterk = &; V &, V €3. It has subscribed tB;
in order to get information about the status of the packageeV¥j receives the pack-
age and forwards it to the next destination, it sends the ageskipSuccess(iteml D) to
the shipper. The sequence of action that occurs after tlegpteaf the message (Step 1 in
Figure4.1) is described in the following subsections.

Transformation

Event transformation (Step 2 in Figudel) is the process of converting a message re-
ceived to a simple event conforming to the event templaterdes] in Sectior8.1 The
transformation of an incoming messagkinvolves setting the message and source fields
for an event appropriately based on the message. For examgssagshipSucceqstemID)
from Py is transformed into evemrt (shipSuccegstemID), P,). The adapter then forwards
this event to the pattern matcher asking if this messagerhasféect on any events in the
pattern repository.

Pattern Matching

The pattern matcher performs residuation (Step 3 in Figubeon all complex event
patterns in the pattern repository with this event. Theitietd residuation is explained in
Section2.3.2 The complex event pattern in the pattern repository thdsae to:

E/e; = (e1-e3)/e; N (ex-e3)/e; orE/e; =e; - e3

If any complex event pattern evaluates to true due to theroeece ofe;, then that
event is stored in the KB as a proposition (Step 4 in Figud®. If the occurrence the
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complex event activates some rule in the rule base (Step furd4.1), the consequent
action is taken. The action might involve sending messagegher agents as a part of the
protocol (Step 6 in Figurd.1). These sent messages are again fed to the adapter (Step 6
in Figure4.1) to be transformed to simple events which might affect theglex patterns

in the pattern repository. Next the pattern matcher ads/étie subscriber if selective sub-
scription is turned on (Step 7 in Figudel), analyze event trends, and selectively subscribe
(Step 8 in Figuret.1) to different event sources based on its prediction of whghivhap-

pen next and who might be responsible for it. This concepxjpdagned in more detail in

the Sectior.3.2

Action

As discussed earlier is Secti@nal, the action to be taken is driven by business rules.
These rules are stored in the rule base. On the occurreneemifte, if the rule base con-
tains the rulee = x, actionx will be implemented. For example, forshipmentEvente,
the following rule is activated.

contains (KB, E)= send(receiver, message)

This shows how the task of event monitoring is divided betwiw Event Processor
and the Rule Base. The event processor evaluates and detegilex@ventE and the
Rule Base executes business rules wiestcurs.

The event processing steps as described in this section@maarized in Algorithn®.

4.3.2 Selective Subscription

In our architecture the agent has the option to turn on seéesubscription by which
it can minimize the number of event sources it needs to sifests. While evaluating a
complex event pattern, if a particular simple event thatag pf the aggregation occurs,
looking at the pattern the agent can tell what to expect necttfeom which event source
to expect it. It will then subscribe to the expected event@@and may unsubscribe itself
from all sources that will have no further influence on itss@@ng. The advantage of
this is when the agent is part of a huge distributed networkrevlthere are thousands of
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1 Procedurepr ocessEvent (T, M): Event processing is done in three steps.
Transform Messag® to e. Residuate the set of event patterns and exception
patterns in event repositofly with e. Get a set of event sources to subscribe to.
input : An event pattern repositorly, a messagi
output: A residuated repository 5 a set of simple event sourc8s,, to

subscribe to.

2 eem =M,

3 e.s = M.sender;

4 Seup =1{};

5 foreachE in T do

6 E =E/e;

7 if (E == T)then

8 t updat eKB (E);

9 Ssup = subscri be(E);

10 f&each EexinT do

11 Eex = Eex/¢g;

12 if (Eex == T)then

13 t updat eKB (Eex);

14 Ssub = Seup U Subscri be(Eex);
AIgo}ithm 2 : processEvent(T, M): Process events with the help of the complex

event patterns stored in the event reposiibryn the receipt of a messalye

event sources, it does not need to waste time and memory @ershibg to sources that

would not assist in its decision making. For example, cagrsaah airline service that listens
continually to a weather service that informs it of the cotngeather. Now suppose there is
a serious threat like a hurricane that the weather serviocents the airline service about.
But the weather service does not know the details of the fameido predict the exact
time and place based on which the airline will need to divisrflights. The airline can

then subscribe to a specific service called the emergeneicsavhich has been set up for
the emergency situation and gives more detailed informatat the airlines needs. The
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airline, however, does not need to subscribe to the emeydgemdcane service on a regular
basis.

We demonstrate selective subscription with our runningrg®a. Saye; has occurred.
On residuatinge with e;, the complex event patterda reduces toE = e, - e3. The
shipper can then subscribe to the source,¢$hipSuccegstemiD), P,), which isP, and
may unsubscribe itself from the sourceegf which isP; since it does not need any more
information fromP;. If e; had not happened, i.e., the package did not reach the first
checkpointP,, it would not make any sense to listenRg. Since the events are specified
in a particular order, it is easy to predict what to expect aexi from which agent. In some
cases the agent may need to query its own knowledge basedk fthiea particular event
in order to residuate patterns in the pattern repository.

Algorithm 3implements Selective Subscription using our event paléerguage. Every
event pattern is represented by a binary tree similar to tieestiown in Figurét.3. The
dark arrows indicate the node that is being subscribed tevéty step, the set of nodes to
be subscribed to is computed.

After the first round of residuation, the subscriber will sabbe to all those event
sources that are theft children of a *’ node, and to all other sources that are children
of ‘A’ or V' nodes. This implies that if a complex event evaluates te far a number of
simple events AND’ed or OR’ed together, then subscribe tocgsuof all events that are
operands of the AND or OR operator. If, however, there is goa operator-*, then
subscribe to the source of the event which is the left opeoatite temporal operator, i.e.,
which will occur first. This management of subscriptionsescribed in Algorithn8.

Test Cases to Demonstrate Selective Subscription

We used different order of simple events on some complex @aterns to demonstrate
event monitoring, selective subscription, and exceptietection and recovery. We use
the complex event patterea = (e; - e, V e4 - €5) A €6 and a refined exception pattern
E =& Vve2- -elVve. We use different orders of occurrence of the simple events
ey, 4, €5, andeg to evaluate how selective subscription takes place. Itidesn from the
expression that ieg occurs first, then the rest of the sources need not be subddimb
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Event Pattern E =ele2\e2.e3 s~ {}

Nmax =3
()

Saw={el,e2}

ol § ; Elel § v
(") Q Neo

8

Saun= {€2}
Ele2 >\J Ele:
Ssub= { }
N=2
Ssub: {63}
N=3
E/e3 i v
Ssub={}

Figure 4.3: Selective subscription for a complex eventgpatt

Hence, though the agent could have subscribed to six evartes) it ends up subscribing
only to one event source in order to enact the process.
Figure4.4 shows the result of the evaluation of complex eVeérdue to the occurrence
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1 Proceduresubscri be (E): Find the set of event sourc&sto subscribe to for
a Complex Event Pattera
input : A complex event patter& = (ey, ) wheree = (m, s). e is a simple
event represented in terms of messagand its source
output: A set of simple event sourc&= {s«}

2 foreachdependency D in E do

w

foreach sequence seq in D do
if (seq ==e; -e€;) then
5 t S—Sue;s;

6 return S;

N

Algorithm 3: subscribe(E): Find the set of event sourc8sto subscribe to for a
Complex Event Patter&

of the simple events in different orders. At every step waesent the total number of
subscriptions made till that step, by the numbkr In many cases the expression can be
evaluated without the need of subscribing to all event sesirin other words, if the number
of available event sourcesMmax, in most of our test®N < Nax. Thus the resources and
computing power that would be required to subscribBtax — N event sources, is saved.

4.3.3 Exception Detection and Recovery

Exceptions are detected as soon as any of the Exceptiomzaéealuate to true. Let
us consider the circumstance in which aferoccurs and them, fails due to a missing
package aP,, i.e., €, occurs. On residuation of all the current patterns in théepat
repository withe,, the exceptiorEex = €, V ez, will evaluate to true. Thus, a specific
exception is detected by aggregating simple events.

Once an exception is detected, it is stored in the KB. Théikjsis stored in the KB
and it activates thé&.,Policy in the rule base. The policy reflects the agent’s decision
making, independent of the protocol. As explained in Seeti@.2 the sender could resend
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Nmax =5
S ={el,e2,e4,e5,e6}

Ssuh:{}
N=0

T

Ssup= {€1,e4,e6}
N=3

Saub= {€2,e4,e6}
N=4

Ssup= {€6} i
N =b4 E/e6 Ssub= { }

N=4
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Exception Eex = e4\e2.ell e
(after refining by EPF) Nmax = 4

S ={el,e2,e6}
Ssub= {}

O

Saub= {€4,e2,e6}
N=3

(V) S (0
@ (3

Ssun= {€4,e5}
N=3

E/e5

Ssubz{}
N=3

Figure 4.4: Selective subscription

the package and the shipper could start a whole new trackimtgqol leading to nested
protocol instantiation or the shipper could just send a ags$o the receiver notifying it
of a delay.

This exception handling mechanism is forward error recpier, it involves transform-
ing the system components into any correct statesfian 1989 as opposed to backward
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error recovery, which is based on rolling system componleatk to the previous correct
state. Forward error recovery, using exception handlinghaeisms, is extensively ex-
ploited in the specification of composite web services ireotd handle error occurrences.
For instance, in BPELAWSEPEL, 2003, exception handlers (referred to as fault han-
dlers) can be associated to a (possibly nested) activitihatosithen an error occurs inside
an activity, its execution terminates, and the correspundkception handler is executed.

The different types of exceptions, i.e., basic, expectetarexpected exceptions can
be handled by our approach. This has been demonstrated liffient use-cases in
Chapterb.

4.3.4 Nesting of Protocols

In order to achieve process monitoring we often find prot®being instantiated during
the enactment of another protocol. Nesting of protocols wagur in order to monitor
events or as a consequent action of an event.

For instance, in our running example, we introduce sensdratk a shipment. The in-
teractions between the sensor and the shipper can be pt¢eibe specified by a protocol
called the Tracking Protocol shown in Figuté. In order to communicate with the check-
points during the shipping protocol enactment, the shippstantiates a tracking protocol
with the checkpoints. Thus the tracking protocol is nestébiavthe shipping protocol for
process monitoring.

Nesting of protocols may also occur as a consequence of sotio@.aFor instance,
in our running example, as a consequence of a shipment de&ayeceiver might decide
to instantiate a new shipping protocol by providing a newpplng address. However it
may receive the shipment it is expecting before the secostdnce of the protocol can
be enacted completely. In that case, it halts the secondniostand completes the first
instance of the protocol. This is demonstrated in Figu The messages exchanged as
a part of the first instance of the protocol are shown in satield while the interactions in
the second instance are shown by dotted lines.
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Receiver Sender Shipper CheckPointl = CheckPaoint2
shipInfo(shipAddress)
reqForShipOptions(shipAddress, *itemID*)

shipperOptionQuote(shipOption, shipperQuote)
senderOptionQuote(shipOption, senderQuote)

chooseOption(shipOption, senderQuote)
shipOrder(itemID, shipOption, shipAddress, pickAddress)
trackShipment(itemID)
shipSuccess(itemID)
trackShipment(itemID)
shipSuccess(itemID)

shipment(itemID)
shipSuccess(itemID)

SHIPPING PROTOCOL TRACKING PROTOCOL
Tracker CheckPoint Tracker CheckPoint
trackShipment(itemID) trackShipment(itemID)
shipSuccess(itemID) shipFailure(itemID)

TRACKING PROTOCOL

Figure 4.5: Tracking protocol nested within the shippingtpcol
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Receiver Sender Shipper CheckPointl | CheckPoint2
shipInfo(shipAddress)

reqForShipOptions(shipAddress, *itemID*)

shipperOptionQuote(shipOption, shipperQuote)

senderOptionQuote(shipOption, senderQuote)

chooseOption(shipOption, senderQuote)
shipOrder(itemID, shipOption, shipAddress, pickAddress)
trackShipment(itemID)
shipFailure(itemID)
shipDelay(itemID)

shipInfo(newShipAddress)
reqForShipOptions(newShipAddress, *itemID*)

shipment(itemID)
shipSuccess(itemID)

Figure 4.6: Shipping protocol nested within another insgéaof the shipping protocol
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Chapter 5
Evaluation

This chapter describes the prototype implemented and thecases to evaluate our
approach. The use cases cover different types of exce@imhspportunities.

5.1 Prototype

We demonstrate the feasibility of the architecture by im@ating a prototype. Each
agent is an independent J2EE application running multipbseription and point-to-point
communication channels with other agents and sensors.uldbase and knowledge base
have been implemented using JE$S4dman-Hil| 2003. We enact the local process of
an agent by generating the Jess equivalent of its role sketetd business logic stubs.

Figure5.1outlines the typical steps that need to be taken to configuegant.

Initially, the protocol designer who wishes to incorporptecess monitoring, needs to
decide the specific events he wishes to monitor. He is aidéddb ommitment Generator.
The Commitment Generator takes input from the public prdtspecifications and gener-
ates all the commitments that will be created during thequatenactment. The designer
uses this to decide which commitments it wishes to monitpedding on its perspective.
Based on his analysis, he designs the complex event patterns.

The exception generator helps to derive exception patteans the complex event
patterns. The pattern repository is initialized by thedgpas. Pattern matching is imple-
mented using Java Regular Expressidhsi| Microsystems2005H.
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Public Protocol . Commitments for
Specifications Commitment Monitoring
Generator
Complex Event Exception
Patterns Exception = Exception Pattern R Patterns

E Generator Filter Eex

A

Public Protocol
Specifications
» RuleGenerator
. Agent
Complex Event Exception
Patterns Handling Rules Rules
E
\—/_\ Pattern Matcher pattern |
[ R’e’p?si’tb'ryj
—— » CodeGenerator 1 Residuator -
Exception
Patterns
Event Source
Information

Figure 5.1: Tool aided agent configuration

Next, the event and exception patterns are fed to the Ruler&®nand Code Generator
along with the public protocol specifications and inforroatabout other event sources.
This step may also need some designer input. The Rule Gengmaterates the protocol
rules which are JESS equivalent of the OWL-P protocol spetifins. It also generates
exception handling rules and outlines policy rules. Thégmes need to be manually defined
by the designer.

Once the rules have been generated, the policies writteavaamds configured, the code
generator generates a J2EE-based agent that loads thesentol the Jess engine, and
communicates using a JIMS(in Microsystem=0054 queue in a WebSphere Application



44

Server 6.0 [BM Corp]. The business process instance starts when all the peatiiog
agents have been deployed.

The sensors we have used to demonstrate our use cases &ad tioniespond with a
“success” or “failure” message. The conditions under whiay respond are simulated

manually.

5.2 Use Case 1: Shipping Protocol

The Shipping Protocol introduced as running example ini&e&.4 has been imple-
mented successfully. The different perspectives of theopod as discussed in Secti@2
have been implemented as different test cases. The vameususos tested are missing
item, lost message, no response from participating agaihiré at different checkpoints,
timeouts and successful enactment. The test cases coVidaed s of exceptions like basic
failures, expected and unexpected events. Some of the ieo@nporated rules generated
for the same, and the log files which recorded the sequencesgages and events for each
agent are shown in Appendix A.

Some special cases of the Shipping Protocol have been udedianstrate how differ-
ent types of exceptions and opportunities are handled.

5.2.1 Handling Conditions and Violations: Shipping protocol under

special conditions for perishable items

This example demonstrates how event monitoring appliestigping under special
conditions. For example, consider the shipment of medscorefood that can be trans-
ported only through a specific temperature range failingctvhihe items could perish.

As we discussed earlier, the shipping protocol only oudlithe rule that once a shipOrder
is received, the shipper is committed to send the shipmetitetweceiver. Under special
shipping conditions the shipper may introduce event monigoto ensure that the temper-
ature restrictions are obeyed. This is shown in Figdr@ The shipper routes the item
through multiple stations (say StationA and StationB) ineord deliver to the final des-
tination which is the receiver. Before it can route throughadipular station, the shipper
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checks with the station whether the temperature there esfsafthe perishable items to
pass. Only if it receives an OK from the station could the gligroceed to ship through
it. As soon as there is a change in route (route via Statiog@aa of StationB) due to
unsuitable temperature, the shipper informs the receivéneodelay in shipment due to
re-routing. The receiver in turn alters its actions acaugtyi.

The receiver, in his perspective, may decide to check thitga@the item once the it
is received to ensure that it has not perished. If his candi8 violated, he may return the
item and seek a refund.

This use case demonstrates how conditions can be adherad twe violations can
be detected and corrected.

5.2.2 Exploiting an Opportunity: Combining Orders to be Shipped

As we discussed earlier, monitoring business events iropotd not only helps in
handling exceptions but also assists in capturing opptiesn For instance, consider
a scenario where the shipper receives multiple orders fipnmgdnt to the same receiver
from different senders. The shipper may choose to combieestiippments to the same
destination. This is demonstrated in Figlgs&. The Shipper subscribes to a database
shipOrderRecord requesting it to notify it of any identical receiver i.e, tkame ship-
ping address and ship option. For evetyipOrder it receives, it records it with the
shipOrderRecord. On identifying two identical receivers, shipOrderRecodtifies the
shipper who, consequently, combines the shipment of thetemts.

5.3 Use Case 2: Money Wiring Protocol

A Money Wiring Protocol is shown in Figur4. The three roles involved in the proto-
col are thecustomer, bank, anddestinationBank. The customer sendswareReq mes-
sage providing the details of the transfer which includesoin account numbeagcN o),
the destination account numbelegtAcc), the amount of money to be transferrennt)
and the currencyc(rrency). The bank checks with the destination bank whether this wir
request is valid i.e., if the account number is valid and maate, the currency is permis-
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sible and the wire is allowed without any special restrizsio Once the destination bank
sends avireReqV alid message to the bank to proceed with the transaction, thedeauuls

a quoteForWi re to the customer informing him about the chargdringCharge) and
time (time) required for this transaction. If the customer acceptgjtiwe @cceptQuote),

a commitment is created between the bank and the custon@fyspg that if the customer
pays thewiringCharge, then the bank is obliged to wire the money to the destinamn
count as requested by the customer, within the agreed teneefr Then the bank wires the
money and sendswireSuccess message to the customer.

However sending out the money to the destination bank ddesnsare that the transfer
was completed successfully. There might be unforeseeatisins like a new regulation
that prohibits money transfer from the source country todéstination country, or the
destination account being closed while the transfer isaggass, or insufficient balance in
the customer’s account on the day the money was to be traedfeBuch circumstances
are not the norm and hence are not included as a part of thecpi@pecification. This is
where event monitoring comes in handy. We demonstrate theell@/iring Protocol with
events.

The Bank’s perspective of the Money Wiring Protocol is nowvehan Figure5.5.
Since the bank is committed to carrying out the wire tranafeen the payment is made, it
needs to ensure that the wiring took place successfullys fthatroduces event monitoring
once the commitment was created. The wiring takes placedhrseveral points. Let the
original bank be banld located in countrnya. First the money is sent out by the bank’s
headquarteA"located in countrya. Now let us assume that the destination baéhiks a
local bank for country and has no international branches. In order to ré&cA has to go
through a banlC which is countryb’s most well-networked bank and is easily reachable
by countrya. ThusC is the intermediate bank which forwards the transfer frdtto the
destination bank’s headquar®r. B will then transfer the money tB which is the local
branch of our destination bank, where the account exists.

Thus bankA needs to track the wire throudgdankHeadquarter (A))IntermediateBank
(C), DestinationBank (BJand DestinationBankLocalBranch (B)f all of them return a
transferSuccess, bank A will be ensured that the transfer went through and will then
notify the customer that the wire was successiulréSuccess). With this complex event
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monitoring it will be easier to detect situations where gsnvent wrong.

5.3.1 Detecting an Unexpected or Unanticipated Exception

Consider a scenario in which, while the transfer was beingantdee destination ac-
count expired or closed. This information will be known bynka\ only when it reaches
the destination banB" Then it does not need to proceed to track the transfer atiyefur
and notifies the customer of a failure with the reason thasedit. The customer may
choose to rewire to a different account. The consequend®isrsin Figure5.5. Another
instance of an unanticipated exception would be a changsguiation that does not allow
money wiring between the two countries that happens afeecttimmitment to wire has
been made and the money has been transferred to the intatmédnk. The exception
could be a general exception to denote a wire failure by sgndigeneriavireFailure
message to the customer or if the bank wishes to be specifi@yitmonitor separate ex-
ceptions pertaining to the failure of wiring at differenteags and return not only a failure
message but more information about the failure.

The events, exceptions and rules corresponding to thisgoegre listed below:

E = acceptQuote - A NA'-CNC-B'ANB'-B

E = send(Customer, wireSuccess)

E = acceptQuote v A’ v BPv C VvV BV C-AVvB . -CVB-B
E' = acceptQuote V C - A’V B'-CV B - B’

Eex = AV B v CV B

Eex = EexPolicy

EexPolicy: send(Customer, wireFailure)

Aey = A’
Aex = send(A’,retryWire)
Bo =T

Bl = send(Customer, failure At B'(account ExpiredM sg))

5.3.2 Detecting an Expected or Anticipated Exception

Consider a scenario in which, the Destination bank failseéaiily the account to which
the transfer is to be made. Hence, it sendgieeReql nvalid message to the bank. The
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bank then informs the customer that its request was invahis kind of an exception may
be expected and could arise due to factors like wrong inptitégustomer. Once the bank
informs the customer of the invalid request, the customey wiah to retry or cancel the
request as he pleases. This is shown in Figuée
The events, exceptions and rules corresponding to thisiaea gelow:
E = wireValidityReq - wire ReqV alid
E A QuotePolicy = quoteForWire
E = wireValidityReq V wireReqValid V wireReqV alid - wireV alidityReq
E' = wireValidityReq V wireReqValid - wireValidityReq
Fex = E — E’ = wireReqValid
Fex = Fex Policy

EexPolicy: send(Customer,invalidReq)

5.4 Use Case 3: Repair Protocol

Let us consider the auto insurance claim scenario deschpdoesaiet al. [20064.
In the Repair protocol as shown in Figuser, the Repairer sends arepaired message
to theOwner, on receiving aepairReq from the owner and once the repair is done. In
order to know that the repair was completed, he might needattk tthe repair through
several intermediate points. For example, the repair migiive an engine repair to be
carried out by the car company, followed by tyre replacenteite carried out by a Tyre
and Lube Department of his own organization, followed byneesc changes to its body
carried out by a body shop. The successful completion ohalié steps in sequence will
complete the repair. Hence the Repairer will send the reppamessage only once he has
tracked the repair successfully through the various stepséracting with different parties
responsible for those steps. This is the Repairer’s peligpeatftthe Repair protocol and it
introduces the complex event

RepairedEvent = EngineRepaired - TyresReplaced - BodyRepaired

The Repaired event hence captures a detailed view of how piaér is carried out. If
any of the intermediate steps fail or are delayed, the owoetdbe notified. Say the owner
has rented a car for a period of time specified by the repan@raadelay occurs, he can
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extend his rental period. Such flexibility would not be thérevents were not monitored
and the agents adhered only to the protocol rules. In anatkance of the same Repair
protocol, the responsibility of tracking the repair thrbuge different steps might fall on
the Owner instead of the repairer. In that case, the Repawmaldnsend him information
about the repair process and it would track it with the ddferparties. Once the repair was
completed successfully, it would send the repairOK messadgiee Repairer who would
consequently inform the consultant.
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QualityChecker Receiver Sender Shipper StationA StationB

shipOrder(itemID, shippingTemp, shipAddress)

CC(se, sh, shigmentProp(itemID,shippingTemp),
pay ToShipperProp(shipperQuote))
tempReq(shippingTemp)
tempOK(shippingTemp)
tempReq(shippingTemp)

tempOK(shippingTemp)
trackShipment(itemID)
itemQualityCheck(itemID)
qualityOK(itemID)
shipSuccess(itemID)
QualityChecker Receiver Sender Shipper

shipOrder(itemID, shippingTemp, shipAddress)
CC(se, sh, shipmentProp(itemID,shippingTemp),
pay’ oShipperBrop(shipgérQuote)) ppingTemp)
trackShipment(itemID)

itemQualityCheck(itemID)
qualityNOTOK(itemID)

returnAndReqgRefund(itemID)

Receiver Sender Shipper StationA StationB StationC

shipOrder(itemID, shippingTemp, shipAddress)
CC(se, sh, shipmentProp(itemID,shippingTemp),
pay oShipperBrop(ship&(erQuote)) Pping P)
tempReq(shippingTemp)
tempOK(shippingTemp)
tempReq(shippingTemp)
tempNOTOK(shippingTemp)
tempReq(shippingTemp)
tempOK(shippingTemp)

shipmentDelay(itemID,time)

Figure 5.2: Handling conditions and violations: ShippingtBcol under Special Condi-
tions for Perishable Items
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Receiver SenderA Shipper ShipOrderRecords

chooseOption(..) reqNotificationForldenticalReceiver
shipOrder(itemID, shipOption, shipAddress)

S AR N recordShipOrder(itemID shipOption,shipAddress)

SenderB
chooseOption(..)
shipOrder(itemID, shipOption, shipAddress)

gzg/ sSS?\TppsngFnr?%ggr%Ttl)?e recordShipOrder(itemID,shipOption,shipAddress)

identicalReceiver(itemID1, itemID2, shipOption, shipAddress)

combinedShipment(itemID1,itemID2)

Figure 5.3: Exploiting an opportunity: Combining orders #dhipped

Customer Bank DestinationBank
wireReq(acctNo,destAcc,amt,currency)
wireValidityReq(destAcc,currency)

wireReqValid(destAcc,currency)

quoteForWire(acctNo,destAcc,currExchRate,wiringCharge,time)
acceptQuote(accNo,destAcc,amt,wiringCharge,time)

CC(bank, customer, wire(amt,currExchRate time)),

- wire(accNo,destAcc,amt,currency)
payToBank(wiringCharge)

wireSuccess(accNo,destAcc,amt,currency)

Figure 5.4: Money wiring protocol



Customer Bank(A) BankHeadquarter(A") IntermediateBank(C) | DestinationBank(B")
wireReq(acctNo,destAcc,amt,currency)
wireValidityReq(destAcc,currency)
wireReqValid(destAcc,currency)
guoteForWire(acctNo,destAcc,currExchRate,wiringCharge, time)
acceptQuote(accNo,destAcc,amt,wiringCharge,time)

CC(bank, customer, wire(amt,currExchRate,time),
payToBank(wiringCharge))
trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)
trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)
trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)
trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)

wireSuccess(accNo,destAcc,currExchRate,amt)

Customer Bank(A) BankHeadquarter(A") | IntermediateBank(C) = DestinationBank(B')

wireReg(acctNo,destAcc,amt,currency)
wireValidityReq(destAcc,currency)

wireReqValid(destAcc,currency)

quoteForWire(acctNo,destAcc,currExchRate,wiringCharge,time)
acceptQuote(accNo,destAcc,amt,wiringCharge,time)

CC(bank, customer, wire(amt,currExchRate,time),
payToBank(wiringCharge))

trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)
trackTransfer(acctNo,destAcc,amt,currency)

transferSuccess(accNo,destAcc,amt,currency)
trackTransfer(acctNo,destAcc,amt,currency)

accountExpired(accNo,destAcc)

wireFailure(accNo,destAcc)
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DestBankL ocalBranch(B)

DestBankLocalBranch(B)

Figure 5.5: Handling an unexpected exception fi@amk’'sperspective
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Bank DestinationBank
wireReq(acctNo,destAcc,amt,currency)

wireValidityReq(destAcc,currency)

wireReqlnvalid(destAcc,currency)

invalidReq(destAcc,currency)

cancelReq(accNo,destAcc,amt,currency)

Figure 5.6: Handling an expected exception in money wirirgqeol
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Repair i
Owner Repairer

repairReqg(claimNO, policyNO)

repaired(claimNO, policyNO)
repairOK(claimNO, approval)

Repairer Perspective of Repair Protocol

Owner Repairer CarCompany | TyreAndlLubeDepartment BodyShop
repairReq(claimNO, policyNO)
trackRepair(claimNO, policyNO)
engineRepaired(claimNO, policyNO)
trackRepair(claimNO, policyNO)
tyresReplaced(claimNO, policyNO)
trackRepair(claimNO, policyNO)
bodyRepaired(claimNO, policyNO)
repaired(claimNO, policyNO)
repairOK(claimNO, approval)
Car Rental Owner Repairer CarCompany
repairReq(claimNO, policyNO)
rentCar(id,noOfDays) trackRepair(claimNO, policyNO)

trackRepair(claimNO, policyNO)
trackRepair(claimNO, policyNO)
repairDelayed(claimNO, policyNO,newDate)

extendRental(id,newDate)

Figure 5.7: Repair protocol
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Chapter 6
Discussion

Agents involved in business process enactment in larggiliited environments need
to be sensitive to state changes or events. They should be@betect exceptions and
recover from them efficiently and spontaneously to preveaténactment process from
remaining in a state of error. High-level interactions begw agents, in accordance with
protocol specifications, are not sufficient to capture the-g§rained details of how an in-
teraction is carried out and whether it was successful ar\iWetintroduced event monitor-
ing into agent-based business process enactment in oréastoe processes are enacted
smoothly. A high-level interaction of a business protosaéplit into several low-level in-
teractions, which if they occur sequentially, will resuitthe successful completion of the
high-level interaction. Hence high-level interactionsdnbeen modeled as complex events
constituting low-level interactions or simple events.

The simple events that may lead to the occurrence of the emgdent and the se-
guence that they might follow, can vary from agent to agedtiastance to instance. Since
commitments are significant points during the enactmert®fptrocess, event monitoring
can be introduced for any commitment. The discretion ispofse, left to the agent. It will
base its decision to monitor a commitment on several fackosexample, if the agent is a
merchant who is committed to shipping some goods, he migids#to monitor scenarios
where the customer is a privileged customer whose busisesgpbrtant to him, or if it is
a time critical shipment or if there are some special insions for the order like fragile
goods or temperature-specific transport of goods. Therdiiterole-specific views of the
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same commitment in a protocol, which forms the basis of thuéstEn to monitor events, is
called a perspective. Different perspectives of the Shipgpirotocol have been discussed
to demonstrate when and how events can be injected into tivegs enactment.

Exceptions are handled by activating private policies ef digent. Some of the ac-
tions that the agent might take in order to handle the exgetre to invoke a new pro-
tocol thereby leading to nested protocol instantiatiorsead messages other participating
agents to notify of the exception. By recovering from the @tiom this way, the enactment
process is brought to a stable state even if it is deviated ft® routine path.

This thesis described an approach for agent-based buginessss enactment that in-
cludes fine-grained event monitoring. This results in a npo&active and robust agent,
capable of detecting and handling exceptions beforehasdtirgg in a more reliable dis-
tributed system. We described an event-driven agent aathiie and an event processing
language that incorporates event logic into business pobtales. We have placed this ar-
chitecture in the protocol-based business process framkef@WL-P. A typical business
protocol has been modified to accommodate events. We haignddsalgorithms to help
a designer derive complex event patterns, to manage sptisos to simple events and to
monitor processes. We have also discussed role specifipgmtrges that helps in choos-
ing event monitoring points during process enactment. Agyluilt using this architecture
track complex patterns of events and exceptions by aggnegsiimple events in stream
and generate rules in order to react to exceptions autoafigtic

6.1 Related Work

Agent-based business process modeling and enactment baweabound for some-
time. ADEPT Pennings et /199 and APMS [D'Brien and Wiegangd1999 introduced
multiagent systems coordinating and negotiating to aehiisiness goals via workflows.
Protocol-based business process modeling proposed by &edf2004 was an improve-
ment in terms of preserving autonomy since it separated dheerns for modeling and
enacting the process. Mallya and Singlv(g proposed an approach to handle protocol
exceptions by identifying preferable protocol runs. Chagmd Singh 004 discuss how
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to make interactions in protocol-based business processegliant. They propose ways
to introduce additional messages into the protocol to acsodate deviations from their
routine path, and to ensure that despite these deviatioasnteractions of the agents are
compliant with the protocol. However none of these appreadmandle exceptions and
opportunities by monitoring business events which may bedkult of external as well as
internal factors. The derivation of perspectives basedmagent’'s commitments and en-
suring that the commitments are complied with by introdgdine-grained monitoring of
the interactions, are a step further to making such systexibli¢, reliable and compliant.
Moreover, the sources of events are not restricted to thesages received from agents
participating in the protocol. Additional information altdhe status of an interaction can
be obtained from sensors, other applications like timeds gatabases, and other agents
that are not a part of the protocol. These additional intewas and deviations from the
normal execution path may also lead to nested instantiafipnotocols.

Exception-handling in mulitagent enactment models with hielp of ECA rules have
been proposed by Brocket al[2005. We incorporate complex events, formalized by
temporal logic, into ECA rules to capture occurrences of s/erdered in time.

Complex event processing and event-driven architecture gawned popularity in re-
cent times through the works of Luckhamufckham 2007 and Chandy Chandy 2001.
Wanget al[2005 2002, 2007 have proposed and implemented multiagent systems that
work toward monitoring business processes and workflow. édewin none of these ap-
proaches, the agent enacting the business process, i®itsgt-driven and its monitoring
decisions are based on their contractual obligations. ,Alsoe of these architectures talk
about derivation of exception patterns from complex eveaittigpns. Subscription manage-
ment to low-level events in order to optimize the resourcsiuo set up subscriptions, is
also an improvement in performance compared to currenbagpes.

6.2 Future Directions

In the current approach, perspectives on commitments areedenanually by the de-
signer since it requires domain knowledge. The choice o$fieeific points in the process
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where monitoring can be injected, are decided by the desm@neonfiguration time. By
studying the policies and business goals, these decisanbe& automated to a certain ex-
tent. Making monitoring decisions dynamically at runtinseai possible enhancement of
this work.
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Appendix A
Appendix A

A.1 Rules for Shipper in Running Example
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(defrule shiplnfoRuleforshipper

(and(startMsg (transID ?tl1)) (shiplnf®olicy

(shipAddress ?shipAddressrarl) ))

=
(bind ?shiplnfo-var (new shipinfo ?shipAddressvarl ?tl1))
(definstance shipinfoMsgProp ?shiplnfwar static))

(defrule reqForShipOptionsRuléor_shipper
(and(shipinfoMsgProp (shipAddress ?shipAddressarl)(transiD ?tl1))
(reqForShipOptionsMsg (shipAddress ?shipAddresar2)
(item ?item-var2)(transiD ?t2)) (reqForShipOptionBolicy))
=
(bind ?reqForShipOptionsvar (new reqForShipOptions
?shipAddressvar2 ?item-var2 ?t2))
(definstance reqForShipOptionsMsgProp
?reqForShipOptionsvar static))

(defrule senderOptionQuoteRulior_shipper
(and(shipperOptionQuoteMsgProp (shipperQuote ?shiguerte—varl)
(shipOption ?shipOptionvarl)(transiD ?tl))
(senderOptionQuotéPolicy (senderQuote ?senderQuetearl)))
=
(bind ?cc-var(new JJConditionalCommitmentitemSende?®
“itemReceivet “payToSender’’ “shipmentProp ?tl))
(definstance ccom ?cevar static)
(bind ?senderOptionQuotevar (new senderOptionQuote
?senderQuotevarl ?shipOptionrvarl ?tl))
(definstance senderOptionQuoteMsgProp
?senderOptionQuotevar static))

(defrule shipperOptionQuoteRuléor_shipper
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(and(regForShipOptionsMsgProp (item ?itemarl) (shipAddress
?shipAddressvarl)
(transID ?tl1))
(shipperOptionQuotePolicy (shipperQuote ?shipperQuotgarl)
(shipOption ?shipOptionvarl) ))
=
(bind ?cc-var(new JJConditionalCommitmentshipper “itemSendet
“payToShippet “shipmentProp ?tl))
(definstance ccom ?cevar static)
(bind ?shipperOptionQuotevar (new shipperOptionQuote
?shipperQuotevarl ?shipOptionrvarl ?tl))
(definstance shipperOptionQuoteMsgProp
?shipperOptionQuotevar static )
(call JMSWrapper sendTo (new java.lang. String
“ims/Shipping/itemSenderQ ?shipperOptionQuotevar)
(printout t “Shipper sending shipperOptionQuote to Send@r

(defrule chooseOptionRuldor_shipper
(and(senderOptionQuoteMsgProp (senderQuote ?sendetmeQvarl)
(shipOption ?shipOptioavarl)(transiD ?tl)) (chooseOptiaRolicy))
=
(bind ?chooseOptionvar (new chooseOption ?shipOptiewvarl
?senderQuotevarl ?tl1))
(definstance chooseOptionMsgProp ?chooseOptivar static)
(bind ?cc-var(new JJConditionalCommitmentitemReceiveft
“itemSendet “shipmentProp “payToSendetr ?tl))
(definstance ccom ?cevar static))

(defrule shipOrderRulefor_shipper
(and(chooseOptionMsgProp (senderQuote ?senderQuwdel)
(shipOption ?shipOptionvarl)(transiD ?tl1))
(shipOrderMsg (item ?itemvar2) (shipAddress ?shipAddressar2)
(pickAddress ?pickAddressvar2) (shipOption ?shipOptionvar2)
(transID ?t2)) (shipOrderPolicy))
=
(bind ?shipOrdervar (new shipOrder ?itemvar2 ?shipAddressvar?2
?pickAddress-var2 ?shipOptionvar2 ?t2))
(definstance shipOrderMsgProp ?shipOrdemar static)
(assert (itemprop (item ?item-var2)))
(assert (transliDprop (translD ?tl1)))
(bind ?cc-var(new JJConditionalCommitmentitemSende? “shipper
“shipmentProp “payToShippet ?t2))
(definstance ccom ?cevar static))

(defrule shipmentRulefor_shipper

(and (shipmentEvent) (itenprop (item ?item-varl))
(transID_prop (transID ?tl1)))

=




(bind ?shipmentvar (new shipment ?itemvarl ?tl))
(definstance shipmentMsgProp ?shipmentr static)
(call JMSWrapper sendTo
(new java.lang. String“jms/Shipping/itemReceiverQ
?shipmentvar)

(printout t “Shipper sending shipment to Receive)
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A.2 Complex Events for Shipper

shipmentEvent=(shipOrder.checkpointlSuccess)&
(checkpointlSuccess.checkpoint2Success)
shipmentException=(checkpointlFailufe
checkpoint2Failure)

A.3 Exception Handling Policy for Shipper

(defrule shipmentExceptiorPolicy

(and (shipmentException) (itemProp (item ?itemarl))
(transIDProp (transIiD ?tl1)))

=

(bind ?shipmentDelayvar (new shipmentDelay ?tl ?itenvarl))
(call JMSWrapper sendTo (new java.lang. String
“ims/Shipping/itemReceiverQ ?shipmentDelayvar)

(printout t “EXCEPTION DETECTED:

Shipper sending shipmentDelay to ReceiV@)

A.4 Log Records for Shipper

<!—— INITIALIZATION —>
Logger initialized
JessWrapper initialized
JMSWrapper initialized

Jess rule system initialized
Event Processor configured
shipper agent kickedoff

<!— INITIALIZATION —>

shipper received: start
Stored:startMsg to KB

shipper received:reqForShipOptions from itemSender
Stored:reqForShipOptionsMsg to KB
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shipper received:shipOrder from shipper
Stored :shipOrderMsg to KB

Complex event shipmentEvent=
(shipOrder.checkpointlSucces&{checkpointlSuccess.checkpoint2Success
contains simple event shipOrder

E.new = (checkpointlSucces&)checkpointlSuccess.checkpoint2Success)
Complex event shipmentEvent not matched yet

New event after residuation:

shipmentEvent=(checkpointlSuccess)
(checkpointlSuccess.checkpoint2Success)

Replaced old event with new event

Events in list: checkpointlSuccess

Events in list: checkpointlFailure

Events in list: checkpoint2Failure

Subscribing to checkpointl

Subscribing to checkpoint2

shipper received:checkpointlSuccess
Stored:checkpointlSuccessMsg to KB

Complex event shipmentEvent=(checkpointlSuccess)
(checkpointlSuccess.checkpoint2Success)
contains simple event checkpointlSuccess
E.new = (checkpoint2Success)

Complex event shipmentEvent not matched yet
New event after residuation:
shipmentEvent=(checkpoint2Success)
Replaced old event with new event

Events in list: checkpoint2Success

Events in list: checkpointlFailure

Events in list: checkpoint2Failure

shipper received:checkpoint2Failure
Stored:checkpoint2FailureMsg to KB

Complex event shipmentException=
(checkpointlFailurécheckpoint2Failure)

contains simple event checkpoint2Failure

E.new = (1)

Complex event shipmentException matched

Matched Event shipmentException. Updating KB
Asserted:shipmentException to KB

EXCEPTION DETECTED: Shipper sending shipmentDelay to Rives




