
ABSTRACT

Elhaddad, Mahmoud Shawky. Adaptive Multipath TraÆc Allocation in TCP/IP
Networks. (Under the direction of Dr. Injong Rhee and Dr. Munindar Singh.)

Balancing network traÆc among multiple paths connecting ingress-egress pairs

promises better utilization of network links and improved service quality for user-


ows. Research into optimized adaptive traÆc allocation yielded techniques that

tradeo� convergence speed to stability and/or fail to incorporate knowledge about

the behavior of congestion control mechanisms, making their evaluation a diÆcult, if

possible task { both analytically and experimentally.

In this thesis, we consider load balancing in multipath IP networks where the

number of 
ows between ingress-egress pairs is a slow-changing process and TCP-

friendliness is adopted-by or imposed-on all 
ows. Provided that packet ordering is

preserved, we present an analytical characterization of the throughput-optimal frac-

tional allocations of 
ow packets in terms of the TCP-fair share along each candidate

path; and show that optimally splitting all network 
ows results in eÆcient and glob-

ally fair sharing of network resources. For the estimation of the fair share along

network paths, we demonstrate that TCP-fairness in sharing bottleneck bandwidth

can be modeled as weighted max-min, where the weight vector corresponds to the

Bulk Transfer Capacity (BTC) of the bottlenecked path. Policing at the ingress

routers limits connections to their computed fair rates, thereby eliminating TCP bias

against connections passing through multiple bottlenecks and minimizing packet loss-

es at internal routers. Given minimal loss rate and small bounded delay skew among

alternative paths, packet resequencing at the egress routers can be applied e�ectively.

We also introduce AMTA { a centralized traÆc allocation service for MPLS net-

works based on the optimality and fairness results described above, and extended

to handle 
ows with limited throughput demand. The robustness of AMTA under

relevant scenarios is demonstrated through simulations.
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Chapter 1

Introduction

Internet Protocol (IP) networks are invariably designed with multiple paths con-

necting router pairs to ensure robustness in the face of node or link failures. The ever

increasing demand for higher throughput and lower delay led researchers to consider

balancing the traÆc load among the alternative paths as a departure from tradition-

al single-path routing. Multipath forwarding has been proposed in the context of

techniques for minimum-delay routing and throughput maximization through traÆc

dispersion. A multipath routing technique would normally be concerned with �nd-

ing a set of directed paths (a multipath) connecting each pair of routers, however,

many proposed techniques combine traÆc allocation with routing. For instance, an

o�-line algorithm that minimizes the expected total network delay based on static

traÆc estimates was presented in [28]; in addition to specifying for every router a set

of next-hops toward each destination, the algorithm also performs traÆc allocation

by dictating the fraction of load forwarded to each path or downstream neighbor.

Similarly in practice, Equal-Cost MultiPath routing (ECMP), which is currently part

of the widely deployed standard internet gateway protocol, OSPF [17], performs traf-

�c allocation by splitting load evenly among the alternative paths connecting router

pairs.

Naturally, traÆc allocation based on long-term traÆc estimates does not take

into account load 
uctuations on shorter time-scales. Research into adaptive and

adaptive-multipath routing resulted in a variety of techniques (see for example [14],
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[5], [27], and [25]). In contrast to static routing, algorithms based on dynamic cost

metrics tradeo� convergence speed to route and traÆc stability, and incur substantial

communication overhead in disseminating the link cost changes to routers to prevent

them from acting on outdated information [20].

The limitations of adaptive routing, in addition to the fact that a routes optimiza-

tion criterion ultimately re
ects multiple objectives that all need to be re
ected in the

link cost metric, and may be subject to policy as well as QoS constraints [23], leads

us to conclude that a routing algorithm should only provide a stable set of loop-free

paths connecting each router pair, and that the task of short-term load balancing

should be handled separately by an adaptive traÆc allocation mechanism.

In IP networks, end-to-end congestion control, together with router queue man-

agement mechanisms, are used to apportion network resources among competing 
ows

of di�erent delay and throughput demands. TraÆc engineering, on the other hand,

involves paths computation and traÆc management such that user performance re-

quirements and routing constraints are met while ensuring reliable operation and good

utilization of network resources [3]. To achieve its goals, traÆc engineering processes,

such as measurements and traÆc allocation must take into consideration the behavior

of congestion control mechanisms.

The deployment of Transmission Control Protocol (TCP) which implements Addi-

tive Increase/Multiplicative Decrease (AIMD) 
ow/congestion control helped prevent

the congestive collapse of the Internet[9]. Consequently, TCP behavior in sharing bot-

tleneck capacity has become an accepted practical de�nition of fairness as opposed to

other idealistic notions such as max-min fairness[5]. TCP however is bursty, making

it ill-suited for multimedia streams. Protocols for smoother control of such 
ows have

been developed and evaluated for \TCP-friendliness" [19, 10]. A congestion control

protocol is said to be TCP-friendly if the controlled stream approximates the through-

put of a concurrent TCP connection over the same path. Mechanisms for promoting

the use of TCP friendly end-to-end congestion control and enforcing TCP friendliness

through selectively dropping packets that belong to misbehaving 
ows have also been

developed [9, 8, 15].

Given the prevalence of TCP-style congestion control, using queuing delay or
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bu�er occupancy as a basis for traÆc allocation is ine�ective. Two paths may appear

to be equally congested while the bottleneck on one path is saturated by a smaller

number of 
ows. Since the majority of 
ows on the Internet are throughput-sensitive

[24], we argue that in a multipath best-e�ort network, traÆc allocation must be con-

cerned with throughput maximization while preserving fairness among TCP 
ows.

While the literature includes many techniques that attempts to solve similar prob-

lems, none studied the interaction between traÆc allocation and congestion control

mechanisms[13].

In [24], measurements also revealed a small variance in the number of active 
ows

crossing an Internet link on a 5-min time scale. This observation is the key to the

viability of adaptive traÆc allocation. Given the quasi-static character of the number

of 
ows and a model of TCP bandwidth sharing behavior, the available capacity on

each path can be estimated and traÆc allocation decision accordingly made.

Recognizing the negative e�ects of packet reordering on the throughput and com-

petitiveness of TCP connections, many traÆc allocation schemes perform load bal-

ancing at the connection level [28, 7, 25]. Flows between an ingress-egress pair are

assigned to the candidate paths using a hash function based on the source and des-

tination addresses in the corresponding packets. By appropriately setting the hash

thresholds, a lightly loaded path covers a larger range of addresses and hence receives

a larger number of connections. Unfortunately, even by exploiting the quasi-static

nature of the traÆc volume, and assuming TCP results in max-min fair allocations,

�nding an allocation of 
ows to paths that maximizes the minimum share or the

total throughput is a combinatorial optimization problem. In addition, the resulting

allocations are not necessarily fair; 
ows between the same ingress-egress pairs but

follow di�erent paths are not likely to achieve equal throughput.

In packet-level load balancing, each connection's stream is split among the can-

didate paths. The fractional allocations of 
ow packets to the candidate paths are

called the 
ow allocation parameters. The 
ow allocations can be accurately achieved

by assigning 
ow packets to paths using a round-robin mechanism. Generally, pack-

ets are of di�erent sizes, therefore De�cit or Surplus Round-Robin (DRR and SRR

respectively) are used instead of Weighted Round-Robin. Flows between the same
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ingress-egress points share the same candidate paths (also called trunks) and share a

common set of allocation parameters, hence forming a Forwarding Equivalence Class

(FEC). Since the packets of these 
ows are multiplexed at the ingress in no particular

order, path selection using the round-robin mechanism at the FEC level{that is with-

out distinguishing between individual 
ows{results in the realization of the intended


ow allocations.

For TCP-controlled 
ows, reordering of data packets (or forward-path reordering)

results in the reception of duplicate acknowledgements at the sender. In NewReno,

the most popular 
avor of TCP, if the number of duplicate acknowledgments received

at the sender reaches the DUPACK threshold which is commonly set to 3, the sender

presumes that data following the last acknowledged byte have been lost, consequent-

ly halving the transmission window to alleviate congestion, and retransmitting the

lost data. Called Fast Recovery and Fast Retransmit respectively, these procedure

are intended for quick recovery from occasional packet losses thereby maintaining a

continuous 
ow of TCP segments. In case the duplicate acknowledgements occur

frequently due to packet reordering, unnecessary rate halving results in signi�cant

reduction in connection throughput. We call this phenomenon false congestion in-

dication. The unnecessarily retransmissions are also a waste of network resources.

Spurious fast retransmits also may a�ect the estimation of round-trip time in case

TCP time-stamps are not in use. RTT samples from retransmitted segments are

discarded. Naturally, the accuracy of the estimation algorithm is greatly a�ected by

the reduction in number of samples. In addition, out of order packet reception incurs

a signi�cant overhead at the receiver in bu�ering and sorting packets before their

delivery to the application. TCP-friendly protocols su�er from the same e�ects since

they seek to emulate{yet in a smoother way{the behavior of TCP congestion con-

trol. Real-time 
ows such as audio and video su�er additionally since in applications

where no appropriate bu�ering is implemented, missing packets are considered lost.

Out-of-order packets are useless and the playout quality degrades sharply.

Reordering on the reverse-path can have equally serious e�ects. The sender in-

creases the size of the transmission window when it receives original acknowledge-

ments. Out-of-order packets are covered with a smaller number of cumulative ACKs
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as the missing data arrives and hence the transmission window grows more slowly

and the connection become less competitive in sharing the bottleneck capacity.

Packet reordering is widespread due to the parallelism in router architectures,

link striping, and the proliferation of wireless devices. In response, modi�cations to

TCP behavior have been proposed as well as extensions to add robustness in the face

of frequent and persistent packet reordering. Notably, the D-SACK extension has

been proposed to let the sender identify false congestion indications and undo the

unnecessary rate reduction. ACK-clocking in SACK-TCP in general is not a�ected

by repeated and cumulative acknowledgments since a duplicate ACK carries an iden-

ti�cation of the segment that generated the acknowledgement at the receiver allowing

the sender to augment its window size as original packets reach the destination.

Relying on the end-systems to provide smart bu�ering for real-time 
ows or adopt

recent TCP standards however is not recommended given the slow nature of software

releases and that changes have to be implemented at both the receiving and sending

ends before their bene�t is accrued. Packet resequencing at the edges is an alternative

solution that has been proposed in the context of packet striping. In [21], authors

describe algorithms for resequencing packets at the egress of the multipath network

without the need for sorting or explicit packet numbering. Given that 
ow packet

apportioning among candidate paths at the ingress is achieved using a causal load

sharing mechanism such as SRR, the egress can determine the path on which the next

in-order packet should arrive. Out-of-order packets are queued in a separate logical

resequencing queue for each path and dequeued in the proper order of reception. This

bu�ering is done at the routers' input line-cards. Pointer chaining is used to access

packets that have been dequeued from resequencing queues and are hence eligible to

access the switch fabric. This way, slow bu�er copying operations are avoided.

The resequencing algorithm works correctly only in the absence of packet loss.

Hence, resynchronization between the 
ow ingress and egress after each loss is neces-

sary to resume proper operation. Detecting of packet losses at the egress requires the

inspection of the transport headers in each packet, alternatively resynchronization is

done periodically through the marker packets sent by the ingress. In networks with

rare internal packet drops, the resynchronization overhead should be small. Another
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factor for the e�ectiveness of resequencing is the amount of skew among the alter-

native paths. A bounded skew ensures bounded resequencing queues at the egress

while a small skew means a small average packet delay in the resequencing queues.

Skew boundedness is guaranteed through �nite bu�ers at the intermediate routers.

To minimize the skew, the propagation delay along the alternative paths must be

approximately equal { a constraint to be imposed on the routing algorithm.

Load balancing is intended to improve the throughput of user 
ows by utiliz-

ing capacity on redundant paths. In contrast with connection-level load balancing,

packet-level traÆc allocation o�ers a simple constructive characterization of the de-

sired allocations. By extending the notion of TCP-fair shares in single path networks

to the multipath case, a 
ow allocation is said to be throughput-optimal if the con-

nection acquires { on each candidate path { the fair share of a TCP 
ow forwarded

entirely over that path. Moreover, the above de�nition implies that when all 
ows

achieve optimal throughput, global fairness is also achieved. As this study shows, an

eÆcient algorithm for computing optimal allocations exists, and optimal connection

throughput can be achieved provided that reordering penalties are eliminated.

1.1 Thesis Overview and Contributions

In this thesis we present and validate an analytical characterization of globally-fair

and eÆcient equilibria in multipath TCP/IP networks. The optimal allocation of a

connection is expressed in terms of the TCP-fair share along each candidate path.

Revising 
ow allocation based on direct measurements of the fair share may result in

oscillations as many 
ows simultaneously shift their traÆc load onto lightly loaded

paths. A mathematical model of TCP fairness is thus needed to estimate the fair

shares as all 
ows update their allocations. We present a model of TCP fairness based

on the weighted max-min criterion. Speci�cally, we show the TCP is weighted max-

min fair when the weight vector corresponds to the measured shares. We validate

this model through simulations. The problem of computing eÆcient and globally

fair equilibria is thus reduced to one of �nding weighted max-min fair allocations, for

which there is a known eÆcient centralized algorithm. The viability of this approach is
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ensured the small variance in number of 
ows crossing a network link over a relatively

large time interval. TCP has a well-known bias against connections passing through

multiple bottlenecks, however we show that this bias can be eliminated through rate

policing given knowledge of the fair throughput for each 
ow. Rate policing and traÆc

shaping at the ingress routers also minimize packet drops at the internal routers.

Thereby allowing the proper and eÆcient operation of the resequencing mechanism

at the egress nodes.

This thesis also introduces AMTA, a centralized traÆc allocation service for M-

PLS networks based on the above optimality and fairness results. MPLS is chosen to

as the target platform to leverage its support for traÆc engineering processes, par-

ticularly, its explicit support for FECs and trunks, and per-packet path selection at

the ingress. Since the volume of traÆc crossing a link is the aggregation of multiple

FECs, whose volumes can be modeled as independent random variables, small vari-

ance in the aggregate implies smaller variance in the volumes of its component FECs.

As described earlier, in packet-level load balancing, traÆc allocation and load distri-

bution is performed at the FEC level, resulting in high eÆciency of the bandwidth

measurement, rate policing and traÆc allocation processes in AMTA. The robust-

ness of AMTA in the face of sudden traÆc swings, and in the existence of multiple

bottlenecks is demonstrated through simulations.

In practical settings, not all 
ows exhibit unlimited demand for bandwidth. The

throughput of a connection may be constrained by the receiver, the application send-

ing rate, or by congested links outside the AMTA network. On the aggregate, a FEC


ows may behave as a smaller number of 
ows with unlimited demand. An algorithm

for the estimation of the e�ective number of 
ows in each FEC is provided and its

accuracy is demonstrated through simulations under di�erence scenarios.

Periodically the AMTA server collects the e�ective FEC volumes and trunk BTC

values from the ingress routers and, given the set of paths for each FEC, solves the

weighted max-min allocation problem yielding the optimal allocation parameters for

every FEC. Therefore, unlike other proposed traÆc allocation strategies, AMTA does

not converge incrementally to the optimal allocations. Also, AMTA is computational-

ly eÆcient and does not incur a large communication overhead while requiring traÆc
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management and measurement functionality only at the edge routers.

1.2 Thesis Outline

In the next chapter, we review the behavior of TCP congestion control and derive

a condition for the optimal allocation of a TCP 
ow in terms of the TCP fair share

along each of the candidate paths. We also provide a method for the estimation of

the fair shares based on bandwidth measurements and the weighted max-min fairness

criterion. In chapter 3, we present AMTA, a centralized adaptive traÆc allocation

service for MPLS networks that is built upon the above optimality and fairness results

and address practical considerations in the design of AMTA. Finally, we summarize

the thesis contributions and present an outline of future work in chapter 4.
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Chapter 2

Fair and EÆcient Equilibria in

Multipath Networks

The objective of multipath forwarding is to increase the throughput of TCP con-

nections by utilizing the capacity available on redundant network paths. Therefore,

an optimal multipath traÆc allocation strategy is one that enables each TCP connec-

tion to acquire its fair share of capacity along each routing path; thereby resulting in

eÆcient and fair link capacity allocations to competing 
ows.

In this chapter, we present a characterization of the e�ects of multipath forwarding

on TCP throughput and derive conditions for the optimal apportioning of a TCP


ow packets to candidate paths in the absence of false congestion indication and

other e�ects of packet reordering. The optimality condition is de�ned in terms of the

connection's fair share along each path. We also propose and validate a method for

the estimation of TCP fair share based on path measurements and a weighted max-

min allocation model of TCP fairness. In the next chapter we use the TCP fairness

model and the optimality result to de�ne AMTA { a centralized solution for adaptive

traÆc allocation.
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2.1 Steady-State Behavior of TCP Connections

TCP implements Additive Increase/Multiplicative Decrease (AIMD) congestion

control[6]. At steady state, a TCP connection remains in the congestion avoidance

phase. The TCP congestion window size w is increased by 1=w each time an ACK

is received. Upon inferring a packet loss through duplicate acknowledgments, the

window is halved.

In [6], Chiu and Jain showed that AIMD congestion control results in nearly eÆ-

cient equilibrium throughput allocations where the transmission rate of connections

sharing a bottleneck oscillate around the optimal fair allocations. Their analysis

assumed complete synchronization among the competing 
ows. Recently, a similar

result was proved for connections with heterogeneous round-trip times, in that case

withhout the synchronized rate update assumption [26]. Practically, drop-tail router

queues can cause synchronized losses among many connections, forcing them to reduce

their rates simultaneously, hence resulting in ineÆcient utilization of the bottleneck

capacity. Loss synchronization can be eliminated by changing the packet-drop policy

to Random Early Detection (RED)[11]. Therefore we consider henceforth that the

equilibria achieved by TCP in the case of unipath connections are eÆcient; or, alter-

natively, that the e�ective capacity of a bottleneck link is the sum of the rates of the

TCP connections passing through it.

At the sender, the TCP window size is increased additively as described above

until it reaches a maximum window size W , at which a packet loss occurs and the

window size is reduced toW=2. The process is then repeated, resulting in a sawtooth-

like variation in the window-size. A stochastic model of single-path TCP connections

was introduced in [18]. Assuming congestion-induced packet loss over a path can

be represented as a Bernoulli process with rate l, the model is used to derive the

following expected maximum window size at which a loss occurs on the path

W � B

s
8

3bl

where B is the packet size of the connection in bytes, RTT is the round-trip time

in seconds, l is the connection loss rate and the receiver generates an ACK every b
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received packet. In the next section we use the deterministic model to characterize

the optimal 
ow allocations of multipath connections.

2.2 Optimal Multipath TraÆc Allocation

According to the stochastic model, in a multipath network, a TCP sender receives

synchronized loss indications from the bottlenecked path(s) when the transmission

window reaches a size corresponding to the maximum window size on the bottle-

neck(s). The sender reduces its transmission rate in response to only one loss signal

per round-trip time, therefore, aside from the penalties of reordering, multipath for-

warding does not adversely a�ect the the throughput of a TCP connection.

Consider a TCP-controlled 
ow split among a set of paths P , we de�ne the 
ow

density on a path pi 2 P as the ratio �i=ci, where 0 < �i � 1 is the fraction of the 
ow

assigned to path pi, and ci is the 
ow's fair capacity share on that path. The following

lemma formally characterizes the behavior of TCP 
ow-control in multipath-routed

networks in terms of path 
ow density.

Lemma 1 In a multipath-routed network, the maximum throughput of a TCP-controlled


ow is stochastically bounded by the minimum of the inverse 
ow densities along its

paths.

Proof. Let W be the expected size of the transmission window of the TCP 
ow when

a loss occurs. As described in section 2.1, at steady state, the transmission window

grows linearly over time from W=2 to W before receiving one or more simultaneous

packet drops and repeating the cycle. It follows that if pi 2 P is a bottlenecked

path with 
ow density �i=ci, then a packet drop is likely to occur on pi when the

transmission window reaches W , hence

ci = �i
3W

4RTT
= �iR (2.1)

where RTT is the round-trip time and R is the expected connection throughput.
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Moreover, if pi is not a bottleneck then the connection always receives a packet

drop before reaching the available capacity on the path, and

ci > �iR (2.2)

The case ci < �iR = �i
3W

4RTT
is unlikely to occur or persist since �iW is the expected

maximum window size on pi in steady state. From (2.1) and (2.2)

R �
ci
�i
; 8i : pi 2 P (2.3)

From the de�nition of optimal allocations, each 
ow must fully acquire its capacity

share on every path. Disregarding the packet reordering penalties, the following

theorem establishes the optimality condition.

Theorem 1 A 
ow allocation is optimal, if and only if, the 
ow fraction assigned to

each path is equal to its relative capacity contribution.

Proof. Under optimal allocation, the 
ow acquires its full share on every path, hence

according to lemma 1

P
pj Rj =

P
pj cj = ci=�i

or,

�i = ci=
P

pj cj; 8pi 2 P

(2.4)

Corollary 1 A traÆc allocation strategy is fair and eÆcient if it results in optimal

allocations for all network 
ows.

Proof. From theorem 1, given optimal allocation parameters, each 
ow acquires

exactly its fair share along every candidate path. As we de�ne the fair share along

a path to be the throughput of a TCP 
ow forwarded entirely over that path, the

corollary follows from the convergence properties of TCP congestion control (section

2.1).
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Let Ri = �iR be the maximum 
ow throughput in steady state on path pi 2 P ,

from (2.3), the relative forfeited capacity share by the 
ow on pi due to congestion

on some other path(s) is given by

ci � Ri

ci
= 1�

[c=�]�

ci=�i
(2.5)

where
h
c
�

i
�

= minf ci
�i
jpi 2 P g.

The ongoing characterization of optimal allocation parameters calls for adaptive

traÆc allocation. In case of traÆc allocation using static allocation parameters (as in

ECMP), the throughput of a 
ow is determined by how far, perturbations in traÆc

load, drives the ratio
h
c
�

i
�

away from the sum of the available capacity on all paths.

Next, we validate the optimality condition and demonstrate this necessity of adaptive

traÆc allocation.

Experiment ECMP vs OPTIMAL

Figure 2.1 shows the topology used to conduct the simulation experiments.

50

2 3 4

7

1 6
trunk 3

2ms2ms

trunk 1

trunk 2

Figure 2.1: Experiment ECMP vs OPTIMAL. Simulated topology.

All links are 20 Mb/s with 1ms propagation delay, except as noted. FEC 1 is

composed of 20 FTP 
ows that originate at node 0 and terminate at 5. Its packets

are forwarded along trunks 1 and 2. FEC 2 
ows are forwarded along trunk 3. ACK

packets are forwarded along the reverse direction of the same trunks using ECMP
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FEC 2 Volume (n2) 0 10 20 30 40 50 60 70 80

�11 0.5 0.6 0.6667 0.7143 0.75 0.7778 0.8 0.8182 0.8333
�12 0.5 0.4 0.3333 0.2857 0.25 0.2222 0.2 0.1818 0.1667

Table 2.1: Experiment ECMP vs OPTIMAL. FEC 1 TraÆc allocation parameters
under OPTIMAL

parameters. Each FTP 
ow is controlled by TCP NewReno with a receiver window

larger than the sum of the bandwidth-delay products on all trunks. All connections

transmit 1000 byte packets. Links are full-duplex and have RED output queues with

default parameter values and a bu�er size of 100 packets.

We compare the analytical model with the simulation results for three strate-

gies: ECMP, OPTIMAL and OPTIMAL/R. For each allocation strategy, we vary the

number of 
ows in FEC 2 from 0 to 80 
ows and run the simulator with the corre-

sponding traÆc allocation parameters. ECMP splits FEC 1 packets equally among

trunks 1 and 2 while OPTIMAL and OPTIMAL/R apportion FEC 1 traÆc according

to the optimal traÆc allocation parameters in (2.4). In OPTIMAL/R resequencing

of FEC 1 packets is performed at the egress (router 5) before their delivery to the

TCP receiver. Since both trunks 2 and 3 share the same path, the fair capacity share

along each is 20
n1+n2

Mb/s, where n1 = 20 and n2 are the volumes of FEC 1 and FEC 2

respectively. The fair share along trunk 1 is 20
n1
Mb/s. The resulting optimal param-

eters for FEC 1 are listed in table (2.1) where �1i denote the allocation of FEC 1 to

trunk i.

From lemma 1, the 
ow throughput for FEC 1 under ECMP is at most min
n

1
1=2

; 20=(n1+n2)
1=2

o
=

40
n1+n2

Mb/s. Similarly, disregarding the reordering penalties the fair 
ow throughput

under OPTIMAL should be 1 + 20
n1+n2

Mb/s. The plot in �gure 2.2 compares these

values to those obtained through simulation.

The analytical model does not capture the e�ect of packet reordering evident

in the di�erence between the analytically calculated throughput and that obtained

experimentally through OPTIMAL. In OPTIMAL/R, the e�ect of packet reordering

is eliminated and FEC 1 
ows achieve their optimal throughput thus validating the

optimality conditions.
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Figure 2.2: Experiment ECMP vs OPTIMAL. FEC 1 
ow throughput obtained
through simulation compared to that obtained analytically for ECMP and OPTIMAL.

The results also validate the bound in lemma 1 and demonstrate the necessity of

adaptive traÆc allocation in multipath networks. As congestion escalates on trunk 2,

OPTIMAL and OPTIMAL/R forward FEC 1 packets increasingly on trunk 1. In the

limit, all FEC 1 packet will exclusively follow trunk 1, eÆciently utilizing its capacity;

whereas under ECMP, the throughput of FEC 1 
ows will decrease to zero leading

to an ineÆcient equilibrium where trunk 1 is not well utilized.

According to (2.4), optimal traÆc allocation requires the estimation of the TCP

fair capacity share along every path. We attempt modeling the TCP equilibria in the

next section.

2.3 TCP Fair Share Estimation

In multipath settings, estimation of TCP fair share along a path is not a trivial

task. Direct measurements, for example using probe 
ows, may result in synchronized
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measurements leading to oscillations. Many 
ows su�ering congestion on alternate

paths may simultaneously move a large fraction of load to the light-loaded links. The

estimation of fair shares requires knowledge of the number of 
ows along each link

and a mathematical model of TCP fairness.

An informal characterization of TCP fairness in single path networks is, that 
ows

competing for capacity in a bottleneck link get equal shares if they have identical

round-trip times, packet sizes, and su�er from equal path loss rates. In this section,

we provide an approximate characterization of TCP fairness in terms of weighted

max-min fair allocations and demonstrate its validity.

2.3.1 Modeling TCP Fairness as Weighted Max-Min

Consider a set of 
ows sharing a single bottleneck link. According to the deter-

ministic model of TCP throughput [18], at steady state the sending rate of a TCP

connection i is given by

�i [bytes=sec] =
Bi

RTTi

s
3

2li
(2.6)

where Bi, RTTi, and li are the connection's packet size in bytes, round-trip time,

and loss rate respectively. We assume a single bottleneck where all packet losses

occur and later relax this condition. For simplicity, we also assume that the RTT is

insensitive to 
uctuations in the number of 
ows and that the loss events witnessed

by each 
ow follow IID random processes (e.g., Poisson) with rate li = l. These

assumptions are not far from reality. Even a reduction in the number of 
ows across

the bottleneck would not reduce the queueing delay because the remaining 
ows keep

probing for more bandwidth. Moreover, the IID distribution of loss events is realistic

in networks deploying randomized packet discard mechanisms such as RED. Given

these assumptions, 
ow throughput is determined by its packet size and RTT.

A change in the number of 
ows crossing the bottleneck results in a change in the

loss event rate �l. Let �i be the throughput of connection i after the change, then

the throughput of all connections increase (decrease) by a constant factor �, that is

� =
�i
�i

=

s
l +�l

l
(2.7)
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An increase in the number of 
ows keeps the link congested. Equally, a decrease

therein results in higher throughput for the remaining 
ows, thus maintaining the

state of the link as a bottleneck. Let C denote the bottleneck capacity, then �
P

i �i =

C or,

� =
CP
i �i

and substituting in (2.7),

�i = C
�iP
j �j

(2.8)

Given the throughput of TCP 
ows through the bottleneck before the change and

given the new 
ows are known to have the same end-to-end path characteristics as

some existing 
ows, Each 
ow's new share of bottleneck capacity can be predicted

using (2.8).

If paths with multiple bottlenecks exist, a subset of the 
ows may not be able

to acquire their fair share in full, in which case, the unclaimed shares are divided

among the unsaturated 
ows. The problem is therefore one of computing the weight-

ed max-min fair allocations where the weight vector is � and the allocation vector

corresponds to �. This model however does not capture the compounded e�ect of

multiple path bottlenecks on TCP throughput: losses occur at each bottleneck, re-

ducing the throughput below the fair share on the most congested link. For example,

if loss events at each bottleneck along a path follow a Poisson process, the rate of the

overall loss process witnessed by a 
ow along that path is the sum of the loss event

rate at each bottleneck. Accordingly, from (2.6), the throughput of such 
ow must

be less than the share on the most congested bottleneck. Bias against 
ows passing

through multiple bottlenecks is an undesirable property of TCP congestion control.

Assuming no signi�cant change in traÆc volume occurs over a certain interval of time,

rate policing can be applied to enforce the globally fair allocations and rectify the

bias without trading-o� network utilization.

Experiment fairness model validation

To validate the fairness model in case of a single bottleneck per path, we performed

two sets of ns simulation experiments using the topology shown in �gure 2.3.
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Figure 2.3: Experiment fairness model validation. Simulated topology.

All links are 10Mb/s - 1ms except for link 1-4. TraÆc consists of 20 FTP con-

nections from each of sources 1 and 2 to node 5 (called trunks 1 and 2 respectively).

In both experiments the number of 
ows from node 3 to node 5 (trunk 3) is varied

from 10 to 40. All connections transmit 1000 bytes packets and are based on TCP

NewReno with the receiver-advertised window being much larger than the bandwidth-

delay product of the network. Output interfaces have RED queues with the default

ns parameters.

The objective of the experiments is to compare per-
ow throughput obtained from

equation (2.8) against the measured throughput. The weight vector is taken to be

the measured throughput along each trunk in the case traÆc from 3 to 5 consists

of 20 
ows. In the �rst set of experiments, the propagation delay of link 1-4 is

1ms. Consequently, all 
ows have equal round-trip times. In the second set, the

propagation delay of link 1-4 is set to 25ms to verify that the model captures the bias

of TCP against 
ows with larger RTT. The resulting throughput plots are shown in

�gures 2.4 and 2.5.

Flow throughput of trunks 1 and 2 is plotted against the number of 
ows in trunk

3. In �gure 2.4, the RTT is the same for all 
ows. In �gure 2.5, 
ows in trunk 1 have

approximately twice the RTT of trunks 2 and 3. The plots suggest that the weighted
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Figure 2.5: Experiment fairness model validation. Case 2: Trunk 1 connections
have twice the RTT of trunk 2.
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max-min fair model yields accurate predictions of the capacity shares in case of a

single bottleneck. In all cases, the measured throughput slowly oscillates around the

values obtained from the model.

2.3.2 Estimation of TCP Fair Shares in Multipath Networks

We now discuss the application of the fairness model to multipath networks. Up-

to-date measurements re
ect the actual number of concurrent 
ows in each FEC and

hence the number of 
ows passing through each link, as well as, trunk weights �.

The problem, thus, is not one of predicting 
ow throughput given a change in the

number of competing 
ows, nevertheless, synchronized trunk weight measurements

may result in overestimating the capacity available to some competing trunks along

shared links, hence resulting in a similar e�ect. TraÆc allocation based on in
ated

measurements causes the a�ected links to become overloaded, consequently increasing

the packet drop rate and causing the the actual shares to deviate from the measured

ones. Equation (2.7) describes the proportionality relation between the measured

weight and actual 
ow shares through a bottleneck given a change in loss rate. The

actual trunk shares � can thus be predicted using the weighted max-min fair allocation

model by simply substituting the corresponding trunk weights into equation (2.8).

2.4 Summary

In this chapter, we presented a constructive characterization of fair and eÆcient

traÆc allocation that maximize the throughput of TCP connections by optimally

splitting each 
ow along multiple paths. The optimality condition is de�ned in terms

of the TCP fair share along each path. We also introduced and validated a method

for the accurate estimation of TCP fair share based on path measurements and a

weighted max-min allocation model of TCP.

Trunk share estimation and the optimality condition are the basis for AMTA{a

centralized solution for adaptive multipath traÆc allocation that we introduce the

next chapter. For the optimality condition to hold in practice, AMTA must ensure
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packet reordering penalties are recti�ed.
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Chapter 3

AMTA: Adaptive Multipath TraÆc

Allocation

AMTA is a centralized service that performs adaptive multipath traÆc allocation

within a routing domain based on the optimality and fairness results of chapter 2. The

main task of a traÆc allocation service is the estimation of the fair share along network

paths and hence the computation of traÆc allocation parameters. We describe AMTA

in the context of a network environment that provides support functions such as

routing, packet classi�cation, resequencing and, traÆc measurements and policing. At

�rst, we limit the discussion to the case where traÆc sources and sinks are connected

to the edges of the local domain and have large bandwidth demand, then extend

AMTA to deal with 
ows that have limited window size.

3.1 The Network Environment

3.1.1 TraÆc Aggregation and Routing

AMTA is designed for best-e�ort networks with explicit routing support (for exam-

ple, using MPLS). Routing and traÆc allocation at the user-
ow level is not scalable,

therefore, through packet classi�cation, traÆc with common ingress and egress router-

s is logically grouped into a Forwarding Equivalence Class (FEC). The volume of a
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FEC is the number of concurrently active 
ows belonging to that FEC. A multipath

routing service provides, for each FEC, a set of paths connecting the corresponding

ingress-egress pair. Although the paths for a particular FEC may not be disjoint, in

case a common link su�ers from increased competition. A constraint on routing is

the small delay skew among the multiple paths connecting any two routers. EÆcient

packet resequencing at the egress routers requires bounded small skew. The rout-

ing service may revise routes periodically, or in response to link failures or topology

changes. The route service provides the traÆc allocation server with a copy of the

route database, with trunk identi�ers matching those used by the ingress routers.

The role of a traÆc allocation algorithm is the computation of the traÆc allocation

parameters for each FEC.

3.1.2 Packet Classi�cation and TraÆc Measurements

Packet classi�ers [12] at the ingress routers map each packet to the corresponding

FEC for path selection. Packet classi�cation is also used to maintain an estimate of

the average number of concurrently active 
ows in each FEC, to track the average

packet size and to enforce the computed allocations. In addition, ingress nodes peri-

odically measure or estimate the trunk shares, that is, the throughput of a TCP 
ow

routed exclusively over each trunk, also called the bulk transfer capacity (BTC) of

the path. Upon request, ingress routers communicates the number of 
ows and trunk

shares of each FEC to the AMTA server.

AMTA does not depend on the particular technique used for measuring the FEC

volumes1 or trunk shares as long as it is provided with accurate estimates. For trunk

shares, probe 
ows are a good candidate since the interval between measurements

is in the order of minutes and TCP probes reach steady state in a short time. The

bandwidth consumed by probe 
ow becomes a substantial overhead only when the

number of user-
ows sharing the links is small. It is worth noting that there are many

tools for measuring BTC [2], as well as an ongoing standardization e�ort within the

1O�-the-shelf 
ow measurement tools that perform similar functions are available, see [22] for an
example.
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IETF [16].

3.1.3 Rate Policing, Path Selection, and Resequencing

In section 3.3, we demonstrate the necessity of rate policing in order to protect

the 
ows against the inherent TCP bias against 
ows passing through multiple bot-

tlenecks. To maintain scalability, ingress routers perform policing at the FEC level.

It should be noted that policing induced packet drops must be distributed uniformly

across the 
ows of the misbehaving FEC. A candidate scheme is to associate with

each FEC at the ingress a variant of token bucket with packet bu�ers that emulate

a RED link with negligible propagation delay. The rate of token generation is set at

the beginning of each epoch, to the FEC throughput limit calculated by the AMTA

server.

Ingress routers perform trunk selection such that the correct fraction of each

FEC's packets is forwarded on each trunk according to the optimal parameters. This

is achieved by selecting a path at packet arrival, using Surplus-Round Robin (SRR).

De�cit round-robin o�ers slightly better accuracy in implementing the traÆc alloca-

tions however, it is not a causal fair queuing mechanism hence does not allow e�ective

packet resequencing at the egress [1, 21].

At the egress, out-of-order packets are kept in FIFO queues (called the resequenc-

ing queues) associated with FEC trunks. Resequencing of FEC packets is achieved

by simulating the trunk selection function of the ingress to determine on which trunk

to expect the next in-order packet. SRR is causal since its trunk selection function

is independent from the size of the packet being assigned. As long as the selected

trunk has positive credit stored in a de�cit counter, it receives the packet even if its

size is larger than the credit. A round ends when the de�cit counters of all trunks

are non-positive. For the new round, all trunks receive credits proportional to their

traÆc allocations from which the de�cit is deducted. The resequencing algorithm-

s operates correctly as long as there is no loss or replication of packets within the

network. Packet replication is a rare event, whereas loss at the internal routers can

be prevented through rate policing at the ingress. The traÆc through a link is nor-
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mally the superposition of traÆc from multiple FECs. Simultaneous arrivals from

many well-behaving FECs on a certain link may over
ow its bu�er and induce losses.

However, since the the number of FECs is naturally small, simultaneous arrivals pose

no actual problem. Another source of losses is the use of unpoliced probe 
ows for

BTC measurements. Since BTC measurements are brief and infrequent, a simple

solution is to have the ingress nodes of all a�ected trunks send marker packets after

the end of each measurement session. An ingress ending a BTC measurement session

informs a central service which looks-up the a�ected trunks in a routes database and

in turn informs their ingress routers to resynchronize with the egress nodes. More

sophisticated schemes are beyond the scope of this thesis.

The bene�ts of resequencing come at a cost. The resequencing function incurs

bu�ering overhead, ineÆcient utilization of the switch fabric and the outgoing links

due to the non-work conserving nature of the egress. To reduce this cost, resequencing

queues can be implemented to share the same memory with the virtual output queues

at the input of the egress router and using pointers to avoid the expensive packet

copying operation. On the other hand, small delay skew among FEC trunks helps

avoid packet buildup in resequencing queues and ensure eÆcient utilization of the

switch fabric and the outgoing links.

3.2 The Trunk Share Estimation Algorithm

Measurements in [24], indicate that the instantaneous number of concurrent user-


ows on Internet links does not deviate signi�cantly from its mean over 5-minute

periods. This is necessarily due to little variance in traÆc between ingress-egress pairs.

In AMTA, traÆc measurements are averaged over 2.5 minute intervals called epochs

and the averages are used to compute the routing parameters for the subsequent

epoch.

At each invocation, the AMTA server collects the measured trunk shares and FEC

volumes from the ingress routers and computes the bandwidth allocations using to

the weighted max-min fair model of TCP presented in section 2.3. The resulting

WMM fair allocation vector represents estimates the trunk shares in the subsequent
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interval. The traÆc allocation parameters for each FEC are then computed according

to equation 2.4, and downloaded to the corresponding ingress routers together with

the computed maximum FEC throughput which is used for rate policing as explained

in section 3.3.

Assume a set of active FECs F and a set of trunks T . Let nf denote the set of


ows comprising a FEC f 2 F and Tf � T , the set of trunks along which f is routed.

Suppose the weight vector is � with an element for each trunk t 2 T representing

the measured trunk share, per-
ow throughput � for each trunk is computed using

the WMM fair allocation algorithm in �gure 3.1 which is an adaptation of the one

presented in [5, p.527]. In the algorithm Ak denotes the set of network links not

saturated at the beginning of iteration k, and T k denotes the set of trunks (across all

FECs) not passing through any saturated link at the beginning of iteration k. Also,

Ca denotes the nominal capacity of link a while Uk
a denotes the allocated capacity

on link a at the end of the kth iteration. Each iteration begins by calculating the

maximum rate increment per unit weight rk. In step 3, the share of each unsaturated

trunk is incremented in proportion to its weight. Step 4 updates the capacity allocated

on each link in preparation for the following iteration.

According to theorem 1 and given the accuracy of the allocation vector �, the

optimal throughput of a FEC f is nf �
P

t2Tf �t and the corresponding traÆc allocation

parameters are given by

�f� =
��P
t2Tf �t

8� 2 Tf (3.1)

The complexity of computing the traÆc allocation parameters is determined by

that of the trunk share estimation algorithm which can be shown to have O(MH2)

worst-case time complexity, where M = maxfjT j ; jAjg and H = minfjT j ; jAjg.

Naturally, one do not expect the routing service to provide a large number of paths for

each FEC. Nonetheless, in case the number of trunks or the network size is large, the

accuracy of allocation vector can be traded o� to alleviate the time complexity. Given

B as the maximum link bandwidth, Awerbuch and Shavitt [4] provide an O(logB)

quiescent time algorithm to approximate the max-min vector using a constant rate

increment in each iteration.
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Algorithm Trunk Share Estimation

Initial conditions: k = 1, U0
a = 0, �0

t = 0, T 1 = T , A1 = A.

1. T k
a := ftj t 2 T and t crosses link ag

2. rk := mina2Ak(Ca � Uk�1
a )=

P
t2T k

a
nt�t

3. �kt :=

8<
: �k�1t + �t r

k for t 2 T k

�k�1t otherwise

4. Uk
a :=

P
t2T k

a
nt �

k
t

5. Ak+1 :=
n
ajCa � Uk

a > 0
o

6. T k+1 := ftj t 2 T and t does not cross any link a =2 Ak+1g

7. k := k + 1

8. If T k is empty, then stop; else goto 1.

Figure 3.1: Algorithm for Trunk Share Estimation

Next we use simulation to demonstrate that AMTA results in the optimal traÆc

allocation parameters.

Experiment AMTA vs OPTIMAL

AMTA vs OPTIMAL is a rerun of the experiment ECMP vs OPTIMAL

(section 2.2) except for applying AMTA instead of ECMP.

The topology used for the experiment is the same as the one used for ECMP-

OPTIMAL and is reproduced in �gure 3.2 for convenience. We again vary the vol-

ume of FEC 2 from 0 to 80 
ows and measure the throughput achieved by AMTA

and OPTIMAL. The resulting throughput plots in �gure 3.3 for AMTA and OPTI-

MAL coincide indicating that AMTA computes optimal traÆc allocation parameters.

Both strategies result in lower throughput for FEC 1 
ows than the one obtained

analytically because of the reordering penalty. For all volumes of FEC 2, its 
ows

exceed their intended shares, resulting in eÆcient yet unfair equilibria on subpath



28

2-3-4. Recall that we de�ne the fair share along a path as the throughput of a TCP


ow entirely routed over that path.

50

2 3 4

7

1 6
trunk 3

2ms2ms

trunk 1

trunk 2

Figure 3.2: Experiment AMTA vs OPTIMAL. Simulated topology.

Table 3.1 lists the FEC 1traÆc allocation parameters obtained through AMTA

at some FEC 2 volumes. Note that the parameters are identical to those obtained

through OPTIMAL and listed in table 2.1. For each value of FEC 2 volume, simula-

tion is run for two AMTA epochs. In the �rst epoch the traÆc allocation parameter

for FEC 1 trunks are set to 0:5. During that epoch probe 
ows are used along each

trunk to the measure the elements of weight vector �. The resulting vector from each

experiment is shown in table 3.2. At the beginning of the following epoch, the AMTA

trunk share estimation algorithm (�g. 3.1) yields the trunk allocations shown in table

3.3. Given the trunk share vector �, the allocation parameters are calculated from

equation (3.1). Note that weight measurements renders AMTA independent from the

initial allocation parameters. For large volumes of FEC 2, these measurements indi-

cate that trunk 1 is underutilized during the �rst epoch, leading to a shift in traÆc

during the following epoch.

3.3 The E�ectiveness of AMTA

Given the traÆc allocation parameters, FEC 
ows will e�ectively acquire the

computed fair share along each trunk under the following conditions:
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ow throughput.

FEC 2 volume (#
ows) 0 20 40 60 80

�11 0.4998 0.6658 0.747 0.802 0.8347
�12 0.5002 0.3342 0.253 0.198 0.1653

Table 3.1: Experiment AMTA-OPTIMAL. FEC 1 traÆc allocation parameters ob-
tained through AMTA for di�erent volumes of FEC 2.

FEC 2 volume 0 20 40 60 80

�1(Mb/s) 2.564 11.401 14.1048 15.487 16.1
�2(Mb/s) 2.521 0.554 0.3573 0.2523 0.198
�3(Mb/s) - 0.5503 0.348 0.2563 0.2007

Table 3.2: Experiment AMTA-OPTIMAL. Trunk weights for di�erent volumes of
FEC 2.

FEC 2 volume 0 20 40 60 80

�1(Mb/s) 1 1 1 1 1
�2(Mb/s) 1.0008 0.5019 0.339 0.2471 0.198
�3(Mb/s) - 0.4985 0.3306 0.25117 0.2

Table 3.3: Experiment AMTA-OPTIMAL. Trunk shares for di�erent volumes of FEC
2.
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1. The accuracy of the measured trunk share vector �.,

2. the accuracy of FEC volume measurements,

3. the quasi-stationarity of FEC volumes,

4. the insensitivity of TCP 
ow control to packet reordering, and

5. the elimination of bias against 
ows with multiple bottlenecks.

In this study, we assume conditions 1 and 2 are trivially satis�ed. In this section,

we discuss solutions to cope with the rare yet possible sudden traÆc swings and to

eliminate the packet reordering penalty, as well as the bias against 
ows with multiple

bottlenecks.

3.3.1 Coping with TraÆc Swings

While condition 3 is covered by the �ndings in [24], rare events resulting in sub-

stantial traÆc surges or ebbs do occur(e.g., traÆc rerouting due to remote link failure

or repair, or the end of a congestion period). The competing FECs may su�er severe

throughput reduction since increased congestion on a path makes them unable to

acquire their fair share on others for the remaining of the AMTA epoch. Therefore,

AMTA must exhibit robustness in the face of sudden traÆc changes by localizing the

e�ects of traÆc 
uctuation to the a�ected FEC until the beginning of the following

AMTA epoch. FEC isolation can be achieved through rate policing at the ingress

points as described in 3.1.3. As we argue next, FEC isolation also promotes the

convergence to fair equilibria in the lack of conditions 4 and 5.

3.3.2 Elimination of TCP Bias Against Flows with Multiple

Bottlenecks

The very process of traÆc reallocation may create multiple bottlenecks along the

path of a trunk that had not existed while the BTC measurement were taking place.

The compound e�ect of these bottlenecks is not re
ected in the trunk weight measured
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during the previous epoch. Unless the competing FECs on the bottlenecks are limited

to their fair shares, the TCP bias described in section 2.3 will allow them to overrun

the bottlenecked FEC, which in turn will not be able to acquire its fair share along

other trunks. In case all the trunks of a FEC have room to grow (due to reduction in

competition, or competition with trunks with multiple bottlenecks) then they the bias

will take place. In contrast, if the traÆc allocation parameters for a FEC are optimal,

all trunks are bottlenecked hence limiting each other to their respective fair shares

and the bias is eliminated. Rate policing at the FEC level ensures the elimination of

the bias in any case. The following simulation experiment demonstrates the role of

rate policing in eliminating TCP bias against 
ows with multiple bottlenecks.

Experiment multiple bottlenecks

The topology for the experiment is shown in �gure 3.4. All links are 20 Mb/s

with 1ms propagation delay. Output queues are RED with the default parameters

except for random drop instead of drop tail. All FECs consist of 20 FTP 
ows over

TCP NewReno. FEC 1 packets are forwarded along trunks 1 and 2; FEC 2 along

trunks 3 and 4; and FEC 3 along trunks 5 and 6.

trunk 1

trunk 2

7

8 9

6 5

1 2 3

0 4

trunk 4

trunk 6

trunk 3 trunk 5

Figure 3.4: Experiment multiple bottlenecks. Network topology.

Initially the network is at an ineÆcient equilibrium where FEC 1 is entirely routed

through trunk 2, FEC 2 through trunk 4 and, FEC 3 through trunk 6; therefore
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�1 �2 �3 �4 �5 �6
20 0.935 20 0.934 20 0.933

Table 3.4: Experiment multiple bottlenecks. Trunk weights in Mb/s.

�1 �2 �3 �4 �5 �6

0.5 0.935 0.5 0.934 0.5 0.933

Table 3.5: Experiment multiple bottlenecks. Trunk shares in Mb/s.

leaving trunks 1, 3 and 5 unutilized. During the initial AMTA epoch, all trunks are

probed to construct the weight vector �. In our experiment we did not allow the

probe 
ows to interfere, resulting in the weight vector listed in table 3.4. The trunks

shares and traÆc allocations parameters are shown in tables 3.5 and 3.6 respectively.

According to the revised allocation, trunk 1 passes through two bottleneck links,

namely 7-6 and 6-5. Row 1 of table 3.7 shows the throughput of all FECs in case

FECs 3 and 5 are limited to their fair shares by trunks 4 and 6 respectively. In this

case there is no signi�cant bias against FEC 1 
ows. Next, we emulate a sudden

reduction in competition along trunks 5 and 6 by doubling the capacity of links 8-6

and 9-5 to 40 Mb/s at the beginning of the second epoch. Row 2 of the same table

lists the resulting throughput for all FECs without the deployment of rate policing

at the ingress. The results indicate that FEC 
ows are severely a�ected by the bias

as they are not able to acquire their fair shares on either trunks 1 or 2. In contrast,

the deployment of rate policing e�ectively eliminates the bias as indicated by the

results in row 3. We emulate the e�ect of policing by inserting a \virtual" RED link

with negligible propagation delay between the FTP sources and the ingress routers

FEC 1 FEC 2 FEC 3

�11 �12 �23 �24 �35 �36
0.348 0.652 0.349 0.651 0.349 0.651

Table 3.6: Experiment multiple bottlenecks. TraÆc allocation parameters.
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C8!6 and C9!5 (Mb/s) FEC 1 (Mb/s) FEC 2(Mb/s) FEC 3(Mb/s)

20 1.332 1.534 1.534
40 0.8163 2.07 2.076

40 (w/ Rate policing) 1.4565 1.4115 1.418

Table 3.7: Experiment multiple bottlenecks. Flow throughput results.

8 and 9. The virtual link capacity (i.e., the maximum permitted rate) for FEC 2

is 20(�3 + �4) = 28:7 Mb/s and the same for FEC 3. Table shows that under rate

policing all FECs acquire their fair shares on all trunks.

3.4 Handling Flows with Limited Throughput De-

mand

In this section we relax our assumptions about 
ow characteristics. Speci�cally we

extend AMTA to handle 
ows with small transmission window due to congestion on

their routes through other domains as well as those with modest throughput demand

due to application characteristics, small receiver window or in the near future TCP

implementations without the D-SACK extension.

In every traÆc allocation epoch, ingress routers are responsible for monitoring

the number of active 
ows for each of their FECs and communicating it to the traÆc

allocation server which in turn computes the FEC throughput and the optimal allo-

cation parameters and returns them to the ingress router for use during the following

epoch. Under the relaxed assumptions, some of the FEC 
ows will not acquire their

fair shares, while competing 
ows in other FECs are limited to their fair shares thus

resulting to ineÆcient or unfair equilibrium. Consequently, it is necessary to estimate

the e�ective number of 
ows based on the FEC throughput demand in the previous

epochs. For instant consider a FEC f , routed along a set of trunks Tf with �t being

the trunk share for all t 2 Tf computed at the end of previous epoch. Let Rf be

the measured throughput of FEC f during the current epoch, the e�ective number
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Algorithm FEC Volume Estimation

1. nprevf := e�ective number of FEC 
ows during the previous epoch

2. nf := number of active 
ows in the current epoch

3. Rf := FEC throughput in the current epoch

4. slack = 0:15

5. if (Rf = nprevf �
P

t2Tf �t)

6. nf :=
nprev
f

+nf

2

else

7. nf :=
RfP
t2Tf

�t
(1 + slack)

Figure 3.5: Algorithm for the estimation of e�ective number of FEC 
ows

of 
ows during that epoch can be estimated using the following formula

nf =
RfP
t2Tf �t

which has nprevf as an upper bound due to rate policing. That is, in case the through-

put demand or the actual number of 
ows increases, rate policing will not allow the

increase to be re
ected in the e�ective number of 
ows. One way to get around this

limitation is to overestimate the e�ective number of by a small percentage called

the slack, if the the FEC traÆc grows to use the slack, it is an indication that rate

policing rather than external congestion or small client window is the limiting factor

of the throughput of the FEC 
ows. In such case the estimate must be increased

such that it converges rapidly on the correct value. The FEC volume estimation al-

gorithm in �gure 3.5achieves this goal by converging on the correct number of 
ows

in logarithmic number of epochs. Even if the number of 
ows in the FEC keeps in-

creasing, its maximum increase rate (as was shown in [24]) is much slower than that

of the convergence speed of the algorithm. The following experiments demonstrate
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the e�ectiveness of the the volume estimation algorithm in allowing AMTA to achieve

eÆcient equilibria where rate policing does not leave links underutilized.

Experiment small window

In the topology of �gure 3.6, FECs 1 and 2 consist of 20 FTP 
ows each based

on New Reno TCP. FEC 1 packets are forwarded along trunks 1 and 2, while FEC 2

packets are forwarded along trunks 3 and 4. Once again all links are 20Mb/s and

1ms propagation delay. Output queues are RED with default parameters except for

using random drop instead of drop tail. The capacity and propagation delay of the

external link 0-1 is varied to emulate congestion on the end-to-end path of FEC 2

outside the local domain.

trunk 1

trunk 2

trunk 3

trunk 4

FEC 1

FEC 2

0

1

2

3

4

5

6

Figure 3.6: Experiment small window. Simulated topology.

.

Initially each FEC's load is split equally among the corresponding trunks and

the e�ective number of 
ows in each FEC is considered to be average number of

concurrently active 
ow in that FEC. At the beginning of epoch 1 the capacity of

link 0-1 is set to 4Mb/s and its propagation delay to 20ms. The original capacity and

propagation delay are restored at the beginning of epoch 3. The plots in �gures 3.7

and 3.8 show the reaction of AMTA to the changes in FEC 2 traÆc load. At the end

of epoch 1, AMTA reacts by reducing the e�ective number of 
ows for the FEC and

hence its fair share. Note that by the beginning of FEC 3, the sum of the maximum

allowed rates for both FEC amounts to an eÆcient equilibrium. FEC 1 however is not
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able to fully utilize its share due to signi�cant reordering penalty at higher throughput

and AMTA slightly reduces its e�ective volume. At the beginning of epoch 4, AMTA

realizes that FEC 2 throughput has grown to �ll the slack and adjust the e�ective

volume accordingly. By the beginning of epoch 6, AMTA had correctly estimated

the volume of each FEC. We conclude that the FEC volume estimation algorithm

responds correctly to traÆc changes and allows AMTA to converge quickly to an

eÆcient equilibrium by revising the throughput bound for the competing FECs.
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Figure 3.7: Experiment small window. Overall throughput for each FEC and their
respective rate bounds.

The value of the slack parameter should be set so as to prevent unnecessary


uctuations in the available rate for the competing FECs from one epoch to the next.

Consider a FEC whose size increases according to the �ndings in [24], that is, at

a maximum rate of 15% every epoch. If the value of the slack is less than 0.15,

then the e�ective number of 
ows is computed from step 6 potentially overestimating

the e�ective FEC volume one or more epochs. The overestimate is re
ected in the

bandwidth reserved for the FEC on each trunk and deducted from that reserved for

the competing FECs. A too large slack on the other hand may result in ineÆcient
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utilization of networok links.

3.5 Summary

In this chapter we described AMTA, a centralized adaptive traÆc allocation ser-

vice for networks with explicit routing and other traÆc engineering support functions.

FEC and path measurements are performed during each epoch by the ingress router-

s, which, upon its request at the epoch's end, send them to the AMTA server. The

trunk share estimation algorithm computes the fair share for each trunk, and hence

the optimal traÆc allocation parameters and the throughput limit for each FEC to

be used during the following epoch. Under AMTA, and given the validity of the

models in chapter 2, each 
ow should acquire its fair share along all candidate paths.

However, packet reordering and TCP bias against connections passing through mul-

tiple congested routers were not captured in our models. We demonstrate that FEC

isolation through rate policing can eliminate the TCP biases and show that FEC
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packets resequencing at the domain borders with proper resynchrnization through

marker packets eliminates packet reordering. We �nally extend AMTA to deal with


ows having limited bandwidth demand by introducing an algorithm for estimating

the e�ective number of 
ows in each FEC and demonstrate its e�ectiveness through

simulation.
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Chapter 4

Concluding Remarks

Multipath forwarding potentially improves the throughput of user 
ows and the

utilization of network links. To implement multipath forwarding, two problems have

to be addressed, namely, multipath routing and traÆc allocation. Recognizing the

prevalence of TCP-style traÆc on the Internet, we consider the e�ect of traÆc allo-

cation on the throughput of TCP 
ows. We have shown in section that static traÆc

allocation based on long term load estimates can result in poor performance for TCP


ows, concluding that traÆc allocation should adapt to load 
uctuation so that the

throughput of TCP 
ows is maximized. To avoid the problems associated with adap-

tive routing such as loops an routes oscillation, we call for separating routing from

traÆc allocation as a departure from earlier e�ort that combined them into a single

function.

Given a multipath network with a set of routes between ingress and egress nodes,

our objective has been to devise a eÆcient method for computing the optimal allo-

cation parameters for each FEC while maintaining the the traÆc allocation process

transparent to the network internal routers and the transport protocol endpoints.

In chapter 2, we presented a constructive characterization of fair and eÆcient

traÆc allocation that maximize the throughput of TCP connections by optimally

splitting each 
ow along multiple paths. The optimality condition is de�ned in terms

of the TCP fair share along each path. We also introduced and validated a method

for the accurate estimation of TCP fair share based on path measurements and a
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weighted max-min allocation model of TCP.

In chapter 3 we described AMTA, a centralized adaptive traÆc allocation service

for MPLS networks. FEC and path measurements are performed during each epoch

by the ingress routers, which, upon its request at the epoch's end, send them to the

AMTA server. The trunk share estimation algorithm computes the fair share for

each trunk, and hence the optimal traÆc allocation parameters and the throughput

limit for each FEC to be used during the following epoch. Under AMTA, each 
ow

should acquire its fair share along all candidate paths. To avoid the negative e�ects

of packet reordering and the TCP bias against connections passing through multiple

congested routers, we provide solutions to alleviate there e�ects{we demonstrated

that FEC isolation through rate policing can eliminate the TCP biases and permits

e�ective resequencing of FEC packets at the egress. We extended AMTA to deal with


ows having limited bandwidth demand by introducing an algorithm for estimating

the e�ective number of 
ows in each FEC and demonstrated its e�ectiveness through

simulation.

Extending AMTA to Di�Serv environments have not been considered in this the-

sis and is left for future work. Bandwidth reservation can be re
ected in AMTA

simply by modifying the link capacity availabe for best-e�ort 
ows. In case of service

di�erentiation through preferential packet dropping, ingress-egress traÆc should be

split into a FEC for each service level.

The exact mechanisms for implementing support functions such as packet classi�-

cation, rate policing have not been considered. A realization of AMTA may uncover

some potential research problems. A testbed implementation of AMTA would increase

its practical value and make its deployment likely as the major service providers begin

to deploy MPLS.
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